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1. INTRODUCTION

On 10 December 1948, the adoption by the General Assembly of the Universal Declaration of
Human Rights launched a new era. Lebanese scholar Charles Habib Malik described it to the
assembled delegates as follows:

Every member of the United Nations has solemnly pledged itself to achieve respect for
and observance of human rights. But, precisely what these rights are we were never
told before, either in the Charter or in any other national instrument. This is the first
time the principles of human rights and fundamental freedoms are spelled out
authoritatively and in precise detail. | now know what my government pledged itself
to promote, achieve, and observe. ... | can agitate against my government, and if
she does not fulfill her pledge, | shall have and feel the moral support of the entire
world.

One of the fundamental rights the Universal Declaration described, in Article 19, was the right to
freedom of speech:

Everyone has the right to freedom of opinion and expression; this right includes
freedom to hold opinions without interference and to seek, receive, and impart
information and ideas through any media and regardless of frontiers.

When those words were written sixty years ago, no one imagined how the global phenomenon of
the Internet would expand people's ability to "seek, receive and impart information", not only
across borders but at amazing speeds and in forms that can be copied, edited, manipulated,
recombined and shared with small or large audiences in ways fundamentally different than the
communications media available in 1948.

MORE INFORMATION IN MORE PLACES THAN EVER
IMAGINED

The unbelievable growth in the past several years of what is on the Internet and where it is
available has the effect of making an unimaginably vast portion of human knowledge and activity
suddenly present in unexpected places: a hospital in a remote mountain village, your 12-year-
old's bedroom, the conference room where you are showing your closest colleagues the new
product design that will put you ahead of the competition, your grandmother's house.

In all of these places, the possibility of connecting to the world opens up many wonderful
opportunities for improving people's lives. When you contract a rare disease on vacation, the
remote village hospital may save your life by sending your test results to a medical specialist in
the capital, or even in another country; your 12-year-old can research her school project or
make friends with kids in other countries; you can present your new product design
simultaneously to top managers in offices around the world, who can help you improve it; your
grandmother can send you her special apple pie recipe by e-mail in time for you to bake it for
dessert tonight.

But the Internet does not contain only relevant and helpful educational information, friendship
and apple pie. Like the world itself, it is vast, complex and often scary. It is just as available to
people who are malicious, greedy, unscrupulous, dishonest or merely rude as it is to you and
your 12-year-old child and your grandmother.

NOT EVERYONE WANTS TO LET THE WHOLE WORLD IN

With all of the best and worst of human nature reflected on the Internet and certain kinds of

deception and harassment made much easier by the technology, it should not surprise anyone
that the growth of the Internet has been paralleled by attempts to control how people use it.

There are many different motivations for these attempts. The goals include:



e Protecting children from material perceived as inappropriate, or limiting their contact with
people who may harm them.

e Reducing the barrage of unwanted commercial offers by e-mail or on the Web.

e Controlling the size of the flow of data any one user is able to access at one time.

e Preventing employees from sharing information that is viewed as the property of their
employer, or from using their work time or an employer's technical resources for personal
activities.

e Restricting access to materials or online activities that are banned or regulated in a specific
jurisdiction (for example a country or an organization like a school) such as explicit sexual
or violent materials, drugs or alcohol, gambling and prostitution, and information about
religious, political or other groups or ideas that are deemed to be dangerous.

Some of these concerns involve allowing people to control their own experience of the Internet
(for instance, letting people use spam-filtering tools to prevent spam from being delivered to
their own e-mail accounts), but others involve restricting how other people can use the Internet
and what those other people can and can't access. The latter case causes significant conflicts and
disagreements when the people whose access is restricted don't agree that the blocking is
appropriate or in their interest.

WHO IS FILTERING OR BLOCKING THE INTERNET?

The kinds of people and institutions who try to restrict the Internet use of specific people are as
varied as their goals. They include parents, schools, commercial companies, operators of Internet
cafés or Internet Service Providers (ISPs), and governments at different levels.

The extreme end of the spectrum of Internet control is when a national government attempts to
restrict the ability of its entire population to use the Internet to access whole categories of
information or to share information freely with the outside world. Research by the OpenNet
Initiative (http://opennet.net) has documented the many ways that countries filter and block
Internet access for their citizens. These include countries with pervasive filtering policies, who
have been found to routinely block access to human rights organizations, news, blogs, and Web
services that challenge the status quo or are deemed threatening or undesirable. Others block
access to single categories of Internet content, or intermittently to specific websites or network
services to coincide with strategic events, such as elections or public demonstrations. Even
countries with generally strong protections for free speech sometimes try to limit or monitor
Internet use in connection with suppressing pornography, so-called "hate speech", terrorism and
other criminal activities, leaked military or diplomatic communications, or the infringement of
copyright laws.

FILTERING LEADS TO MONITORING

Any of these official or private groups may also use various techniques to monitor the Internet
activity of people they are concerned about, to make sure that their attempts at restriction are
working. This ranges from parents looking over their child's shoulder or looking at what sites
were visited on the child's computer, to companies monitoring employees' e-mail, to law
enforcement agencies demanding information from ISPs or even seizing the computer in your
home looking for evidence that you have engaged in "undesirable" activities.

WHEN IS IT CENSORSHIP?

Depending on who is restricting access to the Internet and/or monitoring its use, and the
perspective of the person whose access is being restricted, nearly any of these goals and any of
the methods used to achieve them may be seen as legitimate and necessary or as unacceptable
censorship and a violation of fundamental human rights. A teenage boy whose school blocks
access to his favorite online games or to social networking sites such as Facebook feels his
personal freedom to be abridged just as much as someone whose government prevents him
from reading an online newspaper about the political opposition.

WHO EXACTLY IS BLOCKING MY ACCESS TO THE
INTERNET?


http://opennet.net/

Who is able to restrict access to the Internet on any given computer in any given country
depends on who has the ability to control specific parts of the technical infrastructure. This
control may be based on legally established relationships or requirements, or on the ability of
governmental or other bodies to pressure those who have legal control over the technical
infrastructure to comply with requests to block, filter or collect information. Many parts of the
international infrastructure that supports the Internet are under the control of governments or
government-controlled agencies, any of which may assert control, in accordance with local law or
not.

Filtering or blocking of parts of the Internet may be heavy-handed or very light, clearly defined or
nearly invisible. Some countries openly admit to blocking and publish blocking criteria, as well as
replacing blocked sites with explanatory messages. Other countries have no clear standards and
sometimes rely on informal understandings and uncertainty to pressure ISPs to filter. In some
places, filtering comes disguised as technical failures and governments don't openly take
responsibility or confirm when blocking is deliberate. Different network operators even in the
same country and subject to the same regulations may execute filtering in quite different ways
out of caution, technical ignorance, or commercial competition.

At all levels of possible filtering, from individual to national, the technical difficulties of blocking
precisely what is viewed as undesirable may have unexpected and often ridiculous consequences.
"Family-friendly" filters meant to block sexual materials prevent access to useful health
information. Attempts to block spam may filter out important business correspondence.
Attempts to block access to specific news sites may also cut off educational resources.

WHAT METHODS EXIST TO BYPASS FILTERING?

Just as many individuals, corporations and governments see the Internet as a source of
dangerous information that must be controlled, there are many individuals and groups who are
working hard to ensure that the Internet, and the information on it, is freely available to
everyone who wants it. These people have as many different motivations as those seeking to
control the Internet. However, for someone whose Internet access is restricted and who wants
to do something about it, it may not matter whether the tools were developed by someone who
wanted to chat with a girlfriend, write a political manifesto, or send spam.

There is a vast amount of energy, from commercial, non-profit and volunteer groups, devoted to
creating tools and techniques to bypass Internet censorship, resulting in a number of methods to
bypass Internet filters. Collectively, these are called circumvention methods, and can range
from simple work-arounds, protected pathways, to complex computer programs. However, they
nearly all work in approximately the same manner. They instruct your Web browser to take a
detour through an intermediary computer, called a proxy, that:

e is located somewhere that is not subject to Internet censorship
e has not been blocked from your location
e knows how to fetch and return content for users like you.
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WHAT ARE THE RISKS OF USING CIRCUMVENTION TOOLS?

Only you, the person who hopes to bypass restrictions on your Internet access, can decide
whether there are significant risks involved in accessing the information you want; and only you
can decide whether the benefits outweigh the risks. There may be no law specifically banning the
information you want or the act of accessing it. On the other hand, the lack of legal sanctions
does not mean you are not risking other consequences, such as harassment, losing your job, or
worse.

The following chapters discuss how the Internet works, describe various forms of online
censorship, and elaborate on a number of tools and techniques that might help you circumvent
these barriers to free expression. The overarching issue of digital privacy and security is
considered throughout the book, which begins by covering the basics, then addresses a few
advanced topics before closing with a brief section intended for webmasters and computer
specialists who want to help others bypass Internet censorship.



2. ABOUT THIS MANUAL

This manual, 'Bypassing Internet Censorship', provides an introduction to the topic and explains
some of the software and methods most often used for circumventing censorship. There is some
information on avoiding surveillance and other means of detection while bypassing censorship,
however this is a large topic in itself so we have only addressed it where it coincides directly with
issues of circumvention.

A full discussion of techniques for maintaining anonymity and preventing detection of content or
activities is beyond the scope of this book.

HOW AND BY WHOM THIS BOOK WAS WRITTEN

The first version of this manual featured content that had been largely written at a Book Sprint
that took place in November 2008 in the beautiful hills of Upper New York State in the USA.
Eight people worked together over an intensive five-day period to produce the book.

The updated version of this manual that you are currently reading was compiled in the context
of a second Book Sprint held near Berlin, Germany, in early 2011. This time, 11 people worked
together over an intensive five-day period.

This book is a living document of course and is available online for free, where you can also edit
it and improve it.

In addition to the material written during the two Book Sprints, material has been contributed
from previous publications. These include contributions from:

Ronald Deibert

Ethan Zuckerman

Roger Dingledine

Nart Villeneuve

Steven Murdoch

Ross Anderson

Freerk Ohling

Frontline Defenders

Hal Roberts, Ethan Zuckerman, Jillian York, Robert Faris, and John Palfrey from The
Berkman Center for Internet & Society at Harvard University
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These writers kindly agreed to let us use their material within a GPL licensed environment.

This manual has been written within FLOSS Manuals. To improve this manual follow these steps:

1. REGISTER

Register at FLOSS Manuals:
http://booki.flossmanuals.net/

2. CONTRIBUTE!

Select the manual (http://booki.flossmanuals.net/bypassing-censorship/edit/) and a chapter to
work on.

If you need to ask us questions about how to contribute then join the chat room listed below and
ask us! We look forward to your contribution!

For more information on using FLOSS Manuals you may also wish to read our manual:
http://en.flossmanuals.net/FLOSSManuals

3. CHAT

It's a good idea to talk with us so we can co-ordinate all contributions. We have a chat room for
this using Internet Relay Chat (IRC). If you know how to use IRC you can connect to the following:
server: irc.freenode.net

channel: #booksprint


https://www.sesawe.net/
http://objavi.flossmanuals.net/
http://objavi.flossmanuals.net/tmp/bypassingcensorship-en-2011.05.31-19.27.08.pdfNY53dv/edit
http://en.flossmanuals.net/FLOSSManuals

If you do not know how to use IRC then visit the following web based chat software in your
browser:
http://irc.flossmanuals.net

Information about how to use this web-based chat software is here:
http://en.flossmanuals.net/FLOSSManuals/IRC

4. MAILING LIST
For discussing all things about FLOSS Manuals join our mailing list:
http://lists.flossmanuals.net/listinfo.cgi/discuss-flossmanuals.net

QUICK START
3. Quickstart
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3 - QUICKSTART

The Internet is censored when the people or groups controlling a network prevent Internet users
from accessing particular content or services.

Internet censorship takes many forms. For example, governments may block regular e-mail
services in order to compel citizens to use government e-mail that can be easily monitored,
filtered, or shut down. Parents can control the content their minor children access. A university
may prevent students from accessing Facebook from the library. An Internet caf owner can
block peer-to-peer file sharing. Authoritarian governments may censor reports on human rights
abuses or the last stolen election. People have widely varying views about the legitimacy or
illegitimacy of these forms.

CIRCUMVENTION

Circumvention is the act of bypassing Internet censorship. There are many ways to do this, but
nearly all circumvention tools work in approximately the same manner. They instruct your Web
browser to take a detour through an intermediary computer, called a proxy, that:

e is located somewhere that is not subject to Internet censorship
e has not been blocked from your location
e knows how to fetch and return content for users like you.

SECURITY AND ANONYMITY

Keep in mind that no tool is a perfect solution for your situation. Different tools offer varying
degrees of security, but technology cannot eliminate the physical risks you take by opposing
people in power. This book contains several chapters explaining how the Internet works which is
important for understanding how to be safer while circumventing censorship.

THERE ARE MANY VARIATIONS

Some tools only work with your Web browser, while others might be applied to several programs
at once. These programs might need to be configured to send Internet traffic through a proxy.
With a little extra patience, you can do all of this without installing any software on your
computer. Note that tools that fetch Web pages for you may not display the site correctly.

Some tools use more than one intermediary computer in order to hide the fact that you are
visiting blocked services. This also hides your activities from the tool provider, which can be
important for anonymity. A tool may have a clever way of learning about alternative proxies it
may connect to in case the one you are using gets censored itself. Ideally, the traffic created by
all of this requesting, fetching and sending is encrypted in order to protect it from prying eyes.

But choosing the right tool for your particular situation is almost certainly not the most
important decision you will make when it comes to accessing or producing content in the face of
Internet censorship. Though it is difficult to provide concrete advice on such things, it is crucial to
spend your time thinking about context, such as:

how, when, and where you intend to use these tools

who might want to prevent you from doing the things the tools allow you to do

how strongly those organizations and individuals oppose this usage

what resources they have at their disposal to help them achieve their desired outcome, up
to and including violence.
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ACCESS MOST BLOCKED WEB SITES WITHOUT EXTRA
SOFTWARE

The most basic type of circumvention tool is a Web proxy. While there are many reasons why it
might not be the optimal solution for you, for very basic circumvention purposes it is often a
good place to start. Assuming it has not yet been blocked from your location, visit the following

URL: http://sesaweenglishforum.net



|UF{L.|hﬂp ihwww bbe.co.uk/ | GO Create account | Logout AV

Press Enter or click GO, and if it successfully navigates to the requested website then it is
working. If the link above does not work, you will have to find an alternative circumvention
method. The Web proxy and Psiphon chapters of this book offer a little advice about finding a
Web proxy and a lot of advice about deciding whether or not you should be willing to use it once
you do.

If you need access to the full feature set of a particularly complex Web site such as Facebook
you might want to use a simple, installable tool like Ultrasurf instead of a Web proxy. If you
desire or require a solution that has been through rigorous security testing and that can help you
remain anonymous without requiring that you know who actually administers the service itself,
you should use Tor. If you need access to filtered Internet resources other than just Web sites,
such as blocked instant messaging platforms or filtered email servers (the kind used by programs
like Mozilla Thunderbird or Microsoft Outlook), you might try HotSpot Shield or some other
OpenVPN service. All of these tools, which have their own chapter later in the book, are briefly
described below.

ACCESS ALL BLOCKED WEB SITES AND PLATFORMS

Ultrasurf is a free proxy tool for the Windows operating system which can be downloaded at

http://www.ultrareach.com/, http://www.ultrareach.net/ or http://www.wujie.net/. The

downloaded zip file has to be extracted with a right click and selecting "Extract All...". The
resulting .exe file can be started directly (even from a USB flash drive in an Internet caf) without
installation.

f & UltraSurf 10.06 = ez |
@ & & X

Home Retry Option Help Exit
Connection
Prefermed Speed
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Ultrasurf connects automatically and will launch a new instance of the Internet Explorer Web
browser which you can use to open blocked Web sites.

BYPASS THE FILTERS AND STAY ANONYMOUS ON THE
WEB

Tor is a sophisticated network of proxy servers. It is free open source software developed
primarily to allow anonymous Web browsing, but it is also a great censorship circumvention tool.
The Tor Browser Bundle for Windows, Mac OS X or GNU/Linux can be downloaded from
https://www.torproject.org/download/download.html.en. If the torproject.org Web site is blocked
for you, you may find other download locations by typing "tor mirror" in your favorite Web
search engine or by sending an email to gettor@torproject.org with "help" in the message body.

When you click on the downloaded file, it will extract itself to the location you choose. This may
also be a USB flash drive which can be used in an Internet caf. You can then launch Tor by
clicking "Start Tor Browser" (make sure you close any Tor or Firefox instances that are already
running). After a few seconds, Tor automatically launches a special version of the Firefox Web
browser with a test Web site. If you see the green message "Congratulations. Your browser is
configured to use Tor." you can then use that window to open blocked Web sites.
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Tor Enabled

CHANNEL ALL YOUR INTERNET TRAFFIC THROUGH A
SECURE TUNNEL

If you want to access Internet services other than the Web, such as e-mail through an e-mail
client like Outlook or Thunderbird, one easy and secure way is to use a virtual private network
(VPN). A VPN will encrypt and tunnel all Internet traffic between yourself and another computer,
so not only will it make all your various kinds of traffic appear similar to an eavesdropper, but
the encryption will make it unreadable to anyone along the way. While connecting with the VPN,
your ISP will not see your content, but will be able to see that you are connecting to the VPN.
Since many international companies use VPN technology to securely connect their remote
offices, VPN technology is unlikely to be blocked as a whole.

Hotspot Shield

An easy way to get started with VPNs is to use Hotspot Shield. Hotspot Shield is a free (but
commercial) VPN solution available for the Microsoft Windows and Mac OS X operating systems.

To install Hotspot Shield you must download the software from https://www.hotspotshield.com.
The file size is about 6MB, so on a slow dial-up connection the download might take 25 minutes
or more. To install, double-click the downloaded file and follow the steps presented by the
installation wizard.

Once the installation is complete, start Hotspot Shield from the "Hotspot Shield Launch" icon on
your desktop or via "Programs > Hotspot Shield". A browser window will open with a status page
showing different stages of the connection attempt such as "Authenticating" and "Assigning IP
address". Once connected, Hotspot Shield will redirect you to a welcome page. Click on "start" to
begin surfing.

WELCOME!
Login anonymously.
Browse all internet content.
Free & Private!

o emallsddres,no user name required!
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To stop Hotspot Shield, right click on the traybar icon and select "Disconnect/OFF".

BACKGROUND

4. How the Net Works

5. Censorship and the Net
6. Circumvention and Safety
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4. HOW THE NET WORKS

Imagine a group of individuals who decide to share information on their computers by connecting
them, and by sending information between these computers. Their efforts result in a set of
devices able to communicate with each other via a computer network. Of course, the network
can be even more valuable and useful if it is connected to other networks and hence to other
computers and network users. This simple desire to connect and share information electronically
is manifested today in the global Internet. As the Internet has grown rapidly, the complexity of
its interconnections has also increased, and the Internet is literally built up from the
interconnection of a tremendous number of networks.

The fundamental task of the Internet can be described as facilitating the journey of digital
information from its origin to its destination, using a suitable path and an appropriate mode of
transportation.

Local computer networks, called Local Area Networks, or LANs, physically connect a number of
computers and other devices at the same physical location to one another. They can also
connect to other networks via devices called routers that manage the information flow between
networks. Computers in a LAN can communicate with each other directly for purposes like
sharing files and printers, or playing multi-player networked video games. A LAN could be useful
even if it were not connected to the outside world, but it clearly becomes more useful when it is.
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The Internet today is a decentralized world-wide network of such local computer networks, as
well as larger networks such as university and corporate networks, and the networks of hosting
providers.

The organizations that arrange these interconnections between networks are called Internet
Service Providers or ISPs. An ISP's responsibility is to deliver data to the appropriate place,
usually by forwarding the data to another router (called "the next hop") closer to the data's final
destination. Often, the next hop actually belongs to a different ISP.

In order to do this, the ISP may purchase its own Internet access from a larger ISP, such as a
national provider. (Some countries have only a single national-level provider, perhaps
government-operated or government-affiliated, while others have several, which might be
competing private telecommunications firms.) National providers may similarly receive their
connections from one of the multinational companies that maintain and operate the servers and
connections that are often mentioned as the backbone of the Internet.

The backbone is made up of major network equipment installations and global connections
between them via fiber-optic cables and satellites. These connections enable communications
between Internet users in different countries and continents. National and international providers
connect to this backbone through routers sometimes known as gateways, which are connections
that allow disparate networks to communicate with each other. These gateways, just like other
routers, may be a point at which Internet traffic is monitored or controlled.

BUILDING THE INTERNET



The creators of the Internet generally believed that there is only one Internet, that it is global,
and that it should allow any two computers anywhere in the world to communicate directly with
one another, assuming the owners of both computers want this to happen.

In'a 1996 memo, Brian Carpenter, then chairman of the Internet Architecture Board, wrote:

in very general terms, the [Internet engineering] community believes
that the goal is connectivity ... [the] growth of the network seems
to show that connectivity is its own reward, and is more valuable than
any individual application.

There is still a major community of Internet pioneers and early adopters who champion the
ideals of worldwide interconnectivity, open standards, and free access to information, although
these ideals often come into conflict with political and business interests and thus don't always
directly influence the day-to-day operating practices and policies of individual parts of the
Internet.

The originators of the Internet also created and continue to create standards aimed to make it
easier for others to also create their own networks, and to join them to each other.
Understanding Internet standards helps make clear how the Internet works and how network
sites and services become accessible or inaccessible.

STANDARDS FOR CONNECTING DEVICES

Most LANs today are built with wired Ethernet or with wireless Ethernet (802.11 or Wi-Fi)
technology. All of the interconnections (of LANs and other devices) that make up the Internet
use common technical standards, or Internet protocols, to let computers find and communicate
with to one another. Often, the interconnections use privately-owned equipment and facilities,
and are operated on a for-profit basis. In some jurisdictions, Internet connections are extensively
regulated by law. In others, there is little or no regulation.

The most basic standard that unites all of the devices on the global Internet is called the Internet
Protocol (IP).

STANDARDS FOR IDENTIFYING DEVICES ON THE NETWORK

When your computer connects to the Internet, it is normally assigned a numeric IP address. Like
a postal address, the IP address uniquely identifies a single computer on the Internet. Unlike the
postal address, however, an IP address (particularly for a personal computing device) is not
necessarily permanently associated with a specific computer. So, when your computer
disconnects from the Internet and reconnects at a later time, it may receive a different (unique)
IP address. The IP protocol version currently in predominant use is IPv4. In the IPv4 protocol, an
IP address is written as four numbers in the range 0-255, separated by dots (e.g. 207.123.209.9).

DOMAIN NAMES AND IP ADDRESSES

All Internet servers, such as those which host Web sites, also have IP addresses. For example,
the IP address of www.witness.org is 216.92.171.152. Since remembering IP addresses is
cumbersome and IP addresses might change over time, specific systems are in place to make it
easier for you to reach your destination on the Internet. This system is the Domain Name
System (DNS), where a set of computers are dedicated to serving your computer with the IP
addresses associated with the human-memorable "names".

For example, to access the Witness Web site you would type in the www.witness.org address,
also known as a domain name, instead of 216.92.171.152. Your computer then sends a message
with this name to a DNS server. After the DNS server translates the domain name into an IP
address, it shares that information with your computer. This system makes Web browsing and
other Internet applications more human-friendly for humans, and computer-friendly for
computers.

14



Mathematically speaking, IPv4 allows for a pool of about 4.2 billion different computers to be
connected to the Internet. There is also technology that lets multiple computers share a single IP
address. Despite this, the pool of available addresses was more or less exhausted at the
beginning of 2011. As a result, the IPv6 protocol has been devised, with a much larger repository
of possible unique addresses. IPv6 addresses are much longer, and even harder to remember,
than traditional IPv4 addresses. An example of an IPv6 address is:

2001:0db8:85a3:0000:0000:8a2e:0370:7334

Although as of 2011 less than 1% of the Internet uses the IPv6 protocol, this will probably change
dramatically in the near future.

PROTOCOLS FOR SENDING INFORMATION THROUGH THE
NETWORK

The information you exchange as you use the Internet could take many forms:

an e-mail to your cousin

a picture or video of an event

a database of contact information

a file containing a set of instructions

a document containing a report on a sensitive topic
a computer program that teaches a skill.
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There is a wide variety of Internet software to accommodate proper handling of the various
forms of information according to specific protocols, such as:

e-mail via Simple Mail Transport Protocol (SMTP)

instant messaging via Extensible Messaging and Presence Protocol (XMPP)

file sharing via File Transfer Protocol (FTP),

peer-to-peer file sharing via BitTorrent protocol

Usenet news via Network News Transfer Protocol (NNTP)

a combination of protocols: voice communication using Voice Over Internet Protocol (VolP),
Session Initiation Protocol (SIP) and Real-time Transport Protocol (RTP)

THE WEB
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Although many people use the terms "the Internet" and "the Web" interchangeably, actually the
Web refers to just one way of communicating using the Internet. When you access the Web, you
do so using software called a Web browser, such as Mozilla Firefox, Google Chrome, Opera, or
Microsoft Internet Explorer. The protocol that the Web operates on is called the Hyper-Text
Transfer Protocol or HTTP. You might also have heard of HTTPS, which is the secure version of
HTTP that uses Transport Layer Security (TLS) encryption to protect your communications.

FOLLOWING YOUR INFORMATION ON THE INTERNET - THE
JOURNEY

Let's follow the example of visiting a Web site from your home computer.

Connecting to the Internet



To connect your computer to the Internet, you may need some extra equipment, such as a
modem or a router, to first connect to your ISP's network. Usually, end-user computers or home
networks are connected with ISPs via one of several technologies:

o telephone modem ("dial-up"), sending Internet data over telephone lines in the form of a
telephone call

e DSL, a more efficient and higher-speed way to send data over telephone lines over short
distances

e cable modem (or "cable Internet"), sending Internet data over a cable television company's
coaxial cable

o fiber-optic cables, particularly in densely-populated areas of developed countries

e wide-area fixed wireless links, particularly in rural areas

e data service over the mobile phone network.

Browse to the Web site

1. You type in https://security.ngoinabox.org/. The computer sends the domain name
"security.ngoinabox.org" to a selected DNS server, which returns a message containing the
IP address for the Tactical Tech Security in a Box Web server (currently, 64.150.181.101).

2. The browser then sends a request for a connection to that IP address.

3. The request goes through a series of routers, each one forwarding a copy of the request
to a router closer to the destination, until it reaches a router that finds the specific
computer needed.

4. This computer sends information back to you, allowing your browser to send the full URL
and receive the data to display the page.

The message from the Web site to you travels through other devices (computers or routers).
Each such device along a path can be referred to as a "hop"; the number of hops is the number

of computers or routers your message comes in contact with along its way and is often between
5 and 30.

WHY THIS MATTERS

Normally all of these complex processes are hidden and you don't need to understand them in
order to find the information you need. However, when people or organizations attempting to
limit your access to information interfere with the operation of the system, your ability to use
the Internet may be restricted. In that case, understanding just what they have done to
interfere with your access can become extremely relevant.

Consider firewalls, which are devices that intentionally prevent certain kinds of communication
between one computer and another. Firewalls help a network owner enforce policies about what
kinds of communication and use of a network are allowed. Initially, the use of firewalls was
conceived as a computer security measure, because they can help repel electronic attacks
against inadvertently misconfigured and vulnerable computers. But firewalls have come to be
used for a much wider range of purposes and for enforcing policies far beyond the purview of
computer security, including content controls.
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Another example is DNS servers, which were described as helping provide IP addresses
corresponding to requested domain names. However, in some cases, these servers can be used
as censoring mechanisms by preventing the proper IP address from being returned, and
effectively blocking access to the requested information from that domain.

Censorship can occur at different points in the Internet infrastructure, covering whole networks,
domains or subdomains, individual protocols, or specific content identified by filtering software.
The best method to avoid censorship will depend on the specific censorship technique used.
Understanding these differences will help you to choose appropriate measures for you to use the
Internet effectively and safely.

PORTS AND PROTOCOLS

In order to share data and resources, computers need to agree on conventions about how to
format and communicate information. These conventions, which we call protocols, are
sometimes compared to the grammar of human languages. The Internet is based on a series of
such protocols.

The layered networking model

Internet protocols rely on other protocols. For example, when you use a Web browser to access
a Web site, the browser relies on the HTTP or HTTPS protocol to communicate with the Web
server. This communication, in turn, relies on other protocols. Suppose we are using HTTPS for a
particular Web site to ensure that we access it securely.

HTTPS

In the above example, the HTTPS protocol relies on the TLS protocol to perform encryption of
the communications so that they are private and unmodified as they travel across the network.
The TLS protocol, in turn, relies on the TCP protocol to ensure that information is not
accidentally lost or corrupted in transmission. Finally, TCP relies on the IP protocol to ensure that
data is delivered to the intended destination.

While using the encrypted HTTPS protocol, your computer still uses the unencrypted DNS
protocol for retrieving an IP address for the domain name. The DNS protocol uses the UDP
protocol to mark the request for proper routing to a DNS server, and UDP relies on IP for actual
transmission of data to the intended destination.

Because of this hierarchical protocol relationship, we often refer to network protocols as existing
in a set of layers. A protocol at each layer is responsible for a particular aspect of the
communications functionality.

Using Ports

Computers connect to each other via the TCP protocol mentioned above and stay connected for
a period of time to allow higher-level protocols to carry out their tasks. TCP uses a concept of
numbered ports to manage these connections and distinguish connections from one another.
The use of numbered ports also allows the computer to decide which particular software should
handle a specific request or piece of data. (UDP also uses port numbers for this purpose.)

The IANA (Internet Assigned Names Authority) assigns port numbers for various higher-level
protocols used by application services. A few common examples of the standard assigned port
numbers are:



20 and 21 - FTP (file transfer)

22 - SSH (secure shell remote access)

23 - Telnet (insecure remote access)

25 - SMTP (send e-mail)

53 - DNS (resolves a computer's name to an IP address)
80 - HTTP (normal Web browsing; also sometimes used for a proxy)
110 - POP3 (receive e-mail)

143 - IMAP (send/receive e-mail)

443 - HTTPS (secure Web connections)

993 - secure IMAP

995 - secure POP3

1080 - SOCKS proxy

1194 - OpenVPN

3128 - Squid proxy

8080 - Standard HTTP-style proxy

® O o o o o o o o o o o o o o

Using these particular numbers is not generally a technical requirement of the protocols; in fact,
any sort of data could be sent over any port (and using non standard ports can be a useful
circumvention technique). However, these assignments are used by default, for convenience. For
example, your Web browser knows that if you access a Web site without specifying any port
number, it should automatically try using port 80. Other kinds of software have similar defaults
so that you can normally use Internet services without knowing or remembering the port
numbers associated with the services you use.

Cryptography

Cryptography is a form of technical defense against surveillance that uses sophisticated
mathematical techniques to scramble communications, making them unintelligible to an
eavesdropper. Cryptography can also prevent a network operator from modifying
communications, or at least make such modifications detectable. It usually works like a tunnel
from the software you are using, such as a Web browser, to the other end of the connection,
such as a Web server.

Modern cryptography is thought to be extremely difficult to defeat by technical means; widely
available cryptographic software can give users very powerful privacy protection against
eavesdropping. On the other hand, encryption can be circumvented by several means, including
targeted malware, or in general through key-management and key-exchange problems, when
users cannot or do not follow the procedures necessary to use cryptography securely. For
example, cryptographic applications usually need a way to verify the identity of the person or
computer at the other end of a network connection; otherwise, the communication could be
vulnerable to a man-in-the-middle attack where an eavesdropper impersonates one's
communication partner in order to intercept supposedly private communications. This identity
verification is handled in different ways by different software, but skipping or bypassing the
verification step can increase one's vulnerability to surveillance.

Another surveillance technique is traffic analysis, where facts about a communication are used
to infer something about its content, origin, destination, or meaning even if an eavesdropper is
unable to understand the contents of the communication. Traffic analysis can be a very powerful
technique and is very difficult to defend against; it is of particular concern for anonymity
systems, where traffic analysis techniques might help identify an anonymous party. Advanced
anonymity systems like Tor contain some measures intended to reduce the effectiveness of
traffic analysis, but might still be vulnerable to it depending on the capabilities of the
eavesdropper.
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5. CENSORSHIP AND THE NET

Understanding how the Internet is controlled in practice can help to relate the sources of
Internet censorship to the possible threats. Internet controls and censorship can be wide-ranging.
A national government might not only block access to content, but also monitor what
information people in its country are accessing, and might penalize users for Internet-related
activities that the government deems unacceptable. Governments may both define what to
block and carry out the blocking, or they may create legislation, regulations, or extra-legal
incentives to compel the staff of nominally independent companies to carry out blocking and
surveillance.

WHO CONTROLS THE INTERNET?

The full story of Internet governance is complicated, political and still being actively disputed.
Governments often have the authority and resources to implement their preferred schemes of
Internet monitoring and control, whether Internet infrastructure is owned and operated by
governments themselves or by private telecommunications companies. So a government that
wants to block access to information can often readily exercise direct or indirect control over
points where that information is produced, or where it enters or exits the country.

Governments also have extensive legal authority to spy on citizens, and many go behind what
the law allows, using extra-legal methods to monitor or restrict Internet use and reshape it
according to their own rules.

GOVERNMENT INVOLVEMENT

The Internet was developed by U.S. government-sponsored research during the 1970s. It
gradually spread to academic use, then to business and public use. Today, a global community is
working to maintain the standards and agreements that attempt to achieve world-wide open
connectivity and interoperability without any geographical distinction.

However, governments are not compelled to implement Internet infrastructure in accordance
with these goals or related recommendations about Internet architecture. Some governments
design their national telecommunications systems to have single "choke points" where they can
control their whole country's access to specific sites and services, and in some cases prevent
access to their section of the Internet from outside.

Other governments have passed laws or adopted informal controls to regulate the behavior of
private ISPs, sometimes compelling them to participate in surveillance or blocking or removing
access to particular materials.

Some of the Internet's facilities and coordinating functions are managed by governments or by
corporations under government charter. There is no international Internet governance that
operates entirely independently. Governments treat the ability to control Internet and
telecommunications infrastructure as matters of national sovereignty, and many have asserted
the right to forbid or block access to certain kinds of content and services deemed offensive or
dangerous.

WHY WOULD GOVERNMENTS CONTROL THE NET?

Many governments have a problem with the fact that there is only one global Internet with
technically no geographic or political borders. For the end-user, it makes (apart from a delay of a
few milliseconds) no difference if a Web site is hosted in the same country or on the other side
of the world a reality often delightful for Internet users and deeply alarming for states. Internet
censorship, inspired by hopes of re-imposing geography and geographic distinctions, can occur for
many reasons.

Adapting a classification from the Open Net Initiative (http://opennet.net), we can describe some
of these reasons as:


http://opennet.net/

e Political reasons
Governments want to censor views and opinions contrary to the respective country's
policies including topics such as human rights and religions.

e Social reasons
Governments want to censor Web pages related to pornography, gambling, alcohol, drugs
and other subjects that might seem offensive for the population.

e National security reasons
Governments want to block content related to dissident movements, and anything
threatening national security.

In order to ensure that information controls are effective, governments may also filter tools that
enable people to bypass Internet censorship.

In the extreme case, governments can refuse to provide Internet service to the public, as in
North Korea, or can cut off the Internet throughout their territory during periods of public
protest, as happened briefly in Nepal in 2005, and in Egypt and Libya in 2011.

Control can be aimed at both access providers and content providers.

e Governments can submit access providers to strict control, in order to regulate and shape
Internet traffic, and enable surveillance and monitoring upon Internet users within the
country. This is also a means to block global content that has been made available from
abroad. For example, the Pakistani government asked local ISPs to block access to
Facebook in May 2010 in order to block access to caricatures of the Prophet Muhammad
that had been made available on the social networking site, as they had no control over
the content provider Facebook.

e Governments can request content providers, such as in-country Web site editors,
Webmasters or search engines to forbid and block access to certain kinds of content and
services deemed offensive or dangerous. For example, local Google subsidiaries have been
requested to remove controversial content in a couple of countries (such as in China,
before March 2010, when it redirected search engine activities towards Google Hong Kong).

AM | BEING BLOCKED OR FILTERED?

In general, it can be difficult to determine whether someone is preventing you from accessing a
Web site or from sending information to others. When you try to access a blocked site, you may
see a conventional error message or nothing at all. The behavior may make it look like the site is
inaccessible for technical reasons. The government or the ISP may deny the fact that censorship
is in place and even blame the (foreign) Web site.

Some organizations, most notably the OpenNet Initiative, are using software to test Internet
access in various countries and to understand how access may be compromised by different
parties. In some cases, this is a difficult or even dangerous task, depending on the authorities
concerned.

In some countries, there is no doubt about government blocking of parts of the Internet. In Saudi
Arabia, for example, attempting to access sexually explicit material results in a noticeable
message from the government explaining that the site is blocked, and why.

In countries that block without notification, one of the most common signs of censorship is that a
large number of sites with related content are apparently inaccessible for technical reasons or
seem to be out of order (for example, "Page Not Found" errors, or connections timing out often).
Another potential indication is that search engines appear to return useless results or nothing at
all about certain topics.

Filtering or blocking is also done by entities other than governments. Parents may filter the
information that reaches their children. Many organizations, from schools to businesses, restrict
Internet access in order to prevent users from having unmonitored communications, using
company time or hardware for personal reasons, infringing copyrights, or using excessive
networking resources.

Many governments have the resources and legal ability to control large portions of a country's
network infrastructure. If the government is your adversary, keep in mind that the entire
communications infrastructure from the Internet to mobile and landline phones can be
monitored.

GEOGRAPHIC CONTEXT
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Users in different places may have widely varying experiences of Internet content controls.

e In some places, your government may be legally constrained from filtering or decide not to
filter content. You may be monitored by your ISP so the information can be sold to
advertisers. The government may have required ISPs to install monitoring (but not blocking)
capabilities in their networks. The government may make a formal request for your
browsing history and chat logs, or may store information for later use. It will try not to
attract attention as it does this. You face threats from non-government actors, such as
computer criminals who attack Web sites or steal personal financial information.

e In some places, ISPs may use technical means to block some sites or services, but the
government doesn't currently appear to track or retaliate against attempts to access
them, or appear to operate a coordinated Internet content control strategy.

e In some places, you may have access to local services that are a fair match for foreign
services. These services are patrolled by your ISP or government agents. You may be free
to post sensitive content, but it will be removed. If this happens too often, however, the
penalties may become more severe. Restrictions may only become obvious during
politically charged events.

e In some places, your government may filter most foreign websites, especially news. It
exercises tight control over ISPs to block content and keep track of people creating
content. If you use a social networking platform, efforts will be made to infiltrate it. The
government may encourage your neighbors to spy on you.

PERSONAL CONTEXT

Governments have a range of motivations for monitoring or restricting different kinds of people's
online activity.

e Activists: you may want to improve your government or are seeking a new one. Perhaps
you want to reform a particular segment of society or work for the rights of minority
groups. You may want to expose environmental issues, labor abuses, fraud, or corruption
at your place of work. Your government and employers are going to be unhappy about this
no matter the time of year, but they may put more effort into monitoring you if they
suspect that there will be protests in the streets soon.

e Bloggers: you may want to write about everyday life, but some people are silenced
because of ethnicity or gender. Regardless of what you have to say you're not supposed to
be saying it. You may be in a country with mostly unrestricted users, but your opinions are
not popular in your community. You might prefer anonymity or need it to connect with a
support group.

e Journalists: you may have some of the same concerns as activists and bloggers. Organized
crime, corruption, and government brutality are dangerous subjects to cover. You may
need to protect yourself and any activists who become sources of information.

e Readers: you may not be politically active, but so much content is censored that you need
circumvention software to get to entertainment, science, and industry periodicals. You
may want to read a Web comic or browse the news about other countries. Your
government may ignore this until it has some other reason to monitor you.

The most commonly blocked Internet resource used to be sexually explicit material; today, it is
social networking platforms. The growing international popularity of social networking sites has
turned millions of Internet users around the world into potential victims of censorship.

Some social networking sites are popular at a global level, such as Facebook, MySpace or
LinkedIn, while others have a large number of users in a given country or region: QQ (Qzone) in
China, Cloob in Iran, vKontakte in Russia, Hi5 in Peru and Colombia, Odnoklassniki in CIS
countries, Orkut in India and Brazil, Zing in Vietnam, Maktoob in Syria, Ameba and Mixi in Japan,
Bebo in the UK, and others.
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HOW CENSORSHIP WORKS

[This is adapted in part from Access Denied, Chapter 3, by Steven J. Murdoch and Ross
Anderson.]

The techniques described in this chapter are some of the methods employed by censors that try
to prevent Internet users from accessing particular content or services. Network operators can
filter or manipulate Internet traffic at any point in a network, using a wide variety of
technologies, with varying levels of accuracy and customization. Typically, these maneuvers
involve using software to look at what users are attempting to do and to interfere selectively
with activities that the operator considers forbidden by policy. A filter could be created and
applied by a national government or by a national or local ISP, or even by the operator of a local
network; or software-based filters could be installed directly onto individual computers.

The goals of deploying a filtering mechanism vary depending on the motivations of the
organization deploying them. They may be to make a particular Web site (or individual Web page)
inaccessible to those who wish to view it, to make it unreliable, or to deter users from even
attempting to access it in the first place. The choice of mechanism will also depend upon the
capability of the organization that requests the filtering what access and influence they have, the
people against whom they can enforce their wishes, and how much they are willing to spend.
Other considerations include the number of acceptable errors, whether the filtering should be
overt or covert, and how reliable it is (both against casual users and those who wish to bypass
it).

We will describe several techniques by which particular content can be blocked once the list of
resources to be blocked is established. Building this list is a considerable challenge and a common
weakness in deployed systems. Not only does the huge number of Web sites make building a
comprehensive list of prohibited content difficult, but as content moves and Web sites change
their IP addresses, keeping this list up-to-date requires a lot of effort. Moreover, if the operator
of a site wishes to interfere with the blocking, the site could be moved more rapidly than it
would be otherwise.

We first describe technical measures used against end users, and then briefly discuss measures
used against publishers and hosting providers, as well as non-technical intimidation.

Please note that the list of methods is not exhaustive, and more than one of these tactics might
be applied in a particular case.

TECHNICAL MEASURES AGAINST END-USERS

On modern communications networks like the Internet, censorship and surveillance (the
monitoring of people's communications or activities) are intimately connected in practice.
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Most ISPs in the world monitor some aspects of their users' communications for accounting
purposes and to combat abuse such as spam. ISPs often record user account names together
with IP addresses. Unless users employ privacy-enhancing technologies to prevent it, it is
technically possible for an ISP to record all the information that flows over its cables, including
the exact contents of users' communications.

This surveillance is also a prerequisite for technically-based network censorship. An ISP trying to
censor communications that its users want to send has to be able to read those communications
in order to determine which ones violate its policies. Hence a core approach to reducing Internet
censorship is hiding the detailed content of communications from ISPs, both in individual cases
and by encouraging widespread use of pro-privacy technologies that hinder surveillance.

This means that technical counter-measures to network censorship often rely on using
obfuscation or encryption wherever possible in order to make it impossible for the ISP to see
exactly what content has been transferred.

This section discusses some of the specific ways that censors block content and access by
technical means.

URL filtering

One way for countries and other entities to block access to information on the Web is to
prevent access based on the URL either the entire URL or some part of it. Internet censors
often want to block specific domain names in their entirety, because they object to the content
of those domains. One of the easiest ways to block Web sites is by blocking the complete
domain name. Sometimes, authorities are more selective, blocking only certain subdomains in a
particular domain, while leaving the rest of the domain accessible. This is the case for Vietnam,
where the government blocks specific sections of a Web site (such as the Vietnamese-language
versions of the BBC and Radio Free Asia) but rarely censors content written in English.

Censors, for example, might filter only the subdomain news.bbc.co.uk, while leaving bbc.co.uk and
www.bbc.co.uk unfiltered. Similarly, they might want to filter out pages containing specific types
of content while allowing access to the rest of the domain hosting those pages. One filtering
approach is to look for a directory name, such as "worldservice" to block only the BBC foreign-
language news service at bbc.co.uk/worldservice, without blocking the BBC's English-language
Web site as a whole. Censors can sometimes even block specific pages based on page names, or
search terms in queries, that suggest offensive or undesired content.

URL filtering can be performed locally, through the use of special software installed in the
computer that you are using. For example, computers in an Internet caf may all be running
filtering software that prevents certain sites from being accessed.

URL filtering can also be performed at a central point in the network, such as a proxy server. A
network can be configured not to allow users to connect directly to Web sites but instead to
force (or just encourage) all users to access those sites via a proxy server.

Proxy servers are used to relay requests, as well as temporarily storing web pages they retrieve
in a cache and delivering them to multiple users. This reduces the need for an ISP to frequently
retrieve a popularly requested page, thus saving on resources and improving delivery time.

However, as well as improving performance, an HTTP proxy can also block Web sites. The proxy
decides whether requests for Web pages should be permitted, and if so, sends the request to
the Web server hosting the requested content. Since the full content of the request is available,
individual Web pages can be filtered, based on both page names and the actual content of the
page. If a page is blocked, the proxy server could return an accurate explanation of the reason
why, or pretend that the page didn't exist or produced an error.

DNS filtering and spoofing
When you enter a URL in a Web browser, the first thing the Web browser does is to ask a DNS

(Domain Name System) server, at a known numeric address, to look up the domain name
referenced in the URL and supply the corresponding IP address.
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If the DNS server is configured to block access, it consults a blacklist of banned domain names.
When a browser requests the IP address for one of these domain names, the DNS server gives a
wrong answer or no answer at all.

witness.org?

When the DNS server gives a meaningless answer or no answer, the requesting computer fails to
learn the correct IP address for the service it wanted to contact. Without the correct IP address,
the requesting computer cannot continue, and it displays an error message. Since the browser
does not learn the Web site's correct IP address, it is not able to contact the site to request a
page. The result is that all of the services under a particular domain name, such as all of the
pages on a particular Web server, are unavailable. In this case, deliberate blocking may wrongly
appear as a technical problem or random failure.

Similarly, a censor could force a DNS entry to point to an incorrect IP address, thus redirecting
Internet users to incorrect Web sites. This technique is called DNS spoofing, and censors can
use it to hijack the identity of a particular server and display forged Web sites or reroute the
users' traffic to unauthorized servers that could intercept their data. (In some networks, the
wrong answer would lead to a different Web server that clearly explains the nature of the
blocking that has occurred. This technique is used by censors who don't mind admitting that they
are engaged in censorship and who don't want users to be confused about what has taken
place.)

IP filtering

When data is sent over the Internet, it is grouped into small units, called packets. A packet
contains both the data being sent and information about how to send the packet, such as the IP
addresses of the computer it came from and the one it should go to. Routers are computers
that relay packets on their way from a sender to a receiver, determining where they go next. If
censors wants to prevent users from accessing specific servers, they can configure routers that
they control to drop (ignore and fail to transmit) data destined for IP addresses on a blacklist or
to return an error message for them. Filtering based solely on IP addresses blocks all services
provided by a particular server, such as both Web sites and e-mail servers. Since only the IP
address is inspected, multiple domain names that share the same IP address are also blocked,
even if only one was originally meant to be prohibited.

Keyword filtering
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IP address filtering can only block communication on the basis of where packets are going to or
coming from, not what they contain. This can be a problem for the censor if it is impossible to
establish the full list of IP addresses containing prohibited content, or if an IP address contains
enough non-prohibited content to make it seem unjustifiable to totally block all communication
with it. There is a finer-grained control possible: the content of packets can be inspected for
banned keywords. As network routers do not normally examine the entire packet contents,
extra equipment may be needed; the process of examining packet contents is often called deep
packet inspection.

A communication identified as containing forbidden content may be disrupted by blocking the
packets directly or by forging a message to both of the communicating parties advising them
that the other party has terminated the conversation. Equipment that performs all of these
censoring functions and others is readily available on the market.

Alternatively, the censor can use a forced HTTP proxy, as described earlier.

Traffic shaping

Traffic shaping is a technique utilized by network managers to make a network run smoothly by
prioritizing some kinds of packets and delaying other kinds of packets that meet certain criteria.
Traffic shaping is somewhat similar to controlling vehicle traffic on a street. In general, all
vehicles (packets) have the same priority, but some vehicles are temporarily delayed by traffic
controllers or stop lights to avoid traffic jams at certain points. At the same time, some vehicles
(fire trucks, ambulances) may need to reach their destination faster, and therefore they are
given priority by delaying other vehicles. Similar logic is applicable to Internet packets that need
low latency for optimal performance (such as voice over IP, VolP).

Traffic shaping can also be used by governments or other entities to delay packets with specific
information. If censors want to restrict access to certain services, they can easily identify
packets related to these services and increase their latency by setting their priority low. This
could give users the misleading impression that a site is inherently slow or unreliable, or it could
simply make the disfavored site unpleasant to use relative to other sites. This technique is
sometimes used against peer-to-peer file-sharing networks, such as BitTorrent, by ISPs that
disfavor file sharing.

Port blocking

Blacklisting individual port numbers restricts access to individual services on a server, such as
Web or e-mail. Common services on the Internet have characteristic port numbers. The
relationships between services and port numbers are assigned by IANA, but they are not
mandatory. These assignments allow routers to make a guess as to the service being accessed.
Thus, to block just the Web traffic to a site, a censor might block only port 80, because that is
the port typically used for Web access.

Access to ports may be controlled by the network administrator of the organization that hosts
the computer you're using whether a private company or an Internet caf, by the ISP that is
providing Internet access, or by someone else such as a government censor who has access to
the connections that are available to the ISP. Ports may also be blocked for reasons other than
pure content censorship to reduce spam, or to discourage disfavored network uses such as
peer-to-peer file sharing, instant messaging, or network gaming.

If a port is blocked, all traffic on this port becomes inaccessible to you. Censors often block the
ports 1080, 3128, and 8080 because these are the most common proxy ports. If this is the case,
you won't be able to directly use any proxies that require use of those ports; you'll have to use
a different circumvention technique or else find or arrange for the creation of proxies that are
listening on an uncommon port.

For example, in one university, only the ports 22 (SSH), 110 (POP3), 143 (IMAP), 993 (secure IMAP),
995 (secure POP3) and 5190 (ICQ instant messaging) may be open for external connections,
forcing users to use circumvention technology or access services on nonstandard ports if they
want to use other Internet services.

Internet shutdown
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Shutting down Internet connectivity is an example of extreme censorship perpetrated by
governments in response to sensitive political and social events. However, complete network
disruption (i.e. from both domestic and international networks) requires intense work, since it is
necessary to shut down not only the protocols that connect the country to the international
network but also the protocols that connect ISPs with one another and with users. Countries
have shut down Internet access completely (Nepal in 2005, Burma in 2007 and Egypt and Libya
in 2011) as a means to quell political unrest. These shutdowns lasted from a few hours to several
weeks, though some people managed to connect through dial-up to an ISP abroad or by using
mobile connections or satellite links.

Breaking international connections, therefore, does not necessarily destroy connectivity among
domestic ISPs or communication among various users of a single ISP. It would take further steps
to completely isolate users from an internal network. For this reason, it is harder to disrupt local
interconnectivity in countries with several ISPs.

ATTACKS ON PUBLISHERS

Censors can also try to suppress content and services at their source by attacking the
publishers' ability to publish or host information. This can be accomplished in several ways.

Legal restrictions

Sometimes, legal authorities can induce service operators themselves to perform or cooperate
with censorship. Some blog hosts or e-mail providers, for example, may decide to perform
keyword filtering within their own servers perhaps because governments told them to. (In this
case, there's little hope that any sort of "circumvention" will counteract these services'
censorship; we generally conceive of circumvention as an effort to reach desired network
services somewhere else, such as in a different country or jurisdiction.)

Denial of service

Where the organization deploying the filtering does not have the authority (or access to the
network infrastructure) to add conventional blocking mechanisms, Web sites can be made
inaccessible by overloading the server or network connection. This technique, known as a Denial-
of-Service (DoS) attack, could be mounted by one computer with a very fast network
connection; more commonly, a large number of computers are taken over and used to mount a
distributed DoS (DDoS).

Domain deregistration

As mentioned earlier, the first stage of a Web request is to contact the local DNS server to find
the IP address of the desired location. Storing all domain names in existence would be unfeasible,
so instead so-called "recursive resolvers" store pointers to other DNS servers that are more
likely to know the answer. These servers will direct the recursive resolver to further DNS
servers until one, the "authoritative" server, can return the answer.

The domain name system is organized hierarchically, with country domains such as ".uk" and
".de" at the top, along with the nongeographic top-level domains such as ".org" and ".com". The
servers responsible for these domains delegate responsibility for subdomains, such as
example.com, to other DNS servers, directing requests for these domains there. Thus, if the
DNS server for a top-level domain deregisters a domain name, recursive resolvers will be unable
to discover the IP address and so make the site inaccessible.

Country-specific top-level domains are usually operated by the government of the country in
question, or by an organization appointed by it. So if a site is registered under the domain of a
country that prohibits the hosted content, it runs the risk of being deregistered.

Server takedown
Servers hosting content must be physically located somewhere, as must the administrators who
operate them. If these locations are under the legal or extra-legal control of someone who

objects to the content hosted, the server can be disconnected or the operators can be required
to disable it.

INTIMIDATION OF USERS
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Censors may also try to deter users from even attempting to access banned material in various
ways.

Surveillance

The above mechanisms inhibit the access to banned material, but are both crude and possible to
circumvent. Another approach, which may be applied in parallel to filtering, is to monitor which
Web sites are being visited. If prohibited content is accessed (or attempted to be accessed) then
legal (or extra-legal) measures could be deployed as punishment.

If this fact is widely publicized, it could discourage others from attempting to access banned
content, even if the technical measures for preventing access are inadequate by themselves. In
some places, censors try to create an impression that their agents are everywhere and that
everyone is constantly being watched whether or not this really is the case.

Social Techniques

Social mechanisms are often used to discourage users from accessing inappropriate content. For
example, families may place the PC in the living room where the screen is visible to all present,
rather than somewhere more private, as a low-key way of discouraging children from accessing
unsuitable sites. A library may situate PCs so that their screens are all visible from the librarian's
desk. An Internet caf may have a CCTV surveillance camera. There might be a local law requiring
such cameras, and also requiring that users register with government-issued photo ID.

Stealing and destroying communications equipment
In some places, censors have the ability to prohibit some kinds of communications technology

entirely. In that case, they may conspicuously confiscate or seek out and destroy prohibited
communications equipment in order to send the message that its use will not be tolerated.
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6. CIRCUMVENTION AND SAFETY

The type of security you need depends on your activities and their consequences. There are
some security measures that everyone should practice whether they feel threatened or not.
Some ways to be cautious online require more effort, but are necessary because of severe
restrictions on Internet access. You may be facing threats from technology that is being
researched and deployed rapidly, old technology, use of human intelligence instead, or a
combination of all three. All of these factors may change often.

SOME SECURITY BEST-PRACTICES

There are steps that everyone with a computer should take to keep it secure. This may involve
protecting information about your network of activists or it could be your credit card number,
but some of the tools you need are the same.

Beware of programs that promise perfect security: online safety is a combination of good
software and human behavior. Knowing what should be kept offline, who to trust, and other
security questions cannot be answered by technology alone. Look for programs that list risks on
their Web sites or have been peer reviewed.

Keep your operating system up-to-date: the developers of operating systems provide updates
that you should install from time to time. These may be automatic or you may have to request
them by entering a command or adjusting your system settings. Some of these updates make
your computer more efficient and easier to use, and others fix security holes. Attackers learn
about these security holes rapidly, sometimes even before they're fixed, so fixing them promptly
is crucial.

If you're still using Microsoft Windows, use anti-virus software and keep it updated. Malware is
software written in order to steal information or to use your computer for other purposes.
Viruses and malware can gain access to your system, make changes and hide themselves. They
could be sent to you in an e-mail, be on a Web page you visit, or be part of a file that does not
appear to be suspicious. Anti-virus software providers constantly research emerging threats and
add them to lists of things that your computer will block. In order to allow the software to
recognize new threats, you must install updates as they are released.

Use good passwords: no password selection system can guard against being threatened with
violence, but you can improve your security by making it harder to guess. Use combinations of
letters, punctuation, and numbers. Combine lower and upper case letters. Do not use birthdates,
telephone numbers, or words that can be guessed by going through public information about you.

Use Free and Open Source Software (FOSS). Open source software is made available both as a
working product and as a work in progress to users and software engineers. This offers several
security advantages over closed source, for-profit software that may only be available in your
country through illegal channels due to export restrictions or expense. You may not be able to
download official updates for pirated software. With Open Source software there is no need to
search through several suspicious sites for a copy free of spyware and security glitches. Any
legitimate copy will be free and is available from the creators. If security flaws emerge, they can
be spotted by volunteers or interested users. A community of software engineers will then work
on a solution, often very quickly.

Use software that separates who you are from where you are. Every computer connected to
the Internet has an IP address. An IP address can be used to find your physical location as easily
as typing it into a public "whois" site. Proxies, VPNs and Tor route your traffic through one to
three computers around the world. If you are going through only one server, be aware that just
like an ISP, the proxy provider can see all of your traffic. You may trust the proxy provider more
than your ISP, but the same warnings apply to any single source of connectivity. See the sections
that cover proxies, Tor, and VPNs for more on risks.

Use live CDs and bootable USB drives. If you are using a public computer or another computer on
which you do not want to leave data, use a version of Linux that you can run from portable
media. A Live CD or bootable USB drive can be plugged into a computer and used without
installing anything.

Use "portable" programs: there are also portable versions of circumvention software that can be
run under Windows from a USB drive.
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Keep yourself updated: the effort put into finding you may change. The technology that works
one day may stop working or be insecure the next day. Even if you don't need it now, know
where to find information. If the software providers you use have ways to get support, make
sure you know about them before their Web sites are blocked.

SAFER ACCESS TO SOCIAL NETWORKING SITES

In the context of closed societies and repressive countries, monitoring becomes a major threat
for users of social networking sites, especially if they use the service to coordinate civil society
activity or engage in online activism or citizen journalism.

One central issue with social networking platforms is the amount of private data that you share
about yourself, your activities and your contacts, and who has access to it. As the technology
evolves and social networking platforms are more and more accessed through smart phones, the
disclosure of the locations of the users of a social networking platform at any given moment is
also becoming a significant menace.

In that context, some precautions become even more crucial; for example, you should:

edit your default privacy settings in the social networking platform

know precisely what information you are sharing with whom

make sure that you understand the default geolocation settings, and edit them if needed

only accept into your network people who you really know and trust

only accept into your network people who will be savvy enough to also protect the private

information that you share with them, or train them to do so

e be aware that even the most savvy people in your network might give up information if
they are threatened by your adversary, so consider limiting who has access to which
information

e be aware that accessing your social networking platform via a circumvention tool will not

automatically protect you from most of the threats to your privacy.

e o o o o

Read more in this article from Privacy Rights Clearinghouse: "Social Networking Privacy: How to
be Safe, Secure and Social": http: .privacyrights.org/social-networking-privacy/#general-tips

How can you access your social networking platform when it is filtered?

As described below, using HTTPS to access Web sites is important. If your social networking
platform allows HTTPS access, you should use it exclusively, and, if possible, make it the default.
For example, on Facebook, you can edit Account Settings > Account Security > Secure Browsing
(https) to make HTTPS the default way to connect to your Facebook account. In some places,
using HTTPS may also allow you to access to an otherwise blocked service; for example,
http://twitter.com/ has been blocked in Burma while https://twitter.com/ remained accessible.

If you want to protect your anonymity and privacy while circumventing the filtering imposed on
your social networking service, an SSH tunnel or VPN will give you stronger privacy guarantees
than a Web proxy, including against the risk of revealing your IP address. Even using an
anonymity network like Tor can be insufficient because social networking platforms make it so
easy to reveal identifying information and expose details about your contacts and social
relationships.

SAFER USE OF SHARED COMPUTERS

A significant proportion of the world's population, especially in developing countries, does not
have personal access to the Internet at their homes. This can be because of the costs of having
private Internet connection at their homes, the lack of personal computer equipment, or
problems in the telecommunication or electrical network infrastructures.

For this portion of the population the only existing, convenient or affordable mean to access the
Internet is to use places where the computers are shared with several different individuals. This
includes Internet cafs, Telecenters, work stations, schools or libraries.
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Potential advantages of shared computers

There are advantages to accessing the Internet on shared computers:

You may receive technical advice and assistance from other users or facility staff on how
to circumvent filtering.

Circumvention tools may already be installed and pre-configured.

Other users may share uncensored information with you through alternative, offline
means.

If you aren't a regular user of a particular computing facility, you didn't provide identity
documents to the facility's operator, and you don't sign in online using your real name or
account information, it would be hard for anyone to track you down personally based on
your online activity.

General risks of shared computers

The fact that you access the Internet in a public space does not make it anonymous or safe for
you. It is quite often the very opposite. Some of the main threats are:
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The owner of the computer, or even a person who used the computer before you, could
easily program the computer to spy on everything you do, including recording all of your
passwords. The computer can also be programmed to circumvent or nullify the protections
of any privacy and security software you use on it.

In some countries, such as Burma and Cuba, Internet caf clients are required to show their
ID or passport before using the service. This ID information can be stored and filed
together with the clients' Web browsing history.

Any data you leave on the computer you have used may be logged (browsing history,
cookies, downloaded files, etc).

Software or hardware keyloggers installed in the client's computer may record every
keystroke during your session, including your passwords, even before this information is
sent over the Internet. In Vietnam, an apparently innocuous virtual keyboard for typing
Vietnamese characters was being used by the government to monitor user activity at
Internet cafs and other public access spots.

Your screen activity may be recorded by special software that takes screenshots at
frequent intervals, monitored through CCTV cameras, or simply observed by a person (e.g.
the Internet caf manager) looking over your shoulder.



Shared computers and censorship

Besides the surveillance, users of shared computers are often offered access to a limited
Internet and have to face additional hurdles to use their favorite circumvention solution:

e In some countries, such as Burma, Internet caf owners have to display posters about
banned Web content and are responsible for the enforcement censorship law inside their
business.

e Extra filtering might be implemented by Internet caf managers (client side control and
filtering), to complement filtering implemented at the ISP or national level.

e Users might be pushed by the environmental restrictions to avoid visiting specific Web
sites for fear of punishment, thus enforcing self-censorship.

e Computers are often configured so that users are prevented from installing any software,
including circumvention tools, or connecting any kind of devices to the USB port (such as
USB flash drives). In Cuba, authorities have begun deploying a controlling software for
Internet cafs named AvilaLink that prevents users from installing or executing specific
software or running applications from a USB flash drive.

e Users may be prevented from using any other browser but Internet Explorer, to prevent
the use of privacy or circumvention Add-ons or settings for browsers such as Mozilla
Firefox or Google Chrome.

Best practices for security and circumvention

Depending on the environment in which you use your shared computer, you can try the following:

o |dentify the surveillance measures implemented based on the list mentioned above (CCTV,
human surveillance, keyloggers, etc.) and behave accordingly.

e Run portable circumvention software from a USB flash drive.

e Use an operating system on which you have control through the use of a Live CD.

e Change Internet cafs often if you fear recurring surveillance, or stick to one where you
trust it is safe to connect.

e Take your own laptop to the Internet caf and use it instead of the public computers.

CONFIDENTIALITY AND HTTPS

Some filtered networks use mainly (or exclusively) keyword filtering, rather than blocking
particular sites. For example, networks might block any communication mentioning keywords
that are considered politically, religiously, or culturally sensitive. This blocking can be overt or
disguised as a technical error. For example, some networks make it look like a technical error
occurred whenever you search for something that the network operator thinks you shouldn't be
looking for. This way, users are less likely to blame the problem on censorship.
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If the content of Internet communications is unencrypted, it will be visible to ISPs' network
equipment such as routers and firewalls, where keyword-based monitoring and censorship can be
implemented. Hiding the content of communications with encryption makes the task of
censorship much more difficult, because network equipment can no longer distinguish the
communications that contain forbidden keywords from those that don't.

Using encryption to keep communications confidential also prevents network equipment from
logging communications in order to analyze them and target individuals after the fact for what
they read or write.

What is HTTPS?

HTTPS is the secure version of the HTTP protocol used to access Web sites. It provides a
security upgrade for accessing Web sites by using encryption to stop eavesdropping and
tampering with the contents of your communications. Using HTTPS to access a site can prevent
network operators from knowing which part of the site you're using or what information you
sent to and received from the site. HTTPS support is already included in every popular Web
browser, so you don't need to install or add any software in order to use HTTPS.

Usually, if a site is available through HTTPS, you can access the site's secure version by entering
its address (URL) beginning with https:// instead of http://. You can also tell if you are using the
secure version of a site by looking at the address displayed in your Web browser's navigation
bar, and seeing whether it begins with https://.

Not every Web site has an HTTPS version. Indeed, perhaps less than 10% of sites do though the
sites with HTTPS versions include several of the largest and most popular sites. A Web site is
only available through HTTPS if the Web site operator deliberately configures its HTTPS version.
Internet security experts have been urging Web site operators to do this routinely, and the
number of sites with HTTPS support has been growing steadily.

If you try to access a site through HTTPS and receive an error, this doesn't always mean that
your network is blocking access to the site. It might mean that the site is simply not available in
HTTPS (to anyone). However, certain kinds of error messages are more likely to show that
someone is actively blocking or tampering with the connection, especially if you know that a site
is supposed to be available through HTTPS.

Examples of sites that offer HTTPS
Here are a few examples of popular sites that offer HTTPS. In some cases, the use of HTTPS is

optional on these sites, not mandatory, so you have to explicitly choose the secure version of
the site in order to get the benefits of HTTPS.

Site name Insecure (HTTP) version  Secure (HTTPS) version

Facebook http://www.facebook.com/ | https://www.facebook.com/

Gmail http://mail.google.com/ https://mail.google.com/

Google Search http://www.google.com/ https://encrypted.google.com

Twitter http://twitter.com/ https://twitter.com/

Wikipedia http://en.wikipedia.org/ https://secure.wikimedia.org/wikipedia/en/wiki/
Windows Live Mail | http://mail.live.com/ https://mail live.com

(MSN Hotmail) http://www.hotmail.com/ https://mail.live.com/

For example, if you make a Google search from https://encrypted.google.com/ instead of
http://www.google.com/, your network operator will not be able to see what terms you searched

for, and therefore it can't block Google from answering "inappropriate" searches. (However, the
network operator could decide to block encrypted.google.com in its entirety.) Similarly, if you use
Twitter through https://twitter.com/ instead of http://twitter.com/, the network operator can't
see which tweets you are reading, what tags you are searching for, what you post there, or
which account you log into. (However, the network operator could decide to block all access to
twitter.com using HTTPS.)

HTTPS and SSL

HTTPS makes use of an Internet security protocol called TLS (Transport Layer Security) or SSL
(Secure Sockets Layer). You may hear people refer to a site "using SSL" or being "an SSL site". In
the context of a Web site, this means that the site is available through HTTPS.
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Using HTTPS in addition to circumvention technology

Even circumvention technologies that use encryption are not a substitute for using HTTPS,
because the purpose for which encryption is used is different.

For many kinds of circumvention technology, including VPNs, proxies, and Tor, it is still possible
and appropriate to use HTTPS addresses when accessing a blocked site through the
circumvention technology. This provides greater privacy and prevents the circumvention provider
itself from observing or recording what you do. This could be important even if you're confident
that the circumvention provider is friendly to you, because the circumvention provider (or the
network that the circumvention provider uses) could be broken into or pressured to provide
information about you.

Some circumvention technology developers like Tor strongly urge users to always use HTTPS, to
make sure that circumvention providers themselves can't spy on users. You can read more
about this issue at https://blog.torproject.org/blog/plaintext-over-tor-still-plaintext. It's good to
get in the habit of using HTTPS whenever possible, even when using some other method for
circumvention.

Tips for using HTTPS

If you like to bookmark sites that you access frequently so that you don't have to type in the
full site address, remember to bookmark the secure version of each site instead of the insecure
version.

In Firefox, you can install the HTTPS Everywhere extension to turn on HTTPS automatically
whenever you visit a site that's known to offer HTTPS. It is available from

https://www.eff.org/https-everywhere/.
Risks when not using HTTPS

When you don't use HTTPS, a network operator such as your ISP or a national firewall operator,
can record everything you do including the contents of the specific pages that you access. They
can use this information to block particular pages or to create records that might be used
against you later on. They can also modify the contents of Web pages to delete certain
information or to add malicious software to spy on you or infect your computer. In many cases,
other users of the same network can also do these things even if they aren't officially the
network operator.

In 2010, some of these problems were dramatized by a program called Firesheep, which makes it
extremely easy for users on a network to take over other users' social networking site
accounts. Firesheep works because, at the time it was created, these social networking sites
were not commonly using HTTPS, or were using it in a limited way to protect only some portions
of their sites. This demonstration created a lot of attention in international media, and also led
more sites to require the use of HTTPS or to offer HTTPS access as an option. It also allowed
technically unskilled people to abuse others by breaking into their accounts.

In January 2011, during a period of political unrest in Tunisia, the Tunisian government began
tampering with users' connections to Facebook in a way that allowed the government to steal
users' passwords. This was done by modifying the Facebook login page and invisibly adding
software that sent a copy of the user's Facebook password to the authorities. Such
modifications are technically straightforward to perform and could be done by any network
operator at any time. As far as we know, Tunisian Facebook users who were using HTTPS were
totally protected from this attack.

Risks when using HTTPS

When it's available, using HTTPS is almost always safer than using HTTP. Even if something goes
wrong, it shouldn't make your communications any easier to spy on or filter. So it makes sense
to try to use HTTPS where you can (but be aware that, in principle, using encryption could be
restricted by law in some countries). However, there are some ways that HTTPS might not
provide complete protection.

Certificate warnings
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Sometimes, when you try to access a web site over HTTPS, your Web browser will show you a
warning message describing a problem with the site's digital certificate. The certificate is used
to ensure the security of the connection. These warning messages exist to protect you against
attacks; please don't ignore them. If you ignore or bypass certificate warnings, you may still be
able to use a site but limit the ability of the HTTPS technology to protect your communications.
In that case, your access to the site could become no more secure than an ordinary HTTP
connection.

If you encounter a certificate warning, you should report it by e-mail to the Webmaster of the
site you were trying to access, to encourage the site to fix the problem.

If you're using an HTTPS site set up by an individual, such as some kinds of Web proxies, you
might receive an certificate error because the certificate is self-signed, meaning that there is
no basis given for your browser to determine whether or not the communication is being
intercepted. For some such sites, you might have no alternative but to accept the self-signed
certificate if you want to use the site. However, you could try to confirm via another channel,
like e-mail or instant messaging, that the certificate is the one you should expect, or see
whether it looks the same when using a different Internet connection from a different computer.

Mixed content

A single Web page is usually made up of many different elements, which can come from different
places and be transferred separately from one another. Sometimes a site will use HTTPS for
some of the elements of a Web page but use insecure HTTP for the others. For example, a site
might allow only HTTP for accessing certain images. As of February 2011, Wikipedia's secure site
has this problem; although the text of Wikipedia pages can be loaded using HTTPS, all of the
images are loaded using HTTP, and so particular images can be identified and blocked, or used to
determine which Wikipedia page is a user is reading.

Redirection to insecure HTTP version of a site

Some sites use HTTPS in a limited way and will force users back to using insecure HTTP access
even after the user initially used HTTPS access. For example, some sites use HTTPS for login
pages, where users enter their account information, but then HTTP for other pages after the
user has logged in. This kind of configuration leaves users vulnerable to surveillance. You should
be aware that, if you get sent back to an insecure page during the course of using a site, you no
longer have the protections of HTTPS.

Networks and firewalls blocking HTTPS

Because of the way HTTPS hinders monitoring and blocking, some networks will completely block
HTTPS access to particular Web sites, or even block the use of HTTPS altogether. In that case,
you may be limited to using insecure access to those sites while on those networks. You might
find that you're unable to access a site because of blocking of HTTPS. If you use HTTPS
Everywhere or certain similar software, you may not be able to use some sites at all because
this software does not permit an insecure connection.

If your network blocks HTTPS, you should assume that the network operator can see and record
all of your Web browsing activities on the network. In that case, you may want to explore other
circumvention techniques, particularly those that provide other forms of encryption, such as
VPNs and SSH proxies.

Using HTTPS from an insecure computer

HTTPS only protects the contents of your communications while they travel over the Internet. It
doesn't protect your computer or the contents of your screen or hard drive. If the computer you
use is shared or otherwise insecure, it could contain monitoring or spying software, or censorship
software that records or blocks sensitive keywords. In that case, the protection offered by
HTTPS could be less relevant, since monitoring and censorship could happen within your
computer itself, instead of at a network firewall.

Vulnerability of HTTPS certificate system
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There are problems with the certificate authority system, also called public-key infrastructure
(PKI) used to authenticate HTTPS connections. This could mean that a sophisticated attacker
could trick your browser into not displaying a warning during an attack, if the attacker has the
right kind of resources. It has not yet been clearly documented that this is taking place
anywhere. This is not a reason to avoid using HTTPS, since even in the worst case, the HTTPS
connection would be no less secure than an HTTP connection.

BASIC TECHNIQUES
7. Simple Tricks

8. Get Creative

9. Web Proxies

10. Psiphon

11. SabzProxy
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7. SIMPLE TRICKS

There are a number of techniques to get past Internet filtering. If your aim is simply to reach
pages or services on the Internet that are blocked from your location, and you are not
concerned whether other people can detect and monitor your circumvention, these techniques
may be all you need:

HTTPS

using alternative domain names or URLs to reach blocked content
using third-party Web sites to reach blocked content

using e-mail gateways to retrieve blocked Web pages over e-mail.

USING HTTPS

e o o o

HTTPS is the secure version of the HTTP protocol used to access Web sites.

In certain countries, and if the site you want to see has enabled HTTPS, just entering its address
(URL) beginning with https:// instead of http:// may allow you to access the site, even when the
http:// URL is blocked.

For instance http://twitter.com/ has been blocked in Burma, whereas https://twitter.com/ has
been accessible.

Before trying any other circumvention tool or technique, try adding an s after http in the URL of
your target site, if the http:// URL has been blocked. If this works, not only you will access the
target site, but the traffic between you and the site will also be encrypted.

For extra details on this technique, read the chapters "Confidentiality and HTTPS" and "HTTPS
Everywhere".

USING ALTERNATE DOMAIN NAMES OR URLS

One of the most common ways to censor a Web site is to block access to its domain name, for
example, "news.bbc.co.uk". However, sites are often accessible at other domain names, such as
"newsrss.bbc.co.uk". If one domain name is blocked, try to find out if the content is available at
another domain.

You could also try to access special versions that some Web sites create for smartphones.
These are often the same URL with the addition of "m" or "mobile" at the beginning, for
example:

http://m.google.com/mail (Gmail)
http://mobile.twitter.com

http://m.facebook.com or http://touch.facebook.com
http://m.flickr.com

http://m.spiegel.de

http://m.hushmail.com

USING THIRD-PARTY SITES

e o o o o o

There are a number of different ways you can reach the content on a Web page by going
through a third-party web site rather than directly to the source Web site.
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Cached Pages

Many search engines keep copies of Web pages they have previously indexed, called cached
pages. When searching for a Web site, look for a small link labeled "cached" next to your search
results. Since you are retrieving a copy of the blocked page from the search engine's servers,
and not from the blocked Web site itself, you may be able to access the blocked content.
However, some countries have targeted caching services for blocking as well.

Google mmam

Aboul 3,300,000 resulls (.19 seconds) Advanced sean

*J Everything * MirHossein Mousavi - Wikipedia, the lree encyclopedia

& Im ages Mir-Hosselin Mousavl Khamenen Is an Iranlan reformist politiclan, palnter and architact who
senved a3 the seventy-ninth and iast Prime Minister of irsn from ...

W videos Eary Iife and caresr - Prime minstenship - Ratirsmant from polibics

=i anwikipedia.org/wiklMir+osssin_Mousay] - C 1 - Similar

L s

Shapping Facebook | s . Mir Hossein Mousavi - [ Tranzlate this page ]

o s e e Weslcome to the official Facebook Page about e Hossein Mousa

N Realtime iy e Facebook 1o stan connecting wilh Mir Hossein Mousavi

] Blogs www. facebook comimousavi - Cached - Similar

RSS Aggregators

RSS aggregators are Web sites that allow you to subscribe to and read RSS feeds, which are
streams of news or other information put out by sites you have chosen. (RSS stands for "Really
Simple Syndication”; for more on how to use it, see http://rssexplained.blogspot.com.) An RSS
aggregator connects to Web sites, downloads the feeds that you have selected, and displays
them. Since it is the aggregator connecting to the Web sites, and not you, you may be able to
access sites that would otherwise be blocked. This technique works only for Web sites that
publish RSS feeds of their content, of course, and therefore is most useful for blogs and news
sites. There are a lot of free, online RSS aggregators available. Some of the most popular ones
include Google Reader (http://reader.google.com), Bloglines (http://www.bloglines.com) or

Friendfeed (http://friendfeed.com

Below is an example of Google Reader displaying the news:
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Translators

There are many language translation services available on the Internet, often provided by search
engines. If you access a Web site through a translation service, the translation service is
accessing the blocked site, not you. This allows you to read the blocked content translated into a
number of different languages.

You can use the translation service to bypass blocking, even if you don't actually need to
translate the text. You do this by choosing translation from a language that does not appear on
the original Web site back to the original language. For example, to use a translation service to
view an English-language Web site, choose translation from Chinese to English. The translation
service translates only the Chinese sections (there are none), and leaves the English sections
(which is the whole Web page) untranslated.

Popular translation services include http://babelfish.yahoo.com and http://translate.google.com.

The example below illustrates the three steps necessary to view a page in Babelfish. First, enter
the URL of the Web site you wish to visit:

Translate a web page .

http:{/bbcnews.com

| Select from and to languages ?] Translate

Next, choose the language you wish to read the Web site in. In this example, we tell Babelfish to
translate from Korean to English. Since there is no Korean text, the page will remain
untranslated.

French to German
French to Greek
French to Rtalian
French to Portuguese
French to Spanish
German to English
German to French
Greek to English
Creek to French
Italian to English

| Italian 1o French ¥ Transiate)
Japanese to English -

| Korean to Englis

] Portuguese to English

| Portuguese to French
Russian 1o English

| Spanish to English
Spanish to French

a
=
| Korean to English ) (Transiate

When you have chosen the language, click "Translate" and the page displays.
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Of course this requires that the translator site itself is accessible, which is not always the case
because some blocking authorities are aware of the potential use of translators for
circumvention.

For instance http://translate.google.com is not accessible in Saudi Arabia, according to
http://www.herdict.org.

Low-Bandwidth Filters

Low-bandwidth filters are Web services designed to make browsing the Web easier in places
where connection speeds are slow. They remove or reduce images, remove advertisements, and
otherwise compress the Web site to make it use less data, so that it downloads faster.

But, as with translation and aggregation services, you can also use low-bandwidth filters to
bypass simple Web site blocking by fetching Web sites from their servers rather than from your
computer. One useful low-bandwidth filter is at http://loband.org.

Web archive

The archive.org cache (the Wayback Engine - http://www.archive.org/web/web.php) allows users

to see archived versions of web pages of the past. Millions of Web sites and their associated
data (images, source code, documents, etc.) are saved in a gigantic database.

Not all Web sites are available, however, because many Web site owners choose to exclude their
sites; also snapshots usually take at a long time to be added.

USING E-MAIL SERVICES

E-mail and Web mail services can be used to share documents with groups of friends or
colleagues, and even to browse the Web.

Accessing Web pages through e-mail

Similar to low-bandwidth filters, there are services intended for people with slow or unreliable
Internet connections that let you request a Web page via e-mail. The service sends a reply e-
mail that includes the requested Web page either in the body of the message or as an
attachment. These services can be quite cumbersome to use, since they require you to send a
separate request for one or more Web pages, and then wait for the reply, but, in certain
situations, they can be very effective at reaching blocked Web pages, especially if you use them
from a secure Web mail service.

Web2mail
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One such service is web2mail.com. To use it, send an e-mail message to www@web2mail.com
with the Web address (URL) of the Web page you want in the subject line. You can also perform
simple Web searches by typing searches into the subject line. For example you can search for
censorship circumvention tools by typing "search censorship circumvention tools" in the subject
line of an e-mail message and sending it to www@web2mail.com.

EmailTheWeb

Another service of the same kind is EmailTheWeb, http://www.emailtheweb.com, that allows you
to e-mail any Web page to anyone, including to yourself. To send the Web page by e-mail you will
need to register on the site or to use your Gmail account. The free service allows you to send up
to 25 pages per day.

You can find more information and support on this topic on the ACCMAIL mailing list. To
subscribe, send an e-mail with "SUBSCRIBE ACCMAIL" in the body to listserv@listserv.aol.com.

RSS to e-mail

Some platforms offer a similar Web to e-mail service, but with a focus on RSS feeds rather
simple Web pages; they include:

e https://www.feedmyinbox.com
e http://www.myrssalerts.com
e http://www.feedmailer.net

e http://blogtrottr.com

FoE

(Feed over Email) is another interesting project of the same kind, created by Sho Sing Ho from
the Broadcasting Board of Governors. At the time of writing this, FoE is still under development.
The progress of FoE can be followed here: http://code.google.com/p/foe-project.

Sabznameh

If you are interested in accessing filtered news in Persian from inside Iran, Sabznameh is an
option that you should consider. Sabznameh is a robust and scalable "feeds over e-mail"
newsletter platform that allows independent news consumers to access censored and blocked
content via e-mail.

The simplest way to access Sabznameh is to send a blank e-mail (with empty subject and body)
to help@sabznameh.com. This way you can register even if you can't access the Web site
http://sabznameh.com. You will receive a reply by e-mail that will guide you through the steps to
register to one or more of the publications available.

Using Web mail to share documents

If you are trying to share documents online, but want to control who can see them, you can
keep them in a private space where they are visible only to those with the correct password. A
simple way to share documents among a small group of friends or colleagues is to use a single
Web mail account with an online e-mail provider, such as Gmail (https://mail.google.com), and to
share the user name and password with those who need to access the documents. Since most
Web mail providers are free, it is easy to switch to a new account at intervals, making it harder
for anyone outside the group to keep track of what you are doing. A list of free online e-mail

providers is located at www.emailaddresses.com/email_web.htm.
ADVANTAGES AND RISKS

These simple techniques are quick and easy to use; you can try them with minimal effort. Many
of them will work at least some of the time in many situations. However, they are also easy to
detect and block. Since most of them do not encrypt or otherwise hide your communications,
they are also vulnerable to keyword-based blocking and monitoring.
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8 . GET CREATIVE

If your Internet Service Provider (ISP) censors access to certain Web sites or services, you can
use the tools described in the other chapters of this book, or you can think about creative ways
to access unfettered information. Here are some examples.

USE ALTERNATIVE ISPS

Sometimes filtering regulations are not applied uniformly and consistently by all ISPs. Big
providers with large numbers of subscribers, as well as state-owned telecommunications
companies, may be subject to more scrutiny and more extensive law enforcement than small
Internet start-ups. In 2002 the German government passed a law regulating the Internet that
was applicable to ISPs based in only one of its states. Users therefore were able to circumvent
these regulations by subscribing to a nationwide ISP with offices in other regions of the country.
Similarly, a German regulation imposed in 2010 that would affect only ISPs with over 10,000
subscribers (in order to prevent a leak of the blacklist) was easily overcome by subscribing to
small, local ISPs. During the 2011 Egyptian revolution, there has been speculation that Noor DSL
was the last ISP to comply with the Internet shutdown order because of its relatively small
market participation (8%) and the prominence of its customers, such as the Egyptian stock
exchange, the National Bank of Egypt and Coca-Cola.

Alternative ISPs can also be found abroad, and some companies even waive the subscription fee
for users who live in a country where there is severe political unrest. During the revolts of 2011
in Libya and Egypt, several citizens were able to publicize the political and social situations in
their respective countries by hooking up their dial-up modems to ISPs abroad, or by using
alternative communications methods, such as satellite, packet radio, and unfiltered connectivity
provided by multinational companies or embassies.

MOBILE NETWORKS

Mobile networks are increasingly popular means of disseminating and accessing uncensored
information, partly because of their high penetration rates in countries where the costs of
owning a computer or a private Internet connection are prohibitive. Because many mobile
carriers are not ISPs, their networks may not be affected by regulations in exactly the same
way. However, these networks are usually easier to monitor and are frequently subject to
extensive surveillance.

Activists in several countries have used their phones and free, open-source software such as
FrontlineSMS (http://www.frontlinesms.com) to manage short message service (SMS) campaigns
and bridge SMS technology with microblogging services, such as Twitter. A computer running
FrontlineSMS and connected to the Internet can serve as a platform for others to post
information to the Internet through their cell (mobile) phones.

Mobile networks can also be used with alternative devices. Amazon's Kindle 3G e-book reader,
for example, comes with free international mobile roaming, which allows free access to Wikipedia
through the mobile network in more than 100 countries.

DON'T USE THE INTERNET

Sometimes access to the Internet is completely restricted, and activists are forced to use
alternative means to distribute and access uncensored information. In 1989, well before the
Internet was widespread, some students from the University of Michigan purchased a fax
machine to send daily summaries of international media to universities, government entities,
hospitals, and major businesses in China to provide an alternative to the government's reports
about the events at Tiananmen Square.
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If your access to the Internet is restricted, consider the possibility of conducting peer-to-peer
exchanges through alternative means. IrDA (Infrared) and Bluetooth are available in most modern
mobile phones and can be used to transfer data over short distances. Other projects, such as
"The Pirate Box" (http://wiki.daviddarts.com/PirateBox), use Wi-Fi and free, open source software
to create mobile file-sharing devices. In countries with low Internet penetration, such as Cuba,
USB flash drives have garnered widespread use by people who want to distribute uncensored
information. Other technologies that were used by activists during the 2011 political unrest in
Libya and Egypt include fax, speak2tweet (a platform launched by Google and Twitter that
enables landline users to tweet via voicemail) and SMS.

USE EITHER VERY OLD OR VERY NEW TECHNOLOGY

Sometimes a censor's filtering and monitoring techniques are only applied to current standard
Internet protocols and services, so consider using very old or very recent technology that may
not be blocked or monitored. Before the advent of instant messaging (IM) software (Windows
Live Messenger, AIM, etc.) group communication was performed using Internet Relay Chat (IRC), a
protocol that allows real-time Internet text messaging. Although less popular than its successors,
IRC still exists and is still widely used by a big community of Internet users. A bulletin board
system (BBS) is a computer running software that allows users to connect, upload and download
software as well as other data, read news, and exchange messages with other users. Originally
users would call a telephone number using their modems to access these systems, but by the
early 1990s some bulletin board systems also allowed access over Internet interactive text
protocols, such as Telnet and, later, SSH.

In this regard, new technologies enjoy many of the the same benefits as old technologies, as they
are used by limited numbers of users and therefore are less subject to censorship. The new
Internet protocol IPv6, for example, is already deployed over some ISPs in some countries, and
usually it is not filtered.

ALTERNATIVE USES FOR WEB SERVICES

Many Internet users whose connections are censored have started using Web services in ways
different than those for which they were initially designed. For example, users have employed
the chat capabilities of some video games to discuss sensitive matters that would otherwise be
detected in common chat rooms. Another technique is to share a single e-mail account and save
the conversation in the "Drafts" folder to avoid sending any e-mails over the Internet.

Online backup services such as Dropbox.com and Spideroak.com have been used by activists to
distribute and share documents, as well as other kinds of data.

Services that are intended for translation, caching, or formatting have been used as simple
proxies to bypass Internet censorship. Prominent examples are Google Translator, Google Cache,
and Archive.org. However, there are many creative applications, such as Browsershots.org
(takes screenshots of Web sites), PDEMyURL.com (creates a PDF from a Web site),
URL2PNG.com (creates a PNG image from a URL), and InstantPaper.com (creates easy-to-read
documents for e-book readers, such as Nook and Kindle).

ANY COMMUNICATION CHANNEL COULD BE A
CIRCUMVENTION CHANNEL

If you have any kind of communication channel with a co-operative person or computer outside
of the censorship you're experiencing, you should be able to turn it into a means of
circumventing censorship. As mentioned above, people have already used video game chat to
bypass censorship because censors often didn't think to monitor or censor it or to block access
to popular video games. In games that allow players to create sophisticated in-world objects,
people have discussed the idea of creating in-world computers, TV screens, or other devices that
players could use to get uncensored access to blocked resources.

People have also suggested the idea of disguising information within social networking site
profiles. For example, one person could put the address of a Web site he wanted to access in a
disguised form inside his social networking site profile. A friend with uncensored access would
then create an image of the contents of that site as a graphics file and post that in a different
profile. This process could be automated by software so that it happens quickly and
automatically, rather than requiring human beings to do the work.
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With the help of computer programming, even a channel that simply allows a small amount of
numeric or textual information to flow back and forth can be converted into a communications
channel for a Web proxy. (When a channel hides the existence of some kind of communications
entirely, it's called a covert channel.) For example, programmers have created IP-over-DNS or
HTTP-over-DNS proxy applications to circumvent firewalls using the Domain Name System (DNS).
An example is the iodine software at http://code.kryo.se/iodine. You can also read
documentation for similar software at http://en.cship.org/wiki/DNS_tunnel and
http://www.dnstunnel.de. With these applications, a request to access something is disguised as a
request to look up the addresses of a large number of unrelated sites. The content of the
information requested is then disguised as the content of the replies to these requests. Many
firewalls are not configured to block this kind of communication, because the DNS system was
never intended to be used to carry end-user communications rather than basic directory
information about sites' locations.

Many clever applications that use covert channels for circumvention are possible, and this is an
area of ongoing research and discussion. To be useful, these require a dedicated server
elsewhere, and the software at both ends must be set up by technically sophisticated users.
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9 - WEB PROXIES

A proxy allows you to retrieve a Web site or other Internet resource even when direct access to
that resource is blocked from your location. There are many different kinds of proxies, including:

e Web proxies, which only require that you know the proxy Web site's address. A Web proxy
URL may look like http://www.example.com/cgi-bin/nph-proxy.cgi.

e HTTP proxies, which require that you or a piece of software modify your browser settings.
HTTP proxies only work for Web content. You may get the information about a HTTP
proxy in the format "proxy.example.com:3128" or "192.168.0.1:8080".

e SOCKS proxies, which also require that you or a piece of software modify your browser
settings. SOCKS proxies work for many different Internet applications, including e-mail and
instant messaging tools. The SOCKS proxy information looks just like HTTP proxy
information.

A Web proxy is like a browser embedded inside a Web page, and typically features a small form
where you can submit the URL of the Web site that you want to access. The proxy then shows
you the page, without requiring that you connect to it directly.

When using a Web proxy, you do not have to install software or change settings on your
computer, which means that you can use a Web proxy from any computer, including those at
Internet cafés. Simply enter the URL of the Web proxy into your browser, enter the destination
URL you wish to visit into the Web proxy, and press Enter or click the submit button.

Once you are viewing a page through a Web proxy, you should be able to use your browser's
forward and back buttons, click on links and submit forms without losing your proxied connection
to the filtered site. This is because your proxy has rewritten all of the links on that page so that
they now tell your browser to request the destination resources through the proxy. Given the
complexity of today's Web sites, however, this can be a difficult task. As a result, you might find
that some pages, links or forms "break out" of the proxied connection. Typically, when this
happens, the Web proxy's URL form will disappear from your browser window.

HOW CAN | FIND A WEB PROXY?

You can find Web proxy URLs at sites such as http://www.proxy.org, by signing up for a mailing
list such as the one at http://www.peacefire.org/circumventor, by following a country-specific
twitter feed, or simply by searching for "free Web proxy" in a search engine. Proxy.org lists
thousands of free Web proxies:
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Enter a URL to visit:
http:/ fwww.youtube.com/watch?w=THrth2 INmuo
F —
I co

B

Choose one of 5,932 working proxies:
(Out of 25,886 total proxy servers)
*** random proxy *** O
zerolike.com (US, Glype)
bloxgone.info (US, PHProxy 0.5)
i-w.net (US, PHProxy 0.5, S5L)
ndblocks.com (US, CGIProxy)
secure-tunnel.com (US, Glype, S5L)
proxeasy.com (US, ASP.NET)
cantblock.me (US, Glype)
unblockall.net (US, PHProxy 0.5)
proxify.com (US, CGIProxy, S5L)
evadefilters.com (US, CGIProxy)
ztunnel.com (US, CGIProxy, S5L)
surfprex.infe (US, PHProxy 0.5)
ctunnel.com (US, CGIProxy, S5L)
breakfly.com (US, Glype)
stop-block.com (US, Glype)
cloaking.me (US, Glype)
rocketsurf.net (US, Glype)
no-fw.com (NL, PHProxy 0.5)
hdcdd.com (DE, Glype) r
bestonlineoroxv.com (US. PHProxv 0.51 -

Examples of Web proxy platforms include CGIProxy, PHProxy, Zelune, Glype, Psiphon, and Picidae.
As mentioned above, these are not tools that you install on your own computer. They are
server software that someone else must install on a computer that is connected to the Internet
in a location that is not subject to filtering. All of these platforms provide the same basic
functionality, but they look different and may have different strengths and weaknesses. Some
are better at certain things, such as streaming videos or displaying complex Web sites
accurately.

Some Web proxies are private. These are usually accessible only to a small group of users known
to the individual running the proxy or to customers who pay for the service. Private Web proxies
have certain advantages. Specifically, they may be:

e more likely to remain undiscovered and therefore accessible

e less congested and therefore faster

e more trustworthy, assuming they are encrypted (see below) and run by someone you
know.

Access may be restricted by requiring users to log in with a username and password or simply
by preventing the proxy URL from appearing in public directories such as those described above.

Web proxies are easy to use, but they have major disadvantages relative to other circumvention
tools. As a result, people often use them as a temporary way to obtain and learn how to use
more advanced tools, which must often be downloaded from Web sites that are themselves
filtered. Similarly, access to a Web proxy can be useful when attempting to fix or replace
another tool that has stopped working.

COMPATIBILITY ISSUES WITH WEB PROXIES

Web proxies only work for Web traffic, so they can not be used for other Internet services such
as e-mail or instant messaging. Many are also incompatible with complex Web sites like
Facebook, streaming multimedia content on sites such as YouTube, and encrypted sites that are
accessed through HTTPS. This latter restriction means that many Web proxies will be unable to
help you reach filtered sites that require a login, such as Web-based e-mail services. Worse yet,
some Web proxies cannot themselves be accessed through HTTPS. If you use such a proxy to log
in to a destination site that is normally secure, you may be putting your sensitive information,
including your password, at risk.
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Security issues like this are discussed in more detail below.

With the notable exception of the HTTPS concerns described above, most Web proxy
compatibility issues can be resolved by using the "mobile" or "basic HTML" version of the
destination Web site, provided one is available. Unfortunately, relatively few sites offer this kind
of simplified interface, and even fewer do so in a way that exposes all of the site's functionality.
If a Web site does provide a mobile version, its URL will frequently begin with an "m" instead of
"www." Examples include https://m.facebook.com, http://m.gmail.com, and
https://m.youtube.com. You can sometimes find a link for the mobile or basic HTML version of a
Web site among the small links toward the bottom of the site's main page.

SECURITY RISKS WITH WEB PROXIES

You should be aware of some of the risks associated with the use of Web proxies, particularly
those operated by individuals or organizations you do not know. If you use a Web proxy simply
to read a public Web site such as www.bbc.co.uk, your only real concerns are that:

e someone might learn that you are viewing a censored news source
e someone might learn which proxy you rely on to do so.

Furthermore, if your Web proxy is working properly, and if you access it through HTTPS, the
former information should only be available to the administrator of the proxy itself. However, if
you rely on an insecure HTTP connection or if your proxy malfunctions (or is poorly designed) this
information will be revealed to anyone who might be monitoring your Internet connection. In fact,
unencrypted Web proxies do not work at all in some countries, because they cannot circumvent
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filters that rely on keywords, rather than URLs or IP addresses, to block content.

For some users, the risks above are not a major concern. However, they may become quite
serious if you intend to use a Web proxy to access certain types of online resources, such as:

sites that require you to log in with a password

sites through which you intend to access sensitive information
sites through which you intend to create or share content
online commerce or Web banking sites

sites that support HTTPS encryption themselves.

e o o o o

In such cases, you should avoid using insecure or untrusted Web proxies. In fact, you might want
to avoid using a Web proxy altogether. While there is no guarantee that a more "advanced" tool
will be more secure, the challenges that installable circumvention software must address in order
to keep your traffic private are generally less complex than those faced by Web proxy software.

Obfuscation is not encryption

Some Web proxies, most notably those that lack support for HTTPS, use simple encoding
schemes to circumvent poorly-configured domain name and keyword filters. One such scheme,
called ROT-13, replaces each character with whatever lies 13 places ahead of it in the standard
Latin alphabet. (See http://www.rotl3.com to try it out for yourself.) Using ROT-13, the URL
http://www.bbc.co.uk becomes uggc://jjj.oop.pb.hx, which would make it unrecognizable to a very
basic keyword filter. Proxy designers have found this trick useful even in countries where
keyword filtering is not present, because Web proxies often include the target URL inside the
actual URL that your browser sends to the proxy every time you click on a link or submit a new
address. In other words, when using a proxy, your browser might request

: ://www.bbc.co.uk instead of just http://www.bbc.co.uk, but a
domam name fllter written to catch the latter would catch the former just as readily.
http://www.proxy.org/get?site=uggc://jj.oop.pb.hx, on the other hand, might slip through the
filter. Unfortunately, character encoding schemes are not very reliable. After all, there is nothing
to prevent a censor from adding "jjj.oop.pb.hx" to the blacklist along with "www.bbc.co.uk." (Or,
better yet, she could add "uggc://" to the list, which would block all use of the proxy.)

The important thing to remember about character encoding is that it does not protect your
anonymity from third party observers, who can still track the list of sites that you visit. And,
even if it is applied to the full text of the pages you view and content you submit (rather than
just to URLs), it still can not provide confidentiality. If these things matter to you, restrict your
use of Web proxies to those that support HTTPS.

Don't forget, the proxy administrator can see everything.

The advice above emphasizes the importance of HTTPS, both on the censored target site and on
the proxy itself, when using a Web proxy to create or obtain sensitive information. However, it is
important to note that even when you access a secure site through a secure proxy, you are still
putting a great deal of faith in whoever administers your Web proxy, as that individual or
organization can read all of the traffic that you send or receive. This includes any passwords that
you might have to submit in order to access the destination Web site.

Even the more advanced circumvention tools, which tend to require that you install software on
your computer, must rely on some kind of intermediary proxy in order to circumvent Web
filters. However, all reputable tools of this kind are implemented in such a way as to protect the
content of HTTPS Web traffic even from the circumvention services themselves. Unfortunately,
this is not possible for Web proxies, which must rely more heavily on good old-fashioned trust.
And trust is a complicated function, that depends not only on a service administrator's
willingness to protect your interests, but also on her logging and record-keeping policies, her
technical competency, and the legal and regulatory environment in which she operates.

ANONYMITY RISKS WITH WEB PROXIES

Tools designed to circumvent filtering do not necessarily provide anonymity, even those that
might include words like "anonymizer" in their names! In general, anonymity is a much more
elusive security property than basic confidentiality (preventing eavesdroppers from viewing the
information that you exchange with a Web site). And, as discussed above, even to ensure basic
confidentiality through a Web proxy requires, at the very least, that you:
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use an HTTPS Web proxy

connect through that proxy to an HTTPS destination Web site

trust the proxy administrator's intentions, policies, software and technical competence
heed any browser warnings, as discussed in the HTTPS chapter of this book.

e o o o

All of these conditions are also prerequisites for any degree of anonymity. If a third party can
read the content of your traffic, he can easily connect your IP address with the list of specific
Web sites that you visit. This is true even if, for example, you log in to those sites or post
messages on them using a pseudonym. (Of course, the opposite is true, as well. Even a perfectly
secure proxy cannot protect your identity if you sign your name to a public post on the
destination Web site!)

Advertising, viruses and malware

Some of the people who set up Web proxies do it to make money. They may do this simply and
openly by selling advertisements on each proxied page, as in the example below.

Or, a malicious proxy administrator might try to infect his users' computers with malware. These
so-called "drive-by-downloads" can hijack your computer for spamming or other commercial or
even illegal purposes.

The most important thing you can do to protect yourself against viruses and other malware is to
keep all of your software — especially your operating system and your anti-virus scanner —
updated. You can also block ads by using the AdBlockPlus extension (http://www.adblockplus.org
and some malicious content by using the NoScript extension (http://noscript.net). Both of these
extensions are for the Firefox Web browser. You can find more information on avoiding the risks

described above on the StopBadware Web site (http://www.stopbadware.org).
Cookies and scripts

There are also risks associated with the use of cookies and embedded scripts. Many Web
proxies can be configured to remove cookies and scripts, but many sites (for example, social
networking sites like Facebook and media streaming sites like YouTube) require them to work
properly. Web sites and advertisers can use these mechanisms to track you, even when you use
proxies, and to produce evidence that, for example, the person who did one thing openly is the
same person who did another thing anonymously. Some cookies may be saved on your computer
even after you restart it, so it might be a good idea to allow only selective use of cookies. In
Firefox, for example, you can instruct the browser to accept cookies only "Until | close Firefox".
(Similarly, you can instruct your browser to erase your browsing history when you close it.)
Generally speaking, however, Web proxies are extremely limited in their ability to protect your
identity from the Web sites that you access through them. If this is your goal, then you will have
to be very careful how you configure your browser and proxy settings, and you might want to
use a more advanced circumvention tool.

Helping others
If you are in a country with unrestricted Internet access and you are willing to help others get

around censorship, you can install a Web proxy script on your own Web site (or even on your
home computer), as discussed in the Helping Others section of this book.
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1 O - PSIPHON

Psiphon is an open-source Web proxy platform that has changed quite a bit over the past few
years. It differs from other proxy software (such as CGIProxy and Glype) in various ways,
depending on how it is configured on the server. In general, Psiphon:

e is accessible through HTTPS

e supports access to HTTPS destination sites

o offers improved (though far from perfect) compatibility with a few complex Web sites,
including YouTube

e may or may not require you to log in with a username and password

e allows you to register an e-mail address to receive new proxy URLs from the
administrator in the event that your proxy is blocked

e allows you to invite others to use your proxy (assuming it is configured to require a
password).

The current version of the Psiphon server software runs only on Linux, and is much more
difficult to install and administer than most other proxies. It is designed primarily to facilitate the
operation of a large scale, blocking-resistant circumvention service for those who lack the ability
to install and use more advanced tools.

THE HISTORY OF PSIPHON

Psiphon 1, the original version of the Web proxy platform, was designed to run on Windows, and
allowed a non-expert computer user in a country that does not filter the Internet to provide
basic circumvention services to specific individuals from countries that do. It was easy to install,
easy to use and featured partial support for HTTPS, which made it more secure than many of
the alternatives. It also required users to log in, which helped prevent congestion and reduced
the likelihood that these small Web proxies, called nodes, would be targeted for blocking. Psiphon
1is no longer maintained or supported by the organization that developed it.

Psiphon 2 was completely rewritten, with an eye toward performance, security, compatibility and
scalability in the context of a centralized service model. These goals have been met with varying
degrees of success. Initially, a Psiphon 2 user was required to log in to a particular private node
with a username and password. Psiphon, Inc. gave a few early users from each region additional
privileges that allowed them to invite others to access their proxies. Early Psiphon 2 proxies also
required users to ignore "invalid certificate" browser warnings because, while they were
accessible through HTTPS, their administrators were unable or unwilling to purchase signed SSL
certificates. All Psiphon private nodes deployed by the company itself now have signed
certificates and should not trigger browser warnings. Obviously, this might not hold true for
third-party installations of the Psiphon software. Finally, all Psiphon users now earn the right to
send a limited number of invitations.

Psiphon 2 open nodes, which were implemented somewhat later, can be used without logging in.
An open node automatically loads a particular homepage, and presents itself in a particular
language, but can then be used to browse elsewhere while evading online censorship. Open nodes
include a link through which a user can create an account and, optionally, register an e-mail
address. Doing so allows the proxy administrators to send a new URL to users whose nodes are
blocked from within their country. In general, open nodes are expected to be blocked and
replaced much more quickly than private nodes. As with new private nodes, all Psiphon open
nodes are secured using HTTPS, and those operated by Psiphon, Inc. identify themselves using
valid, signed certificates.

HOW CAN | GET ACCESS TO A PSIPHON NODE?

To limit and monitor the blocking of its proxies, Psiphon, Inc. has no centralized way to distribute
open nodes (which it sometimes refers to as right2know nodes). One English language open node,
dedicated to the Sesawe circumvention support forum, is available at
http://sesaweenglishforum.net. Other open nodes are distributed privately (through mailing lists,
twitter feeds, radio broadcasts, etc.) by the various content producers that make up Psiphon's
client base.
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Psiphon private nodes work differently. Even if it were possible to print an invitation link in this
book, it would be ill-advised, as the whole point of maintaining a private node is to limit its
growth and preserve some resemblance to a social network of trust among its members. After
all, a single invitation sent to a single 'informer’ could be enough to get a node's IP address added
to a national blacklist. Worse yet, if that invitation were accepted, the informant would also
receive any replacement proxy URLs sent out by the system's administrators. If you do receive
an invitation, it will include a link similar to the following, https://privatenode.info/w.php?
p=A9EE04A3, which will allow you to create an account and register an e-mail address. To do so,
follow the instructions under "Create an account", below. After creating your account, you no
longer need to use the invitation link. Instead, you will log in through a somewhat easier-to-
remember URL such as https://privatenode.info/harpo.

USING A PSIPHON OPEN NODE

The first time you connect to an open Psiphon proxy, you will see the "Psiphon Terms of Use and
Privacy Policy." Please read the terms carefully, as they contain important security advice as
well as information about how the proxy administrator claims to handle your data. In order to
use the proxy, you must click Agree.

@ sesaweelishfomm.net https://sesaweenglishforum.net/001 B v

[@) Terms of Use and Privacy Policy | 5¢ v

Psiphon Terms of Use and Privacy Policy |*

‘You must agree to the following usage terms before you browse with your Psiphon account:

Psiphon Inc. - Terms of Use and Priv
Priv

Psiphon i ion that you submit as part of ti

should not b word, and optio

Psiphon does not store usage information in @ manner that allows Psiphon tc
Psiphon account or IP address with a visit to any individual web site. Psiphon n
on, the date 0 h user's last login. Psiphon also records the
pted.

Psiphon logs age > usage istics a peri v as well as nt ion basis. Psiphon ¢ s

domain names 3 3 & sit per domain name, and the number of logins

per year/month/day. Psiphon maintains se 0 on the inpre vhich contain users’ IP
addresses and fi ed reques ) 2 whi i B y IP addreses and

il addresses of invitation ipients.

Nhen ; 3 i nporarily er is standard p in

order to E E = ount with the websites that he or she

| Agree || Don't Agree 4

After you accept the Terms of Use, Psiphon will load the default home page associated with that
node, as shown below. You can follow the links displayed on this page, which will automatically
request content through the proxy, or you can visit other Web sites using the blue URL bar
(called the Bluebar in Psiphon lingo) at the top of your browser window.

50



Q;\ v @ @ e BRI https://sesaweenglishforum.net/001/https:/jsesawe.net/forum/forumdis 5 v

[@] English support forum - Sesawe... g v

uRL.|nnps Jisesawe.netforumforumdisplay. php?f=13 | Broken page | Bookmark | Profile | Logout Ay

P % I
YOUR
TO AN OPEN WER
e User Name |User Name | || Remember Me?
i English support forum B ‘ ‘ 7=H-E7
Register FAQ ‘Community Calendar Today's Posts Search
-
‘
Threads In Forum : English support forum Forum Tools Search this Forum
Hmmﬂnnmdsmm ngH Last Post 7| ||Raplac||\llnu
L Sticky: Welcome on Sesawe forum! (1 12 02132011 01:37 PM cren
s rastapopoulos WLTLTLTT byharry gray 5 = —
e v

CREATING AN ACCOUNT

As long as you remember or bookmark the URL of an unblocked open node, you can use it to
access filtered Web sites. Creating an account allows you to modify certain preferences, including
the proxy's language and default home page. It also allows you to register an e-mail address so
that the node's administrator can e-mail you a new proxy URL if this one gets blocked. To do so,
click on the "Create account" link in the Bluebar.

If you receive an invitation to a Psiphon private node, the steps require to create your account
are identical to those described below.

dit y Bookmarks Tt He
<.1;| v @ @ \@ SEEEEN GG RT=d https://sesaweenglishforum.net/anon_create.php v
[@] Welcome on b g

Welcome to Psiphon!

Complete this form to create your Psiphon account.

IMPORTANT PRIVACY INFORMATION:

# Username: Your username is visible to Psiphon administrators and you may reveal it to other users.
Please pick a username that does not expose your personal identity.

# E-mall address: Your e-mail address is not visible to other Psiphon users. You do not need to provide an
e-mail address to create a Psiphon account. By providing an e-mail address, however, Psiphon can inform
you of new ways to connect if necessary. We recommend you create a GMail (https://mail.google.com/)
e-mail account for this purpose, since it is web-based and simple to use.

For more information, please visit our Resource Centre.

Username |psiphonusemame |

E-mail address (optional) |optionalemail@gmail.com |

Password

Verify password (o

Security code |4533 \
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When filling out the registration form, you might want to choose a username that is not
connected to your real identity through e-mail services, social networking sites, or other such
platforms. The same applies to your e-mail address, if you choose to register one. Most other
users of your proxy are prevented from seeing your username or your e-mail address, but both
items are stored in a database somewhere and are visible to Psiphon administrators. If you
choose to register an e-mail address, it is recommended that you select one that allows you to
access your e-mail through an HTTPS connection. Free e-mail providers that support HTTPS
include https://mail.google.com, https://www.hushmail.com, and https://mail.riseup.net. To
prevent the automated registration of Psiphon accounts, you must read the number displayed on
the Security code image and enter it in the last field. When you are done, click "Create account".

History Boo Tools Help
@ v {i—" @ |[@ SV EENEIE NI Nead https://sesaweenglishfon - v |
[@] Welcome gp v

Welcome to Psiphon!
Welcome to your Psiphon account!

Do not share this link or your Psiphon account login details on any public forum. This will help
protect Psiphon from being blocked in your region.

You may encounter an "invalid security certificate” warning when you activate or access your
Psiphon account. Please select "continue” or "add an exception" to enable your browser to
establish a secure connection to Psiphon.

You must use the following link to login to Psiphon:
https://sesaweenglishforum.net/001/

The Psiphon Team

You should see a message confirming the successful creation of your account. From now on
please use the URL displayed on this page to log in to your Psiphon node. Note that it includes an
HTTPS prefix and a short suffix ("/001" in the image above). You might want to print out this
welcome page or bookmark the linked URL (but be careful not to bookmark the welcome page
itself, by accident). Or course, you will also need the username and password that you chose in
the steps above.

This welcome page might also provide some advice, as shown above, about "invalid security
certificate" warnings and the need to accept them in order to use Psiphon. In fact, these
instructions are outdated, and you should no longer follow them. If, when connecting to a Psiphon
proxy, you see warnings such as those displayed below, you should pay attention to them. If that
happens, you might want to close your browser and contact info@psiphon.ca or

english@sesawe.net for additional advice.
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Tools Help

<.;| v {‘;—1 @ | |https:Hbreakthecircle,info,fa,php?token=a92b44‘s F v|
£\ Untrusted Connection = v

This Connection is Untrusted

You have asked Firefox to connect securely to
breakthecircle.info, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will
present trusted identification to prove that you are going to
the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error
could mean that someone is trying to impersonate the site,
and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

INVITING OTHERS

If you use an account to log in to your Psiphon proxy, you will eventually gain the ability to invite
others. In order to help prevent blocking, you will collect invite tokens slowly, and there is a limit
to the number that you can have at any one time. Obviously, if your proxy is an open node, you
can simply send the proxy URL to others. However, after a blocking event, if you receive a
follow-up "migration" message at your registered e-mail address, you might find that your
account has been moved to a private node. You should never share the URL of a private node,
except through Psiphon's built-in invitation mechanism.

Once you have collected one or more invitations, you will see an link on your Bluebar that says
something like Invite (1 remaining), as shown below.

|UHL:‘ ‘ Bookmark | Profile | Invite (20 remaining) | Logout Ay

There are two ways to invite others to use your Psiphon proxy:

e The Send invitations method automatically sends invitation links to one or more recipients.
The invitation messages will come from Psiphon, not from your own account.

e The Create invitations method generates one or more invitation links for you to distribute
through other channels.

If you click on the Bluebar link, you will be taken to the Send invitations screen. In order to
create an invitation link without e-mailing it, you must click on the Profile link first, then "Create
invitations".

Send invitations
Click "Invite" on your Bluebar or Send invitations on the Profile screen. Enter an e-mail address

for each person to whom you want to send an invitation, one address per line, and then click
"Invite".
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Browse Send invitations

Profile Invite tokens 16

Create invitations | E-mall Addresses [recipient emailggnail.com
Send invitations (One per line, |

Bookmarks max 16)

Support

Logout

LISEr: gee— -

Invite |

You will see a message telling you that one or more messages have been queued, which means
that Psiphon will e-mail out your invitation links within the next few minutes.

Remember that you should only invite people you know to private nodes.
Create invitations

Click "Create invitations" in the Profile screen. Select the number of invitation links to create and
click "Invite".

Browse Create invitations
Brofic 2 invitations created
Create invitations
Send invitations Invite tokens 17
Ccokmmtks Count (max 17) |2
Support
| Invite |
Logout
User: S | vitation finks:
https:// /w. php?p=169EBOGB
https:// /w.php?p=57689298

You may distribute these invitation links through whatever channels are available to you, but:

e each invitation can be used only once
e for private nodes, do not display the links publicly, to avoid exposing the proxy URL
e for private nodes, you should only invite people you know.

REPORTING A BROKEN WEB SITE

Some Web sites that rely on embedded scripts and complex Web technology like Flash and AJAX
may not display properly through Psiphon. In order to improve Psiphon's compatibility with such
Web sites, the developers need to know which sites are problematic. If you find such a site, you
can report it easily by clicking the Broken Page link on the Bluebar. If you provide a brief
explanation of the problem in the Description field, it will allow the Psiphon development team to
reproduce the error and help them find a solution. When you have finished, click "Submit" and
your message will be sent to the developers.
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Create new ticket oe

Browse

Create new ticket

Profile

Create invitations
Send invitations
Bookmarks
Support

Logout
User: s -

Subject [Broken page

Description (http: //www.facebook.com/?_fb_noscript=1

I can log in, but some features don't to work
properly. For example, I can't seem to send
friend requests. (The mobile site appears to
work, though!)

(StBmIE) cancel
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11 - SABZPROXY

@uum

SabzProxy ("green proxy" in Persian) is a free distributed Web proxy proposed by the
Sabznameh.com team. It is based on the legacy code of PHProxy (which has not being maintained
since 2007). For additional detail about the Web proxies concept, please refer to the previous
chapter.

The main improvement in SabzProxy, compared to PHProxy, is URL encoding. This makes
SabzProxy harder to detect (PHProxy has a predictive footprint that means it is now blocked in
several countries, including Iran). Only deep-packet inspection would allow SabzProxy servers to
be detected and blocked.

SabzProxy is localized in Persian but is fully functional in any language. Many people in various
countries have used it to set up their own public Web proxy.

GENERAL INFORMATION

g
Supported operating system & ‘ ==

Localization Persian
Web site http://www.sabzproxy.com
Support E-mail: sabzproxy@gmail.com

HOW DO | ACCESS SABZPROXY?

SabzProxy is a distributed Web proxy. This means that there are neither central SabzProxy
instances, nor a commercial entity designed to create and diffuse them. Rather, it relies on its
community and users to create their own instances, and to share these to their network. You
can access instances through various forums, or networks, and when you have access you are
welcome to share it with your friends.

One dedicated instance is run by the Sesawe circumvention support forum, and it is available at

http://kahkeshan-e-sabz.info/home (you can log in with the username flossmanuals, and

password flossmanuals).

If you own a Web hosting space and are interested in creating and sharing your SabzProxy
instance with your friends and family, please refer to the Installing SabzProxy chapter in the
Helping Others section of this book.

HOW DOES IT WORK?

Here's an example that illustrates how SabzProxy works.

1. Enter the address of the SabzProxy instance you are using in your browser.
2. In the Web Address box on the SabzProxy page, enter the address of the censored Web

site you want to visit. For example, http://www.bbc.co.uk/persian. You can keep the
default options.

3. Click Go or Enter.
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You can see the SabzProxy green bar within the browser window, and the BBC Farsi Web site
below the bar.

To continue browsing, you can either:

e Click any link from the current page. The Web proxy will automatically retrieve linked

pages.
e Enter a new URL in the Address box at the top of the page.

ADVANCED OPTIONS

Usually, you can keep the default options to browse. However you can choose between several
advanced options:

¢ Include mini URL-form on every page / gw_ol o9
Check this option if you want to have a form on the proxified Web sites so that you can
enter new URLs without going back to the start page of SabzProxy. You may want to
deselect this option if you have a small screen, so you have more space for the target
Web page.

e Remove client-side scripting (i.e., JavaScript) / & cassSanl 93>
Check this option if you want to remove dynamic technology scripting from Web pages.
Sometimes JavaScript can cause unwanted issues, as it is also used to display online ads
or even to track your identity. Browsing mobile/light versions of complex Web sites (like
Web mail services, or social networking platforms) is also an alternative to avoid Javascript
issues while using SabzProxy.

o Allow cookies to be stored / Il «S9S 0,5 Jgr9
Cookies are small pieces of text files which are often automatically stored by your Web
browser. They are required for Web sites which need authentication but can also be used
to track your identity. With this option turned on, every cookie is stored for a long time. If
you want to allow cookies for this session only, deselect this option and select "Store
cookies for this session only" (see below).

e Show images on browsed pages / lgauSe g los
If you are on a slow Internet connection, you may want deselect this option so the pages
will be lighter, hence faster to load.

e Show actual referring Web site / Ia_jaano ginslos
By default, your browser sends every Web site the URL you are coming from, where you
have clicked on a link. These URLs are stored in the Web site log files and are analysed
automatically. For increased privacy, you can deselect this option.

e Strip meta information tags from pages / Lis sla & 95>
Meta tags are additional information stored in many Web sites to be used automatically by
computer programs. Such information may include the name of the author, description of
the site content or keywords for search engines. Filtering techniques could be run on these
tags. You may leave this option checked to avoid presenting this information to keyword
filters.

o Strip page title / wlxgo glgis 93>
With this option turned on, SabzProxy removes the page title of the Web site, which you
normally see in the title bar on top of your Web browser. This can be useful, for example
to hide the name of the Web site you are visiting if you don't want surrounding people to
see this when you minimize your browser.

e Store cookies for this session only / cadgo d (sSgS
Similar to the "Allow cookies to be stored" option; with this option turned on, cookies are
only stored until you close your SabzProxy session by exiting your Web browser.

FIREFOX AND ITS ADD-ONS

12. Introduction to Firefox

13. Noscript and Adblock

14. HTTPS Everywhere

15. Proxy Settings and FoxyProxy
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12 INTRODUCTION TO FIREFOX

Our guess is that you wouldn't be reading this chapter unless you already knew what a Web
browser was. However, if you don't know, a browser is the software you use to visit and view
Web sites on the Internet.

In an earlier chapter, we explained that the Internet is a giant network of computers, all
connected to each other. Some of the computers are "Web servers" - computers that have
Web sites on them. If you want to visit these sites from your computer or a mobile device, you
need a way to surf around and display them. That's what a browser does.

=

One of the most popular browsers is Firefox, a free, open source Web browser created by the
Mozilla foundation in 2003. Firefox runs on all the major operating systems - Windows, MacOS
and Linux — and it has been translated into more than 75 languages. Best of all, It's completely
free of charge.

WHERE TO GET FIREFOX

If you want to install Firefox you can find the installation files here:
https://www.mozilla.com/en-US/firefox/

When you visit this site you will be presented automatically with the correct installation file for
your operating system (Windows/Mac/Linux). For more information on how to install Firefox on
each of these operating systems, please see the FLOSS Manuals Firefox manual:
http://en.flossmanuals.net/firefox

WHAT IS A FIREFOX ADD-ON?

When you first download and install Firefox, it can handle basic browser tasks immediately. You
can also add extra capabilities or change the way Firefox behaves by installing add-ons, small
additions that extend Firefox's power. There are several kinds of add-ons:

e extensions that provide additional functionality to the browser
e themes that change Firefox's appearance

e plugins that help Firefox handle things it normally can't process (for instance Flash movies,
Java applications, and so on).

The variety of add-ons available is enormous. You can add dictionaries for different languages,
track the weather in other countries, get suggestions for Web sites that are similar to the one
you are currently viewing, and much more.

Firefox keeps a list of current add-ons on its site (https://addons.mozilla.org/firefox), or you can
browse them by category at https://addons.mozilla.org/firefox/browse.

Before you install any add-on, keep in mind that it can read a lot of information from your
browser so it is very important to choose add-ons from trusted sources. Otherwise, an add-on
you install might share information about you without your knowing, keep a record or the sites
you have visited, or even harm your computer.

We recommend that you never install an add-on for Firefox unless it is available from the Firefox
add-on pages. You should also never install Firefox unless you get the installation files from a
trusted source. It is important to note that using Firefox on someone else's computer or in an
Internet café increases your potential vulnerability.
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In the next three chapters, we will look at some add-ons that are particularly relevant for
dealing with Internet censorship.

60



13 - NOSCRIPT AND ADBLOCK

While no tool can protect you completely against all threats to your online privacy and security,

the Firefox extensions described in this chapter can significantly reduce your exposure to the
most common ones, and increase your chances of remaining anonymous.

ADBLOCK PLUS

Adblock Plus (http://www.adblockplus.org) scans Web pages for advertisements and other
content that may try to track you, and then blocks it. To keep current with the latest threats,
AdBlock Plus relies on blacklists maintained by volunteers.

Getting started with AdBlock Plus

Once you have Firefox installed:
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1. Download the latest version of AdBlock Plus from

http://adblockplus.org/en/installation#release or search for the plugin with Firefox's Add-ons

Manager ("Firefox" > "Add-ons").
2. Confirm that your want AdBlock Plus by clicking "Install Now".

[E=8 58 )
J*Add-ons Manager + ~

& - AdblockPlus r

Name Last Updated Best match ~

Search: My Add-ons (EEVEIELTRLEE

(@ Adblock Plus 1.3.3

B gl O

3. After AdBlock Plus has been installed, Firefox will ask to restart.

[T =
J*Add-ons Manager + -
& - AdblockPlus P

Name Last Updated Best match ~

Search: My Add-ons (GVETELTREGIELES

] Adblock Plus will be installed after you restart
Firefox.

Adblock Plus 1.3.3 e ey,
(ABP

Ads were yesterday! More

Restart now  Undo

B g le O

Choosing a filter subscription
Adblock Plus by itself doesn't do anything. It can see each element that a Web site attempts to

load, but it doesn't know which ones should be blocked. This is what AdBlock's filters are for.
After restarting Firefox, you will be asked to choose a filter subscription (free).

62


http://adblockplus.org/en/installation#release

et oo e

]-gAdd-amMamge. x |||_|AddAdb\ockP\ushltersubs:nptlon x U + | -

|| chrome://adblockplus/content/ui/subscriptionse 77 - C'| | M~ Google 2| M4 -

N

Adblock Plus will be most effective if you add a filter subscription. Filter subscriptions are provided by other
Adblack Plus users free of charge. The most suitable subscription for your language is already selected.

Please choose a filter subscription from the list:

View filters Visit home page

Add a different subscription Add subscription

x -

Which filter subscription should you choose? Adblock Plus offers a few in its dropdown menu and
you may wish to learn about the strengths of each. A good filter to start protecting your privacy

is EasyList (also available at http://easylist.adblockplus.org/en).

As tempting as it may seem, don't add as many subscriptions as you can get, since some may
overlap, resulting in unexpected outcomes. EasyList (mainly targeted at English-language sites)
works well with other EasyList extensions (such as region-specific lists like RuAdList or thematic
lists like EasyPrivacy). But it collides with Fanboy's List (another list with main focus on English-
language sites).

You can always change your filter subscriptions at any time within preferences (press
Ctrl+Shift+E). Once you've made your changes, click OK.

Creating personalized filters

AdBlock Plus also lets you create your own filters, if you are so inclined. To add a filter, start
with Adblock Plus preferences (Ctri+Shift+E) and click on "Add Filter" at the bottom left corner of
the window. Personalized filters may not replace the benefits of well-maintained blacklists like
EasyList, but they're very useful for blocking specific content that isn't covered in the public lists.
For example, if you wanted to prevent interaction with Facebook from other Web sites, you
could add the following filter:

| | facebook.*$domain=~facebook.com|~127.0.0.1

The first part (|[facebook.*) will initially block everything coming from Facebook's domain. The
second part ($domain=~facebook.com|~127.0.0.1) is an exception that tells the filter to allow
Facebook requests only when you are in Facebook or if the Facebook requests come from
127.0.0.1 (your own computer) in order to keep certain features of Facebook working.

A guide on how to create your own Adblock Plus filters can be found at

http://adblockplus.org/en/filters.
Enabling and disabling AdBlock Plus for specific elements or Web sites

You can see the elements identified by AdBlock Plus by clicking on the ABP icon in your
browser (usually next to the search bar) and selecting "Open blockable items", or by -
pressing Ctr+Shit+V. A window at the bottom of your browser will let you enable or disable each
element on a case-by-case basis. Alternatively, you can disable AdBlock Plus for a specific
domain or page by clicking on the ABP icon and ticking the option "Disable on [domain name]" or
"Disable on this page only".

NOSCRIPT
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The NoScript extension takes browser protection further by globally blocking all JavaScript, Java
and other executable content that could load from a Web site and run on your computer. To tell
NoScript to ignore specific sites, you need to add them to a whitelist. This may sound tedious,
but NoScript does a good job in protecting Internet users from several threats such as cross-site
scripting (when attackers place malicious code from one site in another site) and clickjacking
(when clicking on an innocuous object on a page reveals confidential information or allows the
attacker to take control of your computer). To get NoScript, visit http://addons.mozilla.or

http://noscript.net/getit.

The same method by which NoScript protects you can alter the appearance and functionality of
good Web pages, too. Luckily, you can adjust how NoScript treats individual pages or Web sites
manually - it is up to you to find the right balance between convenience and security.

Getting started with NoScript

1. Go to the NoScript download section at http://noscript.net/getit. Click on the green
"INSTALL" button.
2. Confirm that you want NoScript by clicking "Install Now".

[T =

& Add-ons Manager + =
| q

€ 4 - noscript »p

Name Last Updated Best match ~

Search: My Add-ons (EEVEIELIRNLELLES

@ NoScript 2.0.9.8

| »

[x]

iMacros for Fire... 7.1.1.2 ‘Vednesday, February09, 2011

Automate Firefox, Record and replay repetitic... More Install

Shareaholic - Share ... 2.2.0 Friday. December1], 2010
= Install

Shareaholic is the easiest way to share interes... More

B e O
)

- Beef Taco (Targete... 1.3.3 WMandey, Fetvuscy 07, 2101

Sets permanent opt-out cookies to stop beha... More Install

E Integrated Gmail 2.6.11  Wednesday, January 26, 2011

Gmail + Gonale Calendar + Gnnals Reader + More Install &

x

3. Restart your browser when asked.

(|7 Firefox = |

Add-ons Manager

i - noscript R

Name Last Updated Best match ~

Search: My Add-ons (EREIELIFGEEE

o NoScript willbe installed after you restart
Firefox.

@ NoScript 2.0.9.8 Wednesday, February 23, 2011

Extra protection for your Firefo: NoScript allows JavaScript, Jav... More

Restart now  Undo

n

& k= O

iMacros for Fire... 7.1.1.2 Wednesday, February09,2011 |

B
<o)
&

Automate Fircfox. Record and replay repetiti...  More Tnstall

~e

Shareaholic - Share ... 2.2.0 Friday. December7, 2010

|
o

Shareaholic is the easiest way to share interes... More Install

- Beef Taco (Targete... 1.3.3 Mond, February07, 2011

Sets permanent opt-out cookies to stop beh..,  More Install

= Intearated Gmail 2.6.11  Wednesday January 26,2011 -

NoScript notifications and adding Web sites to your whitelist

Once restarted, your browser will have a NoScript icon at the bottom right corner, where the
status bar is, indicating what level of permission the current Web site has to execute content on
your PC.
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S Ful protection: scripts are blocked for the current site and its subframes. Even if some

of the script sources imported by the page are in your whitelist, code won't run (the

hosting documents are not enabled).

« & Very restricted: the main site is still forbidden, but some pieces (such as frames) are
allowed. In this case, some code may be running, but the page is unlikely to work correctly

because its main script source is still blocked.

e S Limited permissions: scripts are allowed for the main document, but other active

elements, or script sources imported by the page, are

not allowed. This happens when

there are multiple frames on a page or script elements that link to code hosted on other

platforms.

o S Mostly trusted: all the script sources for the page are allowed, but some embedded

content (such as frames) are blocked.

o 3 Selective protection: scripts are allowed for some URLs. All the others are marked as

untrusted.
e S All scripts are allowed for the current site.

o SI Scripts are allowed globally, however content marked as untrusted will not be loaded.

To add a site that you trust to your whitelist, click on the NoScript icon and select:

e "Allow [domain name]" to allow all scripts that are hosted under a specific domain name, or
e "Allow all this page" to allow complete script execution - including third party scripts that
may be hosted elsewhere, but are imported by the main Web site.

(You can also use the "Temporarily allow" options to allow content loading only for the current
browsing session. This is useful for people who intend to visit a site just once, and who want to

keep their whitelist at a manageable size.)

[T =eEs

| I Welcome to Facebook - LogIn, Sign Up... || -

€ | 3 http://www facebook.comy? fb_noscript=1 | (28~ Google P[]

facebook

Javascript s disabled on your browser
Plase enabl porade to

Alternatively, you can acce|

About NoScript..

Facebook helps you connect and share with e

the people in your life.

s
Allow althis page

Allow Scripts Globally (dangerous)

S
$§ Tempororily allow allthis page
]

) 2 PN Untrusted
4 - f 5 s X S) Allow fbedn.net
Q = L]‘ & Temporarily allow fbedn.net
& y | SR S) Allow facebook.com

Sy Temporarily allow facebook.com

Alternatively, you can add domain names directly to the whitelist by clicking on the NoScript
button, selecting Options and then clicking on the Whitelist tab.

NoScript Options

General | Whitelist ‘ Embeddings AppearancelNotificat\onslAdvanced

=

You can specify which web sites are allowed to execute scripts, Type the address or the
domain (e.g. "http://www.site.com” or "site.com”) of the site you want to allow and then
click Allow.

Address of web site:

Allow

addons.mozilla.org
flashgot.net
google.com
googleapis.com
googlesyndication.com
gstatic.com
hotmail.com
informaction.com
jewhars.com
live.com
maone.net
mezilla.net

msn com

[

Remove Selected Sites Revoke Temporary Permissions

Donate | [ Impot | [ Bpot | [ Reset | [ ok | [ cencel |
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Marking content as untrusted

If you want to permanently prevent scripts from loading on a particular Web site, you can mark
it as untrusted: just click the NoScript icon, open the "Untrusted" menu and select "Mark [domain
name] as Untrusted". NoScript will remember your choice, even if the "Allow Scripts Globally"
option is enabled.

66



1 4 - HTTPS EVERYWHERE

HTTPS Everywhere is a Firefox add-on produced as a collaboration between The Tor Project
https://www.torproject.org) and the Electronic Frontier Foundation (https://eff.org/). It encrypts
your communications with a number of major Web sites, including Google, Wikipedia, and popular
social networking platforms such as Facebook and Twitter.

Many sites on the Web offer some support for encryption over HTTPS, but make it difficult to
use. For instance, they may connect you to HTTP by default, even when HTTPS is available. Or
they may fill encrypted pages with links that go back to the unencrypted site. This way, data
(such as usernames and passwords) sent to and received by these Web sites are transferred as
plain text and are easy to read by third parties.

The HTTPS Everywhere extension fixes these problems by rewriting all requests to these sites
to HTTPS. (Although the extension is called "HTTPS Everywhere", it only activates HTTPS on a
particular list of sites and can only use HTTPS on sites that have chosen to support it. It cannot
make your connection to a site secure if that site does not offer HTTPS as an option.)

Please note that some of those sites still include a lot of content, such as images or icons, from
third party domains that is not available over HTTPS. As always, if the browser's lock icon is
broken or carries an exclamation mark, you may remain vulnerable to some adversaries that
use active attacks or traffic analysis. However, the effort required to monitor your browsing
should still be usefully increased.

Some Web sites (such as Gmail) provide HTTPS support automatically, but using HTTPS
Everywhere will also protect you from SSL-stripping attacks, in which an attacker hides the
HTTPS version of the site from your computer if you initially try to access the HTTP version.

Additional information can be found at: https://www.eff.org/https-everywhere.
INSTALLATION

First, download the HTTPS Everywhere extension from the official Web site:

https://www.eff.org/https-everywhere.

Select the newest release. In the example below, version 0.9.4 of HTTPS Everywhere was used.
(A newer version may be available now.)

Jﬂ)H'ITPSEverywherﬂElectronic Frontier ... |J + | =

_&: ﬂLﬂ)ﬁ https:/fwww.eff.org/https-everywhere - ‘.l" Google P || ¢ || -

impleme o
Firefox prevented this site (www.eff.org) from )

HTTPS B * asking you to install software on your {loScript, and to support cot
services| computer. "TPS without breaking anyth
https:// pi f

| | Allow .
In an idef 5l Unfortunately, there's now
from reqllsssmm——= e et YOU gt from requesting hi

the only way to switch every page to hitps is to fetch the page insecurely first. There is a Chrc
Enforcer which attempts to take that approach, but it does not appear to be implemented sec
seemed fo always use hitp before hitps, which means that your surfing habits and authentica
(this may be a limitation of the Chrome Extensions framework).

License

HTTPS Everywhere is licensed under the GNU General Public License, version 2 or later. To |
development page.

Attachment Size

hitps-everywhere-0.9.2.xpi 55.82 KB E
hitps-everywhere-0.9.9 development.3.xpi 188.9 KB

hitps-everywhere-0.9 4 xpi 56.18 KB

Changelog.txt 5.66 KB

4 m 2
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Click on "Allow". You will then have to restart Firefox by clicking on the "Restart Now" button.
HTTPS Everywhere is now installed.

[ Firefox ~ | ==

Jﬂ)H'ITPSEverywherﬂEIectronicFrontier... |J + | =

.\S‘/.' | *® LH)E https:/fwww.eff.org/https-everywhere Miel ,‘.l - Google P || ¢ || -

HTTPS-Everywhere will be installed after you )
.t restart Firefox. NoScript, and to support cor

"TPS without breaking anyth

| Restart Mow

In an idef: _ i 5| Unfortunately, there's now
from requesting htipsJTwww domain.com/page is the same as what you get from requesting hi
the only way to switch every page to https is to fetch the page insecurely first. There is a Chrc
Enforcer which attempts to take that approach, but it does not appear to be implemented sec
seemed to always use hitp before hitps, which means that your surfing habits and authentica
(this may be a limitation of the Chrome Extensions framework).

License

HTTPS Everywhere is licensed under the GNU General Public License, version 2 or later. To |
development page.

Attachment Size

hittps-everywhere-0.9.2 xpi 5582 KB 3

https-everywhere-0.9.9 development 3. xpi  188.9 KB

https-everywhere-0.9.4 xpi 56.18 KB

Changelog txt 5.66 KB

4 | 1 b
CONFIGURATION

To access the HTTPS Everywhere settings panel in Firefox 4 (Linux), click on the Firefox menu at
the top left on your screen and then select Add-ons Manager. (Note that in different versions of
Firefox and different operating systems, the Add-ons Manager may be located in different places
in the interface.)

[ Firefox ~ | ==

4 Add-ons Manager + ~
I 9 it

o - Search all add-ons P

HTTPS-Everywhere 0.9.4

Encrypt the Web! ... More Options Disable Rermove
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Click on the Options button.

HTTPS Everywhere Preferences

‘Which HTTPS redirection rules should apply?

7] Amazon (buggy) Amazon 53 bit.ly coT [F] Cisco (testing)
Dropbox DuckDuckGo EFF Evernote Facebook

[T] Facebook+ (may break apps) Gentoo GitHub GMX Google APls
Google Search GoogleServices Hotmail / Live Identica Tequick
Mail.com Meebo Microsoft Meozilla ML Overheid
MNoisebridge MY¥Times PayPal Scroogle Torproject
Twitter WashingtonPost Wikipedia WordPress.com Zoho

You can learn how to write your own rulesets (to add support for other web sites) here .

[ ok | [ enablean | [ cancel

A list of all supported Web sites where HTTPS redirection rules should be applied will be
displayed. If you have problems with a specific redirection rule, you can uncheck it here. In that
case, HTTPS Everywhere will no longer modify your connections to that specific site.

USAGE

Once enabled and configured, HTTPS Everywhere is very easy and transparent to use. Type an

insecure HTTP URL (for example, http://www.google.com).

hreio < oo

Mozilla Firefox Start Page + =
Jw g u
-‘lv Google /0| ft B

(' D | http:/fwww.google.com/ v C"_ |

Preferences

GOUSIC‘ Search Advanced Search

It's easy to customize your Firefox exactly the way
you want it. Choose from thousands of add-ons.

estore Previous Session

About Mozillz

Press Enter. You will be automatically redirected to the secure HTTPS encrypted Web site (in this

example: https://encrypted.google.com). No other action is needed.


http://www.google.com/
https://encrypted.google.com

[ Firefox ~ | ==

| 2§ Google |J ek | =

€ )2 B

Signin %

Go to classic Google.

Advanced sea
Language tools

Google Search | I'm Feeling Lucky

Learn more about searching on Google with SSL.

Advertising Programs ~ Business Solutions  About Google  Go to Google Deutschland

© 2011 - Privacy

Il 1 | +

If networks block HTTPS

Your network operator may decide to block the secure versions of Web sites in order to
increase its ability to spy on what you do. In such cases, HTTPS Everywhere could prevent you
from using these sites because it forces your browser to use only the secure version of these
sites, never the insecure version. (For example, we heard about an airport Wi-Fi network where
all HTTP connections were permitted, but not HTTPS connections. Perhaps the Wi-Fi operators
were interested in watching what users did. At that airport, users with HTTPS Everywhere were
not able to use certain Web sites unless they temporarily disabled HTTPS Everywhere.)

In this scenario, you might choose to use HTTPS Everywhere together with a circumvention
technology such as Tor or a VPN in order to bypass the network's blocking of secure access to
Web sites.

Adding support for additional sites in HTTPS Everywhere

You can add your own rules to the HTTPS Everywhere add-on for your favorite Web sites. You
can find out how to do that at: https://www.eff.org/https-everywhere/rulesets. The benefit of
adding rules is that they teach HTTPS Everywhere how to ensure that your access to these sites
is secure. But remember: HTTPS Everywhere does not allow you to access sites securely unless
the site operators have already chosen to make their sites available through HTTPS. If a site
does not support HTTPS, there is no benefit to adding a ruleset for it.

If you are managing a Web site and have made an HTTPS version of the site available, a good
practice would be to submit your Web site to the official HTTPS Everywhere release.
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15 PROXY SETTINGS AND FOXYPROXY

A proxy server allows you to reach a Web site or other Internet location even when direct
access is blocked in your country or by your ISP. There are many different kinds of proxies,
including:

e Web proxies, which only require that you know the proxy Web site's address. A Web proxy
URL may look like http://www.example.com/cgi-bin/nph-proxy.cgi

e HTTP proxies, which require that you modify your Browser settings. HTTP proxies only
work for Web content. You may get the information about a HTTP proxy in the format
"proxy.example.com:3128" or "192.168.0.1:8080".

e SOCKS proxies, which also require that you modify your Browser settings. SOCKS proxies
work for many different Internet applications, including e-mail and instant messaging tools.
The SOCKS proxy information looks just like HTTP proxy information.

You can use a Web proxy directly without any configuration by typing in the URL. The HTTP and
SOCKS proxies, however, have to be configured in your Web browser.

DEFAULT FIREFOX PROXY CONFIGURATION

In Firefox 4 (Linux), you enter the configuration screen by clicking on the Firefox menu at the top
left on your screen and then selecting Options. In the pop-up window, select the icon labeled
Advanced and then choose the Network tab. You should see this window:

Opticns @

J = 5 @ & & 0O

General Tabs Content  Applications  Privacy  Security ~ Advanced Sync

General | Network | Updatel Encryption

Connection
Configure how Firefox connects to the Internet

Offline Storage

Your cache is currently using 7.6 MB of disk space

[7] Override automatic cache management

Limit cache to 1024 MB of space

Tell me when a website asks to store data for offline use

The following websites have stored data for offline use:

Remove...

ok || cancel | [ Hep

Select Settings, click on "Manual proxy configuration" and enter the information of the proxy
server you want to use. Please remember that HTTP proxies and SOCKS proxies work
differently and have to be entered in the corresponding fields. If there is a colon () in your proxy
information, that is the separator between the proxy address and the port number. Your screen
should look like this:



Connection Settings @

Configure Proxies to Access the Internet
MNo proxy
Auto-detect proxy settings for this network
Use system proxy settings
@ Manual proxy configuration:
HTTP Proxy: my-proxy.server.provider.org Port: m =

[] Use this proxy server for all protocols

SSL Proxy: Port: 0
ETP Proxy: Port: 0
SOCKS Host: Port: 0

SOCKSv4 @ SOCKSwS

Mo Proxy for:  localhost, 127.0.01
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Automatic proxy configuration URL:

Reload

oK || Cancl | [ Help

After you click OK, your configuration will be saved and your Web browser will automatically
connect through that proxy on all future connections. If you get an error message such as, "The
proxy server is refusing connections" or "Unable to find the proxy server", there is a problem
with your proxy configuration. In that case, repeat the steps above and select "No proxy" in the
last screen to deactivate the proxy.

FOXYPROXY

FoxyProxy is a freeware add-on for the Firefox Web browser which makes it easy to manage
many different proxy servers and change between them. For details about FoxyProxy, visit
http://getfoxyproxy.org/.

Installation

In Firefox 4 (Linux), click on the Firefox menu at the top left on your screen and then select Add-
ons. In the pop-up window, type the name of the add-on you want to install (in this case
"FoxyProxy") in the search box on the top right and click Enter. In the search results, you will see
two different versions of FoxyProxy: Standard and Basic. For a full comparison of the two free
editions, visit http://getfoxyproxy.org/downloads.html#editions, but the Basic edition is sufficient
for basic circumvention needs. After deciding which edition you want, click Install.
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[ S
Y #: o Vg -

€ 35 - | |foyproy A

Mame Last Updated Best match ~
O Search: My Add-ons (ERVEIELIENGTELTT

"Q FoxyProxy Standard 2.22.5

=

&

Thursday, January 20, 2011

FoxyProxy is an advanced proxy management to... More Install

-"Q FoxyProxy Basic 1.8.5

iMacros for Firefox 7.1.1.2 Vednesday. February 03, 2011

&

Automate Firefox. Record and replay repetitious ... More Install

B O de

After installation, Firefox should restart and open the Help site of FoxyProxy. You should see the
FoxyProxy icon at the bottom right.

S | =)o
| @ Mozils Firefox tart Page. | 46 Adcons Manager || FeryProny ~ [l -

| €& f') Iﬁ http://getfoxyproxy.org/basic/help.html b e] l'::l' Google P] @« B

FoxyProxy Basic Edition

Tip: Use Alt+F3 to create a new proxy based on the sele

home example, highlight this text:

download 114.127.246.36:8080

paid proxy services then press Alt+F3. If you prefer the mouse, you can righ

choose FoxyProxy Basic->Set 114.127.246.36:30380
screenshots

foxyproxy plus Maore help coming soon -- in the meantime, post questio

help

Configuration
For FoxyProxy to do its job, it needs to know what proxy settings to use. Open the configuration

window by clicking the icon at the bottom right of the Firefox window. The configuration window
looks like this:
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=) FoxyProxy Basic EIIE‘@

File Help
Mode: ’Completely disable FoxyProxy -
5 Proxies | () Global Settings
Enabled Color Proxy Name Proxy Motes =3 @Mc‘:egp

v I Dcfoutt

@ Mowve Down
B¥ Edit Selection
B Copy Selection

BL Delete Selection

| @ Plcase Donate | | % Get FoxyProxy Plus | | ) Buy Proxy Service | @

Click on "Add New Proxy". In the following window, enter the proxy details in a similar way to the
default Firefox proxy configuration:

=) FoxyProxy Basic - Proxy Settings @

3¢ General = Proxy Details

() Direct internet connection (no proxy)

@ Manual Proxy Configuration

Help! Where are settings for HTTP, 551, FTP. Gopher. and SOCK5?

Host orIP Address  my-proxy.server.provider.org
[] SOCKS proxy? (0) SOCKSvd/da @ SOCKSv3

Port 8080

() Automatic proxy configuration URL  http(sky fpes fileds  relatives/
View Test @
Reload the PAC every |60 minutes
MNotifications
MNatify me about proxy auto-configuration file loads

Motify me about proxy auto-configuration file errors

Select "Manual Proxy Configuration", enter the host or IP address and the port of your proxy in
the appropriate fields. Check "SOCKS proxy?" if applicable, then click OK. You can add more
proxies by repeating the steps above.

Usage

You can switch among your proxies (or choose not to use a proxy) by right-clicking on the fox
icon on the bottom right of your Firefox window:
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Use proxy "114.127.246.36" for all URLs

© | Use proxy "Default” for all URLs
Completely disable FoxyProxy
Options

Usze Advanced Menus

To select a proxy server, simply left-click on the proxy you want to use.

TOOLS

16. Introduction
17. Freegate

18. Simurgh

19. UltraSurf

20. VPN Services
21. VPN on Ubuntu
22. Hotspot Shield
23. Alkasir

24. Tor : The Onion Router
25. JonDo

26. Your-Freedom
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16 - INTRODUCTION

The basic idea of circumventing Internet censorship is to route the requests over a third server
which is not blocked and is connected to the Internet through a non filtered connection. This
chapter explains some of the tools which make it possible to use such a server in order to
defeat Internet blocking, filtering, and monitoring. The choice of which tool might best accomplish
your objectives should be based on an initial assessment on the type of content you want to
access, your available resources, and the risks of doing so.

Tools to defeat Internet blocking, filtering and monitoring are designed to deal with different
obstacles and threats. They may facilitate:

e Circumventing censorship: enabling you to read or author content, send or receive
information, or communicate with particular people, sites or services by bypassing
attempts to prevent you from doing so. Similar to the operation of the Google cache or an
RSS aggregator which can be used to access a blocked Web site indirectly.

e Preventing eavesdropping: keeping communications private, so that nobody can see or
hear the content of what you're communicating (even if they might still be able to see with
whom you're communicating). Tools that try to circumvent censorship without also
preventing eavesdropping may remain vulnerable to censorship by keyword filters that
block all communications containing certain prohibited words. For example, various forms
of encryption, such as HTTPS or SSH, make the information unreadable to anyone other
than the sender and receiver. An eavesdropper will see which user is connecting to which
Web server, but from the content he can only see a string of characters that looks like
nonsense.

e Remaining anonymous: the ability to communicate so that no one can connect you to
the information or people you are connecting with - neither the operator of your Internet
connection nor the sites or people with whom you're communicating. Many proxy servers
and proxy tools don't offer perfect, or any, anonymity: the proxy operator is able to
observe the traffic going into and out of the proxy and easily determine who is sending it,
when they're sending it, and how often they're sending it; a malicious observer on either
side of the connection is able to gather the same information. Tools like Tor are designed
to make it difficult for attackers to gather this kind of information about users by limiting
the amount of information any node in the network can have about the user's identity or
location.

e Concealing what you are doing: disguising the communications you send so that
someone spying on you will not be able to tell that you are trying to circumvent
censorship. For example, steganography, the hiding of text messages within an ordinary
image file, may conceal that you are using a circumvention tool at all. Using a network with
many kinds of users means that an adversary can not tell what you are doing because of
your choice of software. This is especially good when others are using the same system to
get to uncontroversial content.

Some tools protect your communications in only one of these ways. For example, many proxies
can circumvent censorship but don't prevent eavesdropping. It's important to understand that
you may need a combination of tools to achieve your goal.

Each kind of protection is relevant to different people in different situations. When you choose
tools that bypass Internet censorship, you should keep in mind what kind of protection you need
and whether the particular set of tools you're using can provide that sort of protection. For
example, what will happen if someone detects that you are attempting to circumvent a
censorship system? Is accessing your main concern, or do you need to remain anonymous while
doing so?

Sometimes, one tool can be used to defeat censorship and protect anonymity, but the steps for
each are different. For instance, Tor software is commonly used for both purposes, but Tor
users who are most concerned with one or the other will use Tor differently. For anonymity
reasons, it is important that you use the Web browser bundled with Tor, since it has been
modified to prevent leaking of your real identity.

AN IMPORTANT WARNING
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Most circumvention tools can be detected with sufficient effort by network operators or
government agencies, since the traffic they generate may show distinctive patterns. This is
certainly true for circumvention methods that don't use encryption, but it can also be true for
methods that do. It's very difficult to keep secret the fact that you're using technology to
circumvent filtering, especially if you use a fairly popular technique or continue using the same
service or method for a long period of time. Also, there are ways to discover your behavior that
do not rely on technology: in-person observation, surveillance, or many other forms of traditional
human information-gathering.

We cannot provide specific advice on threat analysis or the choice of tools to meet the threats.
The risks are different in each situation and country, and change frequently. You should always
expect that those attempting to restrict communications or activities will continue to improve
their methods.

If you are doing something that may put you at risk in the location where you are, you should
make your own judgments about your security and (if possible) consult experts.

e Most often, you will have to rely on a service provided by a stranger. Be aware that they
may have access to information about where you are coming from, the sites you are
visiting and even the passwords you enter on unencrypted Web sites. Even if you know
and trust the person running a single-hop proxy or VPN, they may be hacked or forced to
compromise your information.

e Remember that the promises of anonymity and security made by different systems may
not be accurate. Look for independent confirmation. Open source tools can be evaluated
by tech-savvy friends. Security flaws in open source tools can be discovered and fixed by
volunteers. It is difficult to do the same with proprietary software.

e Achieving anonymity or security may require you to be disciplined and carefully obey
certain security procedures and practices. Ignoring security procedures may dramatically
reduce the security protections you receive. It is dangerous to think that it is possible to
have a "one click solution" for anonymity or security. For instance, routing your traffic
through a proxy or through Tor is not enough. Be sure to use encryption, keep your
computer safe and avoid leaking your identity in the content you post.

e Be aware that people (or governments) may set up honeypots - fake Web sites and
proxies that pretend to offer secure communication or censorship circumvention but
actually capture the communications from unwitting users.

e Sometimes even "Policeware" may be installed on users' computers - either remotely or
directly - that acts like malware, monitoring all activities on the computer even when it is
not connected to the Internet and undermining most other preventive security measures.

e Pay attention to non-technical threats. What happens if someone steals your computer or
mobile phone or that of your best friend? What if an Internet café staff member looks over
your shoulder or points a camera to your screen or keyboard? What happens if someone
sits down at a computer in a café somewhere where your friend has forgotten to log out
and sends you a message pretending to be from her? What if someone in your social
network is arrested and forced to give up passwords?

o If there are laws or regulations that restrict or prohibit the materials you are accessing or
the activities you are undertaking, be aware of the possible consequences.

To learn more about digital security and privacy, read:

http://www.frontlinedefenders.org/manual/en/esecman/intro.html
http://security.ngoinabox.org/html/en/index.html
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17 FREEGATE

Freegate is a proxy tool for Windows users that was initially developed by DIT-INC to bypass
Internet censorship in China and Iran.

GENERAL INFORMATION

Supported operating system ==

Localization English, Chinese, Persian, Spanish
Web site http://www.dit-inc.us/freegate
Support Forum: http://www.dit-inc.us/support

HOW TO GET FREEGATE

You can download the software for free at http://www.softpedia.com/get/Network-Tools/Misc-
Networking-Tools/Freegate.shtml.

You will get a file with the extension .zip, which you have to extract first. Right-click on the
downloaded file and select "Extract All", then click on the button "Extract". The resulting file is
about 1.5 MB. The name of the executable file may look like a short series of letters and
numbers (e.g. "fg707p.exe").

INSTALLATION

When you run the application for the first time, you may see a Security Warning. You can accept
this Security Warning by unchecking the box "Always ask before opening this file" and clicking
Run.

Open File - Security Warnin
Do you want to run this file?

@ Name: C\Usersy }Desktop\fg707p.exe
FPublisher: Dynamic Internet Technology Inc.
Type: Application
i From: C:\Usersy \Desktop\fg707 p.exe

[ Run i [ Cancel

[] Mlways ask before apening this file

l--"\l While files from the Intemet can be useful, this file type can
s a/ potertially ham your computer. Only run software from publishers
= you trust. What's the risk?

RUNNING FREEGATE

Now the application should start and connect automatically to a server.
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When the secure tunnel has started successfully, you will see the Freegate status Window and a
new instance of the Internet Explorer will open automatically with the URL
"http://dongtaiwang.com/loc/phome.php?v7.07&I=409" loaded, depending on your version and
language. This is the confirmation that you are using Freegate correctly through an encrypted
tunnel.
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& Internet | Protected Mode: On

If all has gone well, you can start browsing normally using the automatically-opened Internet
Explorer window to get around Internet censorship.

If you want to use another application with Freegate (for example the Firefox Web browser or
the Pidgin instant messaging client), you will have to configure them to use Freegate as a proxy
server. The IP is 127.0.0.1, and the port is 8580.

Under the Settings tab in Freegate, you can choose your interface language from English,
Traditional Chinese, Simplified Chinese, Farsi and Spanish. Under Status, you can track your
upload/download traffic through the Freegate network. The Server tab allows you to pick from
several severs, one of which may be faster than your current connection.



18 - SIMURGH

Simurgh (which means "phoenix" in Persian) is a lightweight stand-alone proxy software and
service. This means that it can be run without any prior installation or administrator rights on
the computer. You can copy it to your USB flash drive and use it on a shared computer (in an
Internet café, for example).

GENERAL INFORMATION

Supported operating system ==

Localization English
Web site https://simurghesabz.net
Support E-mail: info@simurghesabz.net

DOWNLOADING SIMURGH

To use the Simurgh service, download the tool for free from https://simurghesabz.net/.

It is available for any version of Microsoft Windows. The size of the file is less than 1MB, so it can
be downloaded even on a slow Internet connection in a reasonable time.

USING SIMURGH

To start Simurgh, click on the file you have downloaded. By default, files downloaded with
Microsoft Internet Explorer are located on your Desktop and files downloaded with Mozilla Firefox
are located in "My Documents" and then "Downloads".

Simurghil

Note that when you run Simurgh for the first time, you may encounter a Windows Security Alert
which asks if you want to keep blocking Simurgh. Since Simurgh has to communicate with the
Internet in order to work it is very important that you select "Unblock" or "Allow Access"
(depending on your version of Microsoft Windows).

You may see this warning pop-up:

Windows Security Alert

To help protect your computer, Windows Firewall has blocked

zome features of thiz program.

Do you want to keep blocking this program?

Mame: Simurghl20beta. 20100406

Publisher. Unknown

Keep Blocking Unblock Ask Me Later

Windows Firewall haz blocked this program from accepting connections from the
Internet or a network. |f you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

or this one:
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& Windows Security Alert

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Simurgh120beta. 20100406, exe on all public and
private networks,

Ed Mame: Simurgh120beta, 20100406, exe
L .t:}_ Publisher: Unknown
Path: C:userstestidownloads\simurgh 120beta. 20100406, exe

Allow Simurgh120beta. 20100406, exe to communicate on these networks:
Private networks, such as my home or work network

|| Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have lite or no security)

What are the risks of allowing a program through a firewall?

[ @ﬂlowacoess ] [ Cancel

After you have successfully started Simurgh, click on Start to create a secure connection.

Simurgh 1.20 beta

When the Start button changed to a Stop button, Simurgh has successfully connected to its
servers.

Simurgh 1.20 beta

Make sure you are connected to the Simurgh server

Now a new window of your Internet Explorer browser will open with a test page. If you see your
connection originating from another country, such as U.S.A., this confirms that Simurgh has
successfully changed the settings of your browser and you are automatically surfing over the
secure Simurgh connection.
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You can also use the website http://www.geoiptool.com to check where your connection appears
to be from. If the websites shows your location very far away (in another country such as the

USA), you are using the secure Simurgh connection.

USING SIMURGH WITH MOZILLA FIREFOX

In order to use another web browser like Mozilla Firefox, you need to configure it to use the

HTTP proxy "localhost" with the port 2048.

In Firefox, you can find the proxy settings via Tools > Options > Network > Settings.
In the "Connection settings" window choose "Manual proxy configuration" and enter "localhost"
(without the quotemarks) as the HTTP proxy and the port 2048, as shown in the screenshot

below. To accept the new settings, click OK.

Connection Settings

x|

rConfigure Proxies to Access the Internet
Mo proxy.

(™ Auto-detect proxy settings For this network
(™ Use system prozy settings

{* Manual proxy configuration:

V¥ Use this proxy server For all protocols

HTTP Proxy: Ilocalhost Bort: I 2048ﬂ

S50 Prosys I localhost Part: I 2048ﬂ
ETR Braxys: I localhost Ptk I 2048ﬂ
Gopher Prosxy: I localhost Part: I 2048ﬂ
SOEKS Host: I localhost Park: I 2048ﬂ

) S0CKS w4 (R SOCKS 45

Mo Proxy For: I
Example: .mozilla.org, .net.nz, 192.168.1.0{24

Feload |

= Automatic proxy configuration URL:

OF I Cancel | Help
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1 9 - ULTRASURF

UltraSurf, from developer UltraReach Internet Corp, is a proxy tool designed to help Chinese
Internet users to get around their censorship. It may work for users in other countries as well.

GENERAL INFORMATION

Supported operating system ==

Localization English
Web site http://www.ultrareach.com
Support FAQ: http://www.ultrareach.com/usercenter_en.htm

HOW TO GET ULTRASURF

You can download the free software (for Windows only), at http://www.ultrareach.com or
http://www.ultrareach.net/ or http://www.wujie.net (the latter page is in Chinese, but the
download is still easy to find and in English).

INSTALLING AND USING ULTRASURF

Once you have downloaded the file, named something like "ul006.zip" (depending on the version
number), extract it by right-clicking the file and selecting "Extract All". Double-click the new
"ul006" icon to start the application.

r

& UltraSurf 10.06

@ & @

Home Retry Option
Connection
Prefermed Speed
UItraS. urf v @ 990

Q r @ 99.6% I—
@ 99. 3%
Port: 9666

Status:  Successfully connected to server Feedback

%

UltraSurf will automatically open Internet Explorer and display the UltraSurf search page
http://www.ultrareach.com/search.htm. You can now start browsing using the instance of
Internet Explorer that UltraSurf has launched.
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(78 Ultrasurf - Windows Intemet B o ]|

9 IrEEEEn

77 Favorites |G Ultrasurf | | & - > [ @ * Page~ Safety - =

Ultrasurf

Privacy, Security and Freedom

New: Please download the latest version UltraSurf 10.06
(md5: 0267c68549071672706bd981dc38768d)

Search

Terms | Privacy | Feedback
Copyright @ 2008 UltraReach Internet Corp. U.5.A All Rights Reserved.

& Internet | Protected Mode: On

If you want to use another application with UltraSurf (for example the Firefox Web browser or
the Pidgin instant messaging client), you need to configure them to use the UltraSurf client as a
proxy server: the IP is 127.0.0.1 (your PC, also known as "localhost") and the port is 9666.

You can open the UltraSurf User Guide by clicking Help in the UltraSurf main window.
Info on Chinese UltraSurf (wujie): http://www.internetfreedom.org/UltraSurf
Chinese user guide: http://www.wujie.net/userguide.htm
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20 VPN SERVICES

A VPN (virtual private network) encrypts and tunnels all Internet traffic between yourself and
another computer. This computer might belong to a commercial VPN service, your organization,
or a trusted contact.

Because VPN services tunnel all Internet traffic, they can be used for e-mail, instant messaging,
Voice over IP (VoIP) and any other Internet service in addition to Web browsing, making
everything that travels through the tunnel unreadable to anyone along the way.

If the tunnel ends outside the area where the Internet is being restricted, this can be an
effective method of circumvention, since the filtering entity/server sees only encrypted data,
and has no way of knowing what data is passing through the tunnel. It has the additional effect
of making all your different kinds of traffic look similar to an eavesdropper.

Since many international companies use VPN technology to allow employees who need access to
sensitive financial or other information to access the companies' computer systems from home
or other remote locations over the Internet, VPN technology is less likely to be blocked than the
technologies used only for circumvention purposes.

It is important to note that the data is only encrypted as far as the end of the tunnel, and then
travels unencrypted to its final destination. If, for example, you set up a tunnel to a commercial
VPN provider, and then request the Web page http://news.bbc.co.uk through the tunnel, the data
will be encrypted from your computer to the VPN provider's computer at the other end, but
from there it will be unencrypted to the servers run by the BBC, just like normal Internet traffic.
This means that the VPN provider, the BBC and anyone with control over a system between
these two servers, will, in theory, be able to see what data you sent or have requested.

USING VPN SERVICES

VPN services might or might not require installation of client-side software (many rely on existing
VPN support in Windows, Mac OS or GNU/Linux and so need no extra client software).
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Using a VPN service requires you to trust the owners of the service, but provides a simple and
convenient method of bypassing Internet filtering, for free or for a monthly fee generally
between 5 and 10 US dollars, depending on the service. Free services are often either ad-
supported, or limit the bandwidth and/or the maximum traffic allowed over a given period.

Popular free VPN services:

e Hotspot Shield, https://hotspotshield.com

According to a 2010 report from the Berkman Center, Hotspot Shield is overwhelmingly the
most popular VPN service. For more details on how to get and use Hotspot Shield, read
the "Hotspot Shield" chapter of this manual.

UltraVPN, http://www.ultravpn.fr
FreeVPN, http://www.thefreevpn.com
CyberGhost, http://cyberghostvpn.com
Air VPN, https://airvpn.org

AirVPN offers free accounts without bandwidth or traffic restrictions and without ads for
activists by request.

Vpnod, http://www.vpnod.com

VpnSteel, http://www.vpnsteel.com

Loki Network Project, http://www.projectloki.com

ltsHidden, http://itshidden.com

Examples of paid VPN services include Anonymizer, GhostSurf, XeroBank, HotSpotVPN, WiTopia,
VPN Swiss, Steganos, Hamachi LogMeln, Relakks, Skydur, iPig,_iVPN.net, FindNot, Dold,
UnblockVPN and SecurelX.

e o o o

e o o o

You can find a list of free and paid VPN providers, with their monthly fee and technical
characteristics at http://en.cship.org/wiki/VPN.

VPN STANDARDS AND ENCRYPTION

There are a number of different standards for setting up VPN networks, including IPSec,
SSL/TLS and PPTP, that vary in terms of complexity, the level of security they provide, and
which operating systems they are available for. Naturally, there are also many different
implementations of each standard within software that have various other features.

e While PPTP is known to use weaker encryption than either IPSec or SSL/TLS, it may still be
useful for bypassing Internet blocking, and the client software is conveniently built into
most versions of Microsoft Windows.

e SSL/TLS-based VPN systems are relatively simple to configure, and provide a solid level of
security.

e |PSec runs at the Internet level, responsible for packet transfer in the Internet
architecture, while the others run at the Application level. This makes IPsec more flexible,
as it can be used for protecting all the higher level protocols, but also difficult to set up.

SET UP YOUR OWN VPN SERVICE

As an alternative to paying for commercial VPN services, users with contacts in unrestricted
locations may have these contacts download and install software that sets up a private VPN
service. This requires a much higher level of technical knowledge, but it will be free. Also the
private nature of such a setup means it is less likely to be blocked than a commercial service
that has been available for a long time. One of the most widely used free and open source
programs available for setting up this kind of private VPN is OpenVPN (http://openvpn.net), which
can be installed on Linux, MacOS, Windows and many other operating systems.

To understand how to set up an OpenVPN system, read the "Using OpenVPN" chapter in this
manual.

ADVANTAGES

A VPN provides encrypted transfer of your data, so it is one of the safest ways to bypass
Internet censorship. Once configured, it is easy and transparent to use.
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VPNs are best suited for technically capable users who require secure circumvention services for
more than just web traffic and who access the Internet from their own computer where they
can install additional software. VPNs are an excellent resource for users in censored locations
who do not have trusted contacts in non-filtered locations. VPN technology is a common
business application that is not likely to be blocked.

DISADVANTAGES AND RISKS

Some commercial VPNs (especially the free ones) are publicly known and may be filtered. They
normally cannot be used in public access locations where users cannot install software, such as
Internet cafés or libraries. Use of VPNs may require a higher level of technical expertise than
other circumvention methods.

A network operator can detect that a VPN is being used and determine who the VPN provider is.

The network operator should not be able to view the communications sent over the VPN unless
the VPN is set up incorrectly.

The VPN operator (much like a proxy operator) can see what you're doing unless you use some
additional encryption for your communications, like HTTPS for Web traffic; without additional
encryption, you have to trust the VPN or tunnel operator not to abuse this access.
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21 - VPN ON UBUNTU

If you use Ubuntu as your operating system, you can connect to a VPN by using the built-in
NetworkManager feature and the free OpenVPN client.

OpenVPN allows you to connect to VPN networks using a variety of authentication methods. For
our example, we'll learn how to connect to a VPN server using AirVPN, a free VPN service. The

configuration process for OpenVPN on Ubuntu is the same, regardless of which VPN service you
use.

Installing OpenVPN for NetworkManager
NetworkManager, a network utility that will let you open or close your VPN connection, is
included with Ubuntu by default — you can find it in the notification area of your screen, right

next to your system clock.

Next, find an OpenVPN extension that will work with NetworkManager, from the Ubuntu
Software Center.
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1. Open the Ubuntu Software Center from the Applications menu located at the top left of
your screen

Applications

~ Accessories >
Games >
‘.ﬁ Graphics [
@ Intemet >

tul Office >
g Sound & Video >
o7 System Tools [
® Wine >

ﬁ Ubuntu Software Center

Lets you choose from thousands of
free applications available for Ubuntu

2. The Ubuntu Software Center lets you search, install and remove software on your
computer. Click on the search box at the top right of the window.

File Edit View Help

> @ Get Software PRES Get Software /ﬁ

8 installed Software =

Ubuntu Software Center

Featured Applications )
Departments
e A

Accessories Education Fonts
j, P 2=
e /{ 0
. =
Games Graphics Internet

v

32616 items available
3. In the search box, type in "network-manager-openvpn-gnome" (the extension for
NetworkManager that will enable OpenVPN). This package includes all the files you need to
establish a VPN connection successfully, including the OpenVPN client. Click on Install.

File Edit View Help
> & Get Software
B installed Software

4| Get Software - Search Results Q_~openvpn-gnome] 4

Wi network management framework (OpenVPN plugin, GNOME UI)
I network-manager-openvpn-gnome.

More Info Install

1 matching item
4. Ubuntu may ask you for additional permissions to install the program. If that is the case,
type in your password and click Authenticate. Once the package is installed, you can close
the Software Center window.
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Fle Edit View Help
> & Get software
[E installed Software

e
|« | » | | cetsoftware " search Resuts Q ~openvpn-gnome
| Get Software ) Search Results |

44 network management framework (OpenvPN plugin, GNOME 1)
network-manager-openvpn-gnome

Authenticate

Authentication is required to
install software packages

An application is attempting to perform an action that
requires privileges. Authentication is required to perform this
action.

Password: | 6806080008 0000]

P> Details

1 matching item
5. To check if the OpenVPN client is correctly installed, click on the NetworkManager (the icon
at the left of your system clock) and select VPN Connections > Configure VPN.

Wired Networks
disconnected

Wireless Networks
e 1
Disconnect

g

VPN Connection 1 VPN Connections

Ul EE R 2 Connect to Hidden Wireless Network...
Configure VPN Create New Wireless Network...
Disconnect VPN...

6. Click Add under the VPN tab.

5 Wired |vil Wireless |1l Mobile Broadband | () VPN 7 DSL

Name |Last Used
VPN Connection 1 2 hours ago
VPN Connection 2 never

E

7. If you see an OpenVPN option this means that you have installed the OpenVPN client in
Ubuntu correctly. Click on cancel and close the NetworkManager.

0 Choose a VPN Connection Type

Select the type of VPN you wish to use for the new
connection. If the type of VPN connection you wish to create
does not appear in the list, you may not have the correct VPN
plugin installed.

| OpenVPN |v

Compatible with the OpenVPN server.

Cancel Create...

Registering an AirVPN account
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AirVPN (h
download

g) is a free service, but you will need to register at their Web site to
es for your VPN connection.
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1. Go to https://airvpn.org/?option=com_user&view=register and register for a free account.
Make sure you pick a strong password, as this will also be the password for your VPN
access. (For tips on strong passwords, see the chapter on "Threats and Threat
Assessment" in this book.)

2. On AirVPN's site navigation menu, select More > Access with... > Linux/Ubuntu.

3. Click on "Access without our client". You will be prompted for the same username and
password you used when you registered.

TN (TR

The air to breathe the real Internet]

Using AirVPN with Linux

A native client will be released soon. Until then, A
S

1. Install OpenVPN package

2! Dounioad yougoonfkation e o e oo Acoees wilkolt i clert

3. Launch sudo openvpn air.ovpn with a terminal console.

4. Select the VPN Mode you would like to configure in NetworkManager (for our example we
used "Free - TCP - 53") and leave the rest of the options as they are. Make sure you have
checked the Terms of Service agreement at the bottom of the page, and then click
Generate.

Description and Terms of Service .
PLEASE READ CAREFULLY THE TERMS AND CONDITIONS OF THIS AGREEMENT. BY USING THE
SERVICE YOU ACKNOWLEDGE THAT YOU ARE ACCEPTING A BENEFIT BY USING THE SERVICE,

AND THAT YOU HAVE READ, UNDERSTOOD, AND AGREE TO BE BOUND BY ALL OF THE TERMS

AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND
CONDITIONS OF THIS AGREEMENT, YOU ARE NOT ALLOWED TO USE THE SERVICE.

DESCRIPTION OF SERVICE

a) AirVPN is operated by Iridium S.r.I. ("Iridium"). Please refer to Privacy Notice for contact details.

| have read and | accept the Terms of Service
| HEREBY EXPLICITLY ACCEPT POINTS 8, 10, 11

e
N
g e ]

5. A pop-up window will let you know that the file air.zip is ready for downloading. This
contains the configuration files and credentials you need to connect to the VPN. Click OK.
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You have chosen to open
air.zip
which is a: Zip archive
from: https://airvpn.org

What should Firefox do with this file?

) Open with | Archive Manager (default) |w

® Save File

[ Do this automatically for files like this from now on.

‘@Cancel‘ ‘ o/ OK 4
L

Configuring AirVPN on NetworkManager

Now that you have your configuration files and credentials, you can configure NetworkManager
to connect to the AirVPN service.
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1. Unzip the file you have downloaded to a folder on your hard drive (e.g.:
"/home/[yourusername]/.vpn"). You should now have four files. The file "air.ovpn" is the
configuration file that you need to import into NetworkManager.

ﬁaackv*mrwardvﬁee\guammaq

Places v ® Location: [ /homefgenghis/.vpn 4
e s
1
e bt
airovpn ca.crt user.crt userkey
4 items, Free space: 397.6 GB A

2. To import the configuration file, open NetworkManager and go to VPN Connections >
Configure VPN.

Wired Networks
disconnected
Wireless Networks
S——
Disconnect
Available
e,

VPN Connection 1 VPN Connections
VPN Connection 2

Connect to Hidden Wireless Network...
Create New Wireless Network...

3. Under the VPN tab, click Import.

Name |Last Used -

VPN Connection 1 3 hours ago

VPN Connection 2 never “

Export

Close

4. Locate the file air.ovpn that you have just unzipped. Click Open.
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Q Search | airovpn 484 bytes 0935
@ Recently Used || cacrt 15K8 0935
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|23 File system

1 Documents

&8 Music

 Pictures

8 videos

& Downloads

5. A new window will open. Leave everything as it is and click Apply.

Connection name: [ air }

Connect automatically

VPN | IPv4 Settings

General

Gateway: [94.23.211.188 }

Authentication

Type: | Certificates (TLS) | v |
User Certificate: | | ' user.crt | [
CA Certificate: | [ ca.crt 1=
Private Key: | | userkey | [

Private Key Password: [_ }

[[] Show passwords

+« Advanced...

[ Available to all users Cancel Apply

6. Congratulations! Your VPN connection is ready to be used and should appear on the list of
connections under the VPN tab. You can now close NetworkManager.

57 Wired |yl Wireless |1l Mobile Broadband | % VPN | DSL

Name |Last Used

VPN Connection 1 3 hours ago
VPN Connection 2 never
air never

Import

Export

E

E

Using your new VPN connection
Now that you configured NetworkManager to connect to a VPN service using the OpenVPN client,

you can use your new VPN connection to circumvent Internet censorship. To get started, follow
these steps:
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1. In the NetworkManager menu, select your new connection from VPN Connections.

VPN Connection 1
VPN Connection 2
air

Configure VPN...
Disconnect VPN...

N

4, 1:145PM

Wired Networks
disconnected

Wireless Networks
Pe—

Disconnect

* wi—

VPN Connections

Connect to Hidden Wireless Network...
Create New Wireless Network...

2. Wait for the VPN connection to be established. When connected, a small padlock should
appear right next to your NetworkManager icon, indicating that you are now using a secure
connection. Move your cursor over the icon to confirm that the VPN connection is active.

Wireless network connection 'Auto

* active: We— (61%)
ection 'air' active

3. You can also check the status of your connection by visiting http://www.ipchicken.com.
This free IP-checker should confirm that you are using a airvpn.org server.

P CHICIEY.

I

| CURRENT IP | SECURITY PORT SCAN | HELP

Current IP Address

Advanced

94.23.211.188

Add to Favorites

‘ Name Address

' Remote Port: 60880

' Browser: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.2.13)
Gecko/20101206 Ubuntu/10.04 (lucid) Firefox/3.6.13

4. To disconnect from your VPN, select VPN Connections > Disconnect VPN in the
NetworkManager menu. You are now using your normal (filtered) connection again.
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VPN Connection 1

VPN Connection 2
=4 air

Configure VPN...

Disconnect VPN...

Wired Networks
disconnected

Wireless Networks

i

Disconnect

—— Available———

i

Connect to Hidden Wireless Network...
Create New Wireless Network...




2 2 - HOTSPOT SHIELD

Hotspot Shield is a free (but commercial) VPN solution available for Microsoft Windows and Mac
OS, which can be used to access the uncensored Internet through a secure tunnel (over your
normal, censored Internet connection).

Hotspot Shield encrypts all your communications, so your censor's surveillance software can't
see what sites you're accessing.

GENERAL INFORMATION

. ’
Supported operating . .-
Ay

system
Localization English
Web site https://www.hotspotshield.com

FAQ: https://www.anchorfree.com/support/hotspot-
shield.html

E-mail: support@anchorfree.com

Support

HOW TO GET HOTSPOT SHIELD

Download the software from https://www.hotspotshield.com. The file size is about 6MB, so on a

slow dial-up connection this can take up to 25 minutes or more. If the download is blocked from

where you are trying to access it, write to hss-sesawe@anchorfree.com and include at least one
of these words in the subject line of your e-mail: "hss", "sesawe", "hotspot" or "shield". You will
receive the installer as an e-mail attachment in your inbox.

Important: if you are using Firefox with the NoScript extension enabled, you may experience
some issues when trying to use Hotspot Shield. Make sure that all URLs that Hotspot Shield

connects to are whitelisted, or that you temporarily allow scripts globally while using this service.

Installing Hotspot Shield
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After a successful download, locate the downloaded file on your computer and start the
installation by double clicking the icon

. Windows may ask you for permission to install the software. Click Yes.

@ User Account Control

Do you want to allow the following program to make
changes to this computer?

@ Program name:  H55-1.58-install-sesawe-216-conduit.exe
Verified publisher: AnchorFree Inc
File origin: Downloaded from the Internet

(%) Show details Yes | [ No

Change when these notifications appear

Select your preferred installation language from the dropdown menu.

Installer Language ‘ &

@ Please select the language of the installer

[Engish -

After you select the language, you will see a welcome screen. Click Next.

ICJ Hotspot Shield 1.56 Setup.

Welcome to the Hotspot Shield 1.56
Setup

This wizard will guide you through the installation of Hotspot
Shield.

Accept the license agreement by clicking on "l Agree".



License Agreement
Please review the license terms before installing Hotspot Shield An Ch or Free
1.56.

Press Page Down to see the rest of the agreement.

-
AnchorFree Hots| Shield Software License and Terms of Service D

This program is distributed by Anchorfree in the hope that it will be useful, but WITHOUT
ANY WARRANTY; without even the implied warranty
of MERCHANTABILTY or FITNESS FOR A PARTICULAR PURPOSE.

THIS SOFTWARE IS PROVIDED BY Anchorfree “AS 3™ AND ANY EXPRESSED OR
I PLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Hotspot Shield 1.56.

[ < Back H I Agree ][ Cancel ]

6. You will see a window informing you about additional software which can be installed

optionally. Click Next.

FREE Scftware Offers.

Please support our partners ‘ An ch OTFfEE

After dicking "Mext” you will be offered additional useful, quality software
provided by our reputable partners. Your support of these software offers
allows us to provide you with FREE access to our services. All offers we
present are 100% optional.

[ <Back || Mext> |[ Cancel ]

7. On the next screen you can uncheck the option to install the optional Hotspot Shield
Community Toolbar. This feature is not needed to run Hotspot Shield.

Hotspot Shield Community Toolbar

The Hotspot Shield Community Toolbar allows you to start Hotspot Shield directly from the Hotspot
Shield Community Toolbar, search the Web, get the weather forecast, chedk your GMail, Hotmail,
Yahoo and POP3 mail accounts and much more.

File Edit Wiew Favorites Tools Help

@Back v -J E @ {;j pSearch *Favuritas @

Address |@ http: {{search, conduit .com ?SearchSource=10Gckd=CT2565516

. v| v ‘g Search - 4+ @ Privacy: ON

[“Jiinciude the Hotspot Shield Toolbar

View software license agreement

If you choose to install this product, you agree to abide by the license agreement, enable auto
updates, enable search from address bar, and set the toolbar search as default.

[ < Back ]I Mext > I[ Cancel ]

8. Additional options will be presented at the next screen. All these features are optional, and

you don't need any of them enabled to run Hotspot Shield.
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Hotspot Shield Private Search Options

The Hotspot Shield Private Search allows you to search the web ‘ n ch or Free

while remaining private and anonymous.

[ set the Hotspot Shield Private Search as my default.
[ set my home page to the Hotspot Shield Private Search page.
[]Enable me to get instant Hotspot Shield privacy and security alerts.

[~ /Eix “page not found” errors.:

[ <gack [ mext> | [ cancal |

9. Select the location on your hard drive where you want Hotspot Shield to be installed. In
most cases you can leave the default values and proceed by clicking Install.

Choose Install Location

Choose the folder in which to install Hotspot Shield 1,55, ‘ AnchorFree

Setup will install Hotspot Shield 1,56 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

m Files\Hotspot

Space required: 12, 1MB
Space availsble: 23.5G8

[ <gack |[ metal | [ cancal |

10. Windows may request additional permissions several times to install different components
of Hotspot Shield. You can safely proceed by clicking Install every time.

@ Hotspot Shield 156 Setup |

‘Windows Security

H
o

Would you like to install this device software?

ﬂ Mame: Hotspot Shield Metwork Service

Publisher: AncherFreeInc

Don't Install

@ You should only install driver software from publishers you trust. How can
decide which device software is safe to install?

[l Always trust software from "AnchorFree Inc”,

< Back Mext > Cancel

R ———
11. When the installation is completed, click Next.
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ICJ Hotspot Shield 1.56 Setup

Installation Complete

N
Setup was completed successfully. @n Ch O]’ F‘TCC

Completed

12. Finally, you can launch Hotspot Shield immediately after installation and you can create an
icon for your desktop. Choose your preferences and click Finish.

1) Hotspot Shield 1.56 Setup

Completing the Hotspot Shield 1.56 Setup

Hotspot Shield 1.56 has been installed on your computer,

Click Finish to dose Setup.

Launch Hotspot Shield

Create Desktop Icon

Hotspot Shield is now installed on your computer.

Connecting to the Hotspot Shield service
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1. Click on the Hotspot Shield Launch icon on your desktop or from the menu Programs >
Hotspot Shield.

d Launch

2. Once you launch Hotspot Shield, a browser window will open with a status page showing
different stages of the connection attempt, such as "Authenticating" and "Assigning IP
address".

[] Hetspot Shield

(&% | [ http:/7127.0.01:895/ config/?action=connect&lan © - C'||:3' Goo;esp] #« | B

O Hotspot Shield

powered by AnchorFree

State: Assigning IP address

Disconnect f

Details |

£ o

3. Once connected, Hotspot Shield will redirect you to a welcome page. Click Start to begin
surfing.

==

&2 ey o fae |

[»
B

WELCOME!
Login anonymously.
Browse all internet content.
Free & Private!

4. Please note that after you click Start, Hotspot Shield may redirect you to an
advertisement page such as the one displayed below. You can close this tab and start
surfing the Web as usual. You can check that you are connected to the Hotspot Shield
service by looking at the green Hotspot Shield icon in your system tray (next to the clock).

1vsHows Music , GAMES

| SHESHERE,

5. To check your connection status, simply right click on the Hotspot Shield system tray icon
and select Properties.

104



Connect/ON
Disconnect/OFF

Properties

Show on restart
Language

About

Disconnecting from the Hotspot Shield service

1. To disconnect from the Hotspot Shield service right click on the system tray icon (see
image above) and select Disconnect/OFF.
2. Hotspot Shield will ask you to confirm this action. Click Disconnect.

. Hotspot Shield

Thenk you for using Hotspotshiel

Are you sure you want to disconnect your private browsing session?

3. A status window will appear confirming you are now disconnected and surfing on your
normal (filtered) connection. Click on the "CONNECT" button to resume circumvention.

] e
] Hotspot Shield
(€ )2 | [ [ nitpy/177.001895/config/action=confim _disc 7 - |G| [# - Google 2| | BB
o Hotspot Shield
powered by AnchorFree
State: Disconnected
Details I
x -
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23 - ALKASIR

Alkasir is an innovative server/client tool facilitating the tracking, analysis, and circumvention of
Web site censorship (filtering). Alkasir is mainly used in the Middle East region but can be used
globally.

It utilizes a dedicated client software and is powered by proxy servers. Its innovative feature is
to keep the list of blocked sites up-to-date by getting semi-automatic updates, and allows
reporting of newly blocked sites through its globally-distributed user community.

GENERAL INFORMATION

. Ry
Supported operating system .-
Localization English and Arabic
Web site https://alkasir.com
Help https://alkasir.com/hel
FAQ https://alkasir.com/faq
Contact https://alkasir.com/contact

HOW DOES ALKASIR WORK?

Alkasir has implemented two innovative and complementary new features. It is designed as a
Web browser (based on Mozilla Firefox) with an embedded pre-configured HTTP proxy, and a self-
learning blocked URLs database.

Bypassing Internet censorship

The innovation is that Alkasir only relies on its blocked URLs database and built-in proxy to
reach blocked URLs. Non-blocked URLs are accessed directly, without proxy requests. Using
HTTP proxy only when it is really needed optimizes bandwidth usage and allows non-blocked Web
pages to be accessed more quickly (since directly-accessed Web pages load quicker).

Keeping the blocked URLs database up-to-date

Any time a user suspects that a URL is blocked, he can report it via the software interface.
Alkasir checks the report thoroughly, then asks that country's moderator (a human person) to
approve that addition to the database (to keep the database relevant and to prevent
undesirable content, such as porn, from entering it).

A single "blocked content unit" (a Web site that is blocked in a certain country) is often
dependent on more than one URL. When Alkasir detects a blocked URL in a certain country, it
checks all the URLs referenced on that page to determine whether any of them are also
blocked. Thus, Alkasir builds its blocked content database through a simple, primitive, one-level
spidering methodology.

Finally, if an Alkasir user fails to load an URL with a direct request (i.e. not through the proxy),
the client notes this and automatically checks to see whether it is a new (not yet in the
database) blocked URL or not, and if it is, adds it automatically.

The database is available at the following address: https://alkasir.com/map.

To summarise, Alkasir's blocked URLs database is continuously fed by all Alkasir users (using
human submissions or automatic reports) and the Alkasir browser relies on this database to
optimize the global tool's reactivity by redirecting only blocked URLs requests through the proxy.

HOW DO | GET ALKASIR?

You can download Alkasir directly from the website or receive it by e-mail.
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Download Alkasir via the website

You can download Alkasir from the official website, https://alkasir.com.

Depending on the operating system and programs you have, you will choose one of the following
versions:

e [f you have Windows Vista or Windows 7 and have Mozilla Firefox installed, you only need
the "Alkasir Installation package" (which requires installation, size: 3 MB).

e If this is not the case, you need to download the "Alkasir Complete Installation package"
(which also requires installation, size: 41.04 MB)

If you are not able or do not want to install Alkasir permanently on the computer you are using
(e.g. a shared computer in an Internet café or library), you can download any of the two USB
versions of Alkasir:

o Alkasir USB package without Mozilla (does not need installation - portable - but needs
Mozilla Firefox; size: 4MB)
o Alkasir USB package with Mozilla browser (does not need installation — portable; size: 12MB)

Please note that both versions require the .Net Framework to be installed, which is pre-installed
on all Windows Vista and Windows 7 operating systems.

Optionally, you can register an account to receive regular updates and news from Alkasir by e-
mail. Updates are released on a regular basis, so you should be sure to get the latest version
from the official website.

Receive Alkasir by e-mail
If the Alkasir website blocked in your country, you can get the installation file from an e-mail

autoresponder. Simply send a blank email to the address get@alkasir.com to request the
installation file as an attachment.

Send Save Mow Discard

To: get@alkasir.com

Add Cc | Add Bee

Subject: (none)
4P Attach a file

Rich formatting »

(empty)

You will receive an e-mail with the software attached and instructions on how to install Alkasir
on your computer.

If you don't receive the software after a few minutes, you may need to add get@alkasir.com to
your contacts whitelist so the e-mail is not considered as spam.

INSTALLATION

Once you have downloaded the installation file, double-click on the software icon.

Organize + Include in library Share with

- Favorites
Ml Desktop

& Downloads %

2| Recent Places

alkasirl_2_0_full
o Libraries

You may get a security warning. Click Run or Accept.
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Welcome to the alkasir 1.2.0 Setup Wizard \/

alkasir.com
B

alkasir 1.2.0457 iz about to be installed. |f you are upgrading an older version of alkaszir, please
UMINSTALL the ald version firstl Thiz installer will guide vou through the steps required to install
alkasir 1.2.0 on your computer.

WARMING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the masimurn extent possible under the law.

Follow the Alkasir installation wizard by clicking the Next button.

) alkasir 120 [ |
lrSelect Installation Folder L'

1.2
allasir.com

The installer will install alkazir 1.2.0 to the following folder.

Ta install in this folder, click "Mest". To install to a different folder, enter it below or click "Browse™.

FEolder:

C:\Program Fileshalkazitalkazir 1.2.0% Browse...

You can change the installation folder (but this is not recommended).
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ﬁ alkasir 1.2.0 [
lr Confirm Installation L'

alkasir.com
B

The installer iz ready to install alkazir 1.2.0 on your computer.

Click "Mext" to start the installation.

Cancel ] [ < Back ] | et >

When ready, click Next.

r 5 1 B
Hyl User Account Control E

O Do you want to allow the following program from an
/" unknown publisher to make changes to this computer?

Program name:  C\Users\INTERN~1\AppData‘Loca.. \alkasirl _2_0.msi

Publisher: Unknown
File origin: Hard drive on this computer
(v) Show details Yes [ No

Change when these notifications appear

b

Validate the security warning shown above by clicking Yes.

12 alkasir 1.2.0 [
Installing alkasir 1.2.0 L'

iz
alkasir.com

alkazir 1.2.0is being installed.

Flease wait...

< Back Mest »
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[ alkasir 120 (=] [t
Installation Complete L'

alkasir.com
B

alkasir 1.2.0 has been successfully installed.

Click "Cloze" to exit.

Flease stay up to date by registering at https://alk azir. com

Cancel < Back

When the installation is finished, click Close.

HOW DO | USE ALKASIR?

Alkasir should start by default whenever Windows is started. Ensure that the software is running
by checking that the Alkasir icon is displayed in your system task bar, near the clock.

Right clicking the icon reveals the configuration menu.

Launch Browser
Open alkasir interface
Report Blocked URLs

Dizable Auto Updating
Options
About
Help
Restart
Exit

Customize...

e Launch Browser
e Open Alkasir interface
e Report blocked URLs

The main Alkasir interface gathers all the features from the software. You can do the following:

start, shut down and restart the software
launch the Alkasir browser

register or login on https://alkasir.com

L]
L]
L]
e get updates for your installed version of Alkasir.
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[ = - = e—— ™
n alkasir » [‘:' =] éj

Report Blocked URLs
List Blocked URLs

Options / Circumvention Settings

— ‘ Report Bugs / Send Feedback |
‘ About

Register

alkasir.com Help [ shut Down

. B . L
alkasir  is a unigue distributed

5 - ; a
client/server implementation B e T memhe

\ developed to track, monitor, B e com
and circumvent censarship of Invite Others to Use alkasir
URLs around the world.
Read more... Blocked URLs: 0 Proxy Status ON
Version: 1.2.0_build_457 your iP: [
1 ISP:
City:

1 Launch Internal Browser Country:

Enter a private proxy code
INITIALIZE BROWSERS Proxy type:  public Enter a private proxy code

[Please close all browsers Internet:  connected
before clicking here] ’ Diagnose ] ’ Scan for changes ” Winimize

First, let's launch the Alkasir browser.

[T gm—

Eile Edit View History Bookmarks Circumvention BrowserTools Help {!r,');

@ Blocked URLs: - = News/Opinion/Activism = % Social/Interaction - &2, Anonymity/circumvention - = Other content = Lo Links -

1 €3 7S L nipsialkasiccomlistingglist=18country=GERMANY &country_code=DERisp=HANSENI [ D»‘ o e [e]

{ List Censored URLs | akasi™ | ionlP.org v1.0 |

About Downloads Censorship Map Contact Documentation FAQ Sponsors
Pol
%m alkasir for Mapping and Circumventing Cyber-Censorship

alkasir.com
Home
Languages List Censored URLs
Al URLs reported as blocked in Germany:
English
* ISPs below refer to the number of ISPs confirmed the blocked status of the
. respective URL
User login

m

Mode: PROXY
| | Report Blocked URLs

Circumvertion active Blocked URLs: |

The browser's graphical user interface is very similar to Mozilla Firefox as it is based on the same
technical framework. Note some specific features:

e a button for complete Arabic localization

e the "Report Blocked URLs" button, to use when you are trying to reach a website that
appears to be blocked. This button is displayed near the address bar and the status bar.

e an Alkasir icon to go to the main interface.

You can also find other menus to integrate your Alkasir browser with your Alkasir account.

It is possible to enable or disable the automatic updates for the software, the proxy list and
blocked sites database.
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If you are arrive at an error page that could indicate a blocked website (such as an Access
Denied or Connection Timeout error), you can submit this URL to the Alkasir database by clicking
the Report Blocked URL button. You can choose to be notified of the moderator's decision about
whether to enter this URL into the database or not (this decision is based on the tool's policy).

Reporting Blocked URLs... [ | B [

NOTE:
PLEASE READ OUR POLICY before reporting
URLs!

Enter URLs, one per line:

Notification of moderators® decision:
) Motify me for the above URLs only.
) Notify me for all URLs | submit.

@) Don't send me any notifications.

EC—

FURTHER INFORMATION

Visit https://alkasir.com for:

e a comprehensive documentation for the software: https://alkasir.com/help
e a list of Frequently Asked Questions: https://alkasir.com/faq
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24 TOR : THE ONION ROUTER

Tor (The Onion Router) is a very sophisticated network of proxy servers.

GENERAL INFORMATION

. g
Supported operating .
Y § -

Localization 13 languages
Web site https://www.torproject.or
Mailinglist: https://lists.torproject.org/cgi-bin/mailman/listinfo/t

FAQ:
https://trac.torproject.org/projects/tor/wiki/TheOnionRouter/TorFAl
IRC: #tor on irc.oftc.net

Support

When you use Tor to access a Web site, your communications are randomly routed through a
network of independent, volunteer proxies. All the traffic between Tor servers (or relays) is
encrypted, and each of the relays knows only the IP address of two other machines - the one
immediately previous to it and the one immediately after it in the chain.

The goal of this is unlinkability. Tor makes it very difficult for:

e your ISP or any other local observer to know what your target Web site is or what
information you are sending

e the target Web site to know who you are (at least, to know your IP address)

e any of the independent relays to know who you are and where you go either by directly
having your IP address or by being able to correlate browsing habits by consistently
observing your traffic.

WHAT DO | NEED TO USE THE TOR NETWORK?

To connect to the Internet through the Tor network and use it for anonymity, privacy, and
circumvention, you need to install the Tor client software on your computer. It is also possible
to run a portable version of the program from a USB flash drive or other external device.

Tor is compatible with most versions of Windows, Mac OS X, and GNU/Linux.

WITH WHAT SOFTWARE IS TOR COMPATIBLE?
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Tor uses a SOCKS proxy interface to connect to applications, so any application that supports
SOCKS (versions 4, 4a and 5) can have its traffic anonymized with Tor, including:

most Web browsers

many instant messaging and IRC clients
SSH clients

e-mail clients.

e o o o

If you installed Tor from the Vidalia Bundle, Tor Browser Bundle or Tor IM Browser Bundle, Tor
will have also configured an HTTP application proxy as a front-end to the Tor network. This will
allow some applications that do not support SOCKS to work with Tor.

If you are mostly interested in using Tor for Web surfing and chatting, you may find it easiest to
use the Tor Browser Bundle or the Tor IM Browser Bundle which will provide you with ready-to-
use pre-configured solutions. The Tor Browser Bundle also includes Torbutton, which improves

privacy protection when using Tor with a Web browser. Both versions of Tor can be downloaded

at https:((www.torpro'ect.org[pro'ects(torbrowser.
ADVANTAGES AND RISKS

Tor can be a very effective tool for circumvention and protecting your identity. Tor's encryption
hides the contents of your communications from your local network operator, and conceals
whom you are communicating with or what Web sites you're viewing. When used properly, it
provides significantly stronger anonymity protection than a single proxy.

But:

e Tor is vulnerable to blocking. Most Tor nodes are listed in a public directory, so it is easy
for network operators to access the list and add the IP addresses of nodes to a filter.
(One way of attempting to get around this kind of blocking is to use one of several Tor
bridges, which are Tor entry nodes not publicly listed, specifically to avoid blocking.)

e Some programs you might use with Tor have problems that can compromise anonymity.
The Tor Browser Bundle comes with a version of Firefox with Torbutton installed.
Torbutton disables some plugins and changes your browser fingerprint so it looks like any
other Torbutton user. Tor will not protect you if you do not configure your appplications to
run through Tor. Some plugins and scripts ignore local proxy settings and can reveal your IP
address.

e If you're not using additional encryption to protect your communications, your data will be
unencrypted once it reaches the last Tor node in the chain (called an exit node). This
means that your data will be potentially visible to the owner of the last Tor node and to
the ISP between that node and your destination Web site.

The developers of Tor have thought a lot about these and other risks and offer three warnings:

1. Tor does not protect you if you do not use it correctly. Read the list of warnings
here: https://www.torproject.org/download/download.html.en#warning and then make sure
to follow the instructions for your platform carefully:
https://www.torproject.org/documentation.html.en#RunningTor

2. Even if you configure and use Tor correctly, there are still potential attacks that could
compromlse Tor's ablllty to protect you:

3. No anonymlty system is perfect these days, and Tor is no exception: you should not rely
solely on the current Tor network if you really need strong anonymity.

USING TOR BROWSER BUNDLE

The Tor Browser Bundle lets you use Tor on Windows, OS X, or GNU/Linux without requiring you
to configure a Web browser. Even better, it's also a portable application that can be run from a
USB flash drive, allowing you to carry it to any computer without installing it on each computer's
hard drive.

DOWNLOADING TOR BROWSER BUNDLE

You can download the Tor Browser Bundle from the torproject.org Web site, either as a single
file or a "split" version that is multiple files. If your Internet connection is slow and unreliable, the
split version may work better than trying to download one very large file.
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If the torproject.org Web site is filtered from where you are, type "tor mirrors" in your favorite
Web search engine; the results will probably include some alternative addresses to download the
Tor Browser Bundle.

Get Tor through e-mail: send an e-mail to gettor@torproject.org with "help" in the message
body, and you will receive instructions on how to have the autoresponder bot send you the Tor
software.

Caution: When you download the Tor Browser Bundle (plain or split versions), you should check
the signatures of the files, especially if you are downloading the files from a mirror site. This step
ensures that the files have not been tampered with. To learn more about signature files and how

to check them, read https://www.torproject.org/docs/verifying-signatures.

You can download the GnuPG software that you will need to check the signature here:
http://www.gnupg.org/download/index.en.html#auto-ref-2.

The instructions below refer to installing Tor Browser on Microsoft Windows. If you are using a
different operating system, refer to the Tor Web site for download links and instructions.

Installing from a single file
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1. In your Web browser, enter the download URL for Tor Browser:
https://www.torproject.org/projects/torbrowser

%
Dote Bewrbeiten @nsicht Cheomik Lesessichen Egras bite
S @ X A (& MepsiAwwwiorpojectory/projects/torbrawser 2 - |29~ Googte £l 5y
# Ente Scheitie 3, ichicn (1000-) [ (Unbenannt] ¢ Tor Project Anorymit.. &) Google Dbersetzer
| & Tor Browser Bundie. |+ |-
T § Home  AboutTor  Documentation  Projects  Press  Blog  Store
HOME » FROJECTS » TORBROWSER
Tor Browser Bundle
¥ Softwaro & Servicos
=T The Tor software protects you by bouncing your communications around a ditributed netnork of olays run by volunteers
il sround the workd: t presents 3omebody watching your Intemat connection from leaming what sites you s, it preverts
_ the sites you visit from leaming your physical location, and i lets you access sites which are blocked,
Vi The Tor Browser Bundle lats you uss Tor on Windows, Mac O X, or Lints without needing to install any software. t can
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Download Tor Browser Bundle and Tor IM Browser Bundle
To start using the Tor Browser Bundle or Tor IM Browser Bundle, download the file for your preferred language. This file can
be saved wherever is comvenient. e g the Desktop or a USB flash drive

[f you have an unreliable Intemet connection, it may be easier for you to download the bundle edition which is sglit up into
smaller parts. -

Tor Browser Bundle for Windows with Firefox (version 1.3.17, 16 MB)

» English (en-US} (sianature)
® a0 (ar) (gignature)

- - (de)
s Espafiol (8s-FS zﬂ']'ﬂ]
. (signature)

» Frangais (F) (signature)
laliano {1} {signature)
Haderdands (nl} (signature
Palish (pl) (sianzture)

® Podugués (pi-PT) (signature)
Pyccanii (ru) (sianature)

» Vietnamese (vi) (slanature)
* BEET (zh CH) (sianature)

Tor IM Browser Bundle for Windows with Firefox and Pidgin {version 1.3.17, 25 MB)

* English (sn-US} (sianature)

w a0 (ar) (slgnature)

= Dgy {de) {signaturs)

» Espafiol (esES) (slgnature)

» Frangsis (f) (signsture)

. o Gt} " =

Fertig

3. Double-click the .exe file that you have now downloaded. A "7-Zip self-extracting archive"

window appears.

1-Zip self-extracting archive

Extract to:

C:ADocuments and SettingshDesktoph

[: Extract I
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https://www.torproject.org/projects/torbrowser

1. Choose a folder into which you want to extract the files and click Extract.

Note: you can choose to extract the files directly onto a USB flash drive if you want to
use Tor Browser on different computers (for instance on public computers in Internet
cafés).

2. When the extraction is completed, open the folder and check that the contents match the
image below:

File Edit View

To clean up, delete the .exe file you originally downloaded.

Installing from split files
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1. In your Web browser, enter the URL for the split version of the Tor Browser Bundle
(https://www.torproject.org/projects/torbrowser-split.html.en), then click the link for your
language to get to a page that looks like the one for English below:

@ Index of /torbrow
File Edit View History Bookmarks Tools Help =i London: Fri 03:19 = Amsterdam: Fri 04:|
@ = ¢ @ !dl https:/iwww torproject.orgitorbrowser/dist/tor-browser-1.1.4_e

Index of /torbrowser/dist/tor-bro

Name Last modified Size Description
3 Parent Directory -
signatures/ 13-0ct-2008 13:49 -
tor-browser-1.1.4 en-US_split.part0l.exe 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part02.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part@3.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®d.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part@5.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part06.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part07.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part08.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part09.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.partl®.rar 13-0ct-2008 13:49 1.4M

2. Click each file to download it (one ending in .exe and nine others ending in .rar), one after
the other, and save them all in one folder on your hard drive.

3. Double-click the first part (the file whose name ends in .exe). This runs a program to
gather all the parts together.

"Split installer for Tor Browser Bundle" src="static/CircumventionTools-
InstallingTor-tor_winrar_2-en.png" height="384" width="562">
4. Choose a folder where you want to install the files, and click Install. The program displays
progress messages while it's running, and then quits.
5. When the extraction is completed, open the folder and check that the contents match the
image below:

File Edit Wiew Fa

" | oFirsfoxPortatle
;s Start Tor Browser

6. To clean up, delete all the files you originally downloaded.

USING TOR BROWSER

Before you start:

e Close Tor. If Tor is already installed on your computer, make sure it is not currently
running.

Launch the Tor Browser:

In the Tor Browser folder, double-click Start Tor Browser. The Tor control panel (Vidalia) opens
and Tor starts to connect to the Tor network.
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¢ Vidalia Control Panel

Status

Connecting to the Tor network

Vidalia Shorkcuts

2900
Stop Tor Setup Relaying

Wiews the Metwork ' Use a Mew Identity

! Bandwidth Graph 9 Help 3 About

EJ Message Log K Settings m Exit
| Show this window on startup

When a connection is established, Firefox automatically connects to the TorCheck page and then

confirms that your browser is configured to use Tor. This may take some time, depending on the
quality of your Internet connection.

File Edit View History Bookmarks Tools Help

@E' c \f https://checktorproject.org/?lang=en-1 W

£ Most Visited | | Learn more about Tor | | The Tor Blog

L

__| Are you using Tor? | +

Congratulations. Your browser is configured to
use Tor.

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the
Internet anonymously.

Addivional informacion:
Your IF addzess appeazs ®o be: $1.121.170.32
This =mall seripe is powered by ordnsel
You may alse be i in the Tor Bulk Exit List Exportes

This server does not log any information about visitors.

This page i= alsc available in the following languages:
3] Bussmese Zesiy dans Endmyssé (Ellimiba) Emglish espafis]l Eseasian Faesi sussi frangais

b jerlands polski Portugués Portuguss do Brasil romdni Pyoowmct (Russkiil
Thai Tiskee prpaimessa (ukradine'ia) Viemmamese 3 ()

i@ TorEnabled

If you are connected to the Tor network, a green onion icon appears in the system tray on the
lower-right-hand corner of your screen:

FaknER® T

BROWSING THE WEB USING TOR BROWSER

Try viewing a few Web sites, and see if they are working. The sites are likely to load more slowly
than usual because your connection is being routed through several relays.
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IF THIS DOES NOT WORK

If the onion in the Vidalia Control Panel never turns green or if Firefox opened, but displayed a
page saying "Sorry. You are not using Tor", as in the image below, then you are not using Tor.

" 1 Are you using Tor? - Mozilla Firefox
Fie Edt Wew Hstory Bochmerks Took  Help

- lé‘l i‘ & hitps:jjchecs torproject.c 3 v e ([C]= 4

b oot Tor || Tor hidden wiki [ TorCheck at kencbite....
Sorry. You are not using Tor.

I you are attempting to use a Tor chient, please refer to the Tor website and specifically

the instructions for configuring yeur Tor chent

Addinienal Ingermanlon
Fouz TP addy Be: 76.15.28.92

¥ou may alws ba b

Thir

M

ar net log amy infermation abaut viwitore,

emj==] B LN JCA==] - =]~ |

Dane: check.torproject.org @ Tor Disabled

If you see this message, close Firefox and Tor Browser and then repeat the steps above. You
can perform this check to ensure that you are using Tor at any time by going to

https://check.torproject.org/.

If Tor Browser doesn't work after two or three tries, Tor may be partly blocked by your ISP and
you should try using the bridge feature of Tor - see the section below on "Using Tor with
Bridges".

USING TOR IM BROWSER BUNDLE

The Tor IM Browser Bundle is similar to the Tor Browser Bundle, but includes
access to the Pidgin multi-protocol instant messaging client, so you can chat
encrypted over your favourite instant messenger protocol such as ICQ, MSN
Messenger, Yahoo! Messenger or QQ which may be filtered.

You can learn more about Pidgin here: http://www.pidgin.im

DOWNLOAD TOR IM BROWSER BUNDLE

You can download the Tor IM Browser Bundle directly from the Tor Web site

at https://www.torproject.org/projects/torbrowser
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@

File Edit View History Bookmarks Tools Help Zis London: Fri 03:13 = Amsterdam:

@ - ¢ @ https:/f'www torproject.orgltorbrowser/

Tor IM Browser Bundle for Windows with Firefox
and Pidgin (version 1.1.4, 20 MB)

« English (en-US) (signature)

* iyl (ar) (signature)

Deutsch (de) (signature)

» Espariol (es-ES) (signature)
e . Ji(fa-IR) (signature)

e Francais (fr) (signature)

* Nederlands (nl) (signature)

* Portugués (pt-PT) (signature)
* Pycckuit (ru) (signature)

» EHFSF (zh-CN) (signature)

See our instructions on how to verify package signatures, which

allows you to make sure you've downloaded the file we intended you

If your Internet connection is slow or unreliable, you can also get a split up version on the

torproject.org Web site at https://www.torproject.org/projects/torbrowser-split.html.en.

i Index of /torbrows]
File Edit ¥iew History Bookmarks Tools Help ala London: Fri 03:18 = Amsterdam: Fri 04€|

@ = & ﬁ https:iiwww torproject.orgltorbrowser/dist/tor-im-browser-1. 1.

Index of /torbrowser/dist/tor-im-

Name Last modified Size Description

43 Parent Directory

signatures/ 15-0ct-2008 15:54
tor-im-browser-1.1.4_en-US_split.part®l.exe 13-0ct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-US_split.part0?.rar 13-0ct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-US_split.part@3.rar 13-0ct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-US_split.part@d.rar 13-0ct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-US_split.part@5.rar 13-0ct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-US_split.part@6.rar 13-0ct-2008 13:54 1.4M

m tor-im-hrowser-1 1 4 en-lIS enlit nartA7 rar 13-0rt-2AA8 1354 1 4M

AUTO-EXTRACT THE ARCHIVE

To get started, double-click the .exe file you have downloaded.

You should see the window below:

1-Zip self-extracting archive

Extract to:

C:ADocuments and Settings\Desktoph,

e Choose a folder into which you want to extract the files. If you are not sure leave the

default value untouched. Then click Extract.
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Note: you can choose to extract the files directly onto a USB flash drive if you want
to use Tor Browser on different computers (for instance on public computers in
Internet cafés).

e When the extraction is completed, open the newly-created folder and check that it looks
like the image below (note the PidginPortable folder):

& Tor IM Browser

Fle Edt Wwiew Favar 2 g
App

| I FirefoxPortable
|7 PidginPartable
(s Start Tor Browser

e You can now safely delete the .exe file you originally downloaded (or the several .rar and
.exe files if you used the split version).

USING TOR IM BROWSER BUNDLE

Before you start:

o Close Firefox. If the Firefox browser is installed on your computer, make sure it is not
currently running.

e Close Tor. If Tor is already installed on your computer, make sure it is not currently
running.

Launch Tor IM Browser:

e In the Tor Browser folder, double-click Start Tor Browser. The Tor control panel (Vidalia)
opens and Tor connects to the Tor network.

¢ Vidalia Control Panel

- Status

Connecting to the Tor network

- Widalia Shortcuts

Stop Tor = Setup Relaying

Wiews the Metwork ‘ Use a Mew Identity

Bandwidth Graph Q Help 8 About

Message Log ){; Settings m Exit
| Show this window on startup

When a connection is established:

e A Firefox browser window pops up and connects to the TorCheck page, which should show
a green onion that confirms you that your browser is configured to use Tor.
e A Pidgin assistant window (below) pops up inviting you to set up your IM account on Pidgin.
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| Ars o sslng Tae? - Mazilla Fiaefux

Be B e Moy Bodweds Jook el

Bl R e T ———— L] G-

b bt Tor || Tor icken vkt [ Torchuch. o Harcer...

\whedrzme b Fickgnt
Tenhave re M e e te st comecting i
Feige e 100 bk 0 figne v et

Trarufartig data From chack. torpecact. org... | T —

You will also see the Tor icon (a green onion if you are connected) and a Pidgin icon appear in the
system tray on the lower right corner of your screen:

SET UP YOUR IM ACCOUNT IN PIDGIN

You can set up your IM account in the Pidgin window. Pidgin is compatible with most major IM
services (AIM, MSN, Yahoo!, Google Talk, Jabber, XMPP, ICQ and others):

IF THIS DOES NOT WORK
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1 Are you using Tor? - Mozilla Firefox
Fle Edt Mew Hgtory Bockmerks Tosk Help

- - @ i‘ & hetps:jjchedk torproject.c PR E]'. ey

& Bbout Tor || Tor hidden widi [ TorCheck at Xencbite..

Sorry. You are not using Tor.

I you are attempting to use a Tor chent, please refer to the Tor website and specifically
the mstructions for configuring your Tor chient

AddIional ingarmanLan
TFouz IP addeess appeacs wo be: 76152852
This emall scripe bs powsred by Tordnssl

¥au may ales ba inazested dn the Tor Bulk Dzse Lise Expozeas

Thir wezver doaw net log amp information absat visitare,

EEE DI (C] e DN =l B0

Done check.torpraject.org @ Tor Disabled

If the onion in the Vidalia Control Panel doesn't turn green or if Firefox opens, but displays a page
saying "Sorry. You are not using Tor", then you should:

e Exit Vidalia and Pidgin (see below for details).
e Relaunch Tor IM Browser following the steps above ("Using Tor IM Browser Bundle").

If Tor Browser still doesn't work after two or three tries, Tor may be partly blocked by your ISP.
Refer to the "Using Tor with Bridges" section below to use the bridge feature of Tor.

EXIT TOR IM BROWSER

To exit the Tor IM Browser you need to:

e Exit Vidalia by right-clicking on the onion icon in your tray bar and choosing Exit in the
Vidalia contextual menu.

| @) Stop Tor

B Bardwidth Graph

e Exit Pidgin by right-clicking on the Pidgin icon in your tray bar and choosing Quit in the
Pidgin contextual menu.

When the Vidalia onion icon and the Pidgin icon have disappeared from the Windows system tray
in the lower-right-hand corner of your screen, Tor IM Browser is closed.
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USING TOR WITH BRIDGES

If you suspect your access to the Tor network is being blocked, you may want to use the bridge
feature of Tor. The bridge feature was created specifically to help people use Tor from places
where access to the Tor network is blocked. You must already have successfully downloaded
and installed the Tor software to use a bridge.

WHAT IS A BRIDGE?

Bridge relays (or bridges for short) are Tor relays that aren't listed in the main public Tor
directory. This is a deliberate measure to stop these relays from being blocked. Even if your ISP
is filtering connections to all the publicly known Tor relays, it may not be able to block all the
bridges.

WHERE DO | FIND BRIDGES?

To use a bridge, you need to locate one and add its information in your network settings. A

simple way to get a few bridges is by simply accessing https://bridges.torproject.org/ with your
Web browser. If that Web site is blocked or you need more bridges, send an e-mail from a Gmail

account to bridges@torproject.org with "get bridges" (without the quotemarks) in the body of the
message.

.
‘ M I' [ Search Mail ][ Search the Web ]

Compose Mail

l Send ][ Save Maow ][ Discard ]

[nbox To:
Starred 1% bridges@torproject.org
Chats &2
Sent Mail
Drafts

All Mail
Spam

rash B‘Igf'TT'TI']bVEEE

Contacts

Add Cc | Add Bee
Subject:
/7 Attach a file

=

get bridges
¥ Chat

Search, add, or invit

Almost instantly, you will receive a reply that includes information about a few bridges:

CMM.com Recently Published/Updated - 3 million bilked in pyramid schemes, Colomb

« Back to Search Results | Report Spam | | Delete | |More Actions ¥

Re: [no subject] mbex|x
3¢ bridges@torproject.org to me Feb 4

[This is an automated message; please do not reply.]
Here are your bridge relays:

bridge 124.21.104.134:443 dd54d2e1d00641433b5aa658a77cde8574a73253
bridge 151.203.56.243:9001 f645794295945e854a95e05d969¢56 1ag06ecdcf
bridge 89.136.148.225:443 45797ff8aa4205b845061e676281ff7e5e666821

Bridge relays (or "bridges" for short) are Tor relays that aren't listed
in the main directory. Since there is no complete public list of them,
even if your ISP is filtering connections to all the known Tor relays,
they probably won't be able to block all the bridges.

To use the above lines, go to Vidalia's Network settings page, and click
"My ISP blocks connections to the Tor network". Then add each bridge
address one at a time.

Configuring more than one bridge address will make your Tor connection
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Important Notes:

1. You must use a Gmail account to send the request. If torproject.org accepted requests
from other mail accounts, an attacker could easily create a lot of email addresses and
quickly learn about all the bridges. If you do not have a Gmail account already, creating one
takes only a few minutes.

2. If you are on a slow Internet connection you can use the URL
https://mail.google.com/mail/h/ for a direct access to the basic HTML version of Gmail.

TURN ON BRIDGING AND ENTER BRIDGE INFORMATION

After you get addresses for some bridge relays, you must configure Tor with whatever bridge
address you intend to use:
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1. Open the Tor control panel (Vidalia).

2. Click Settings. A Settings window opens.

PS

General

S

Sharing Services  Appearance  Advanced

|:| I use a proxy to access the Internet
|| My firewall only lets me connect ko certain porks

|| My ISP blocks connections ta the Tor network

3. Click Network.

4. Select "My Firewall only lets me connect to certain ports" and "My ISP blocks connections
to the Tor network".

5. Enter the bridge URL information you received by e-mail in the "Add a Bridge" field.

6. Click the green + on the right side of the "Add a Bridge" field. The URL is added to the box
below.

| My [2F blocks conrections to the Tor netwerk.
Evidge Settings
Add & Bridge:

|

[124.20.204. |

[0

7. Click OK at the bottom of the window to validate your new settings.

#dd & Bridge: o i 1 Fined & brickas?

124,21,104.134:443 DOSA0E 1 DO0GH L 4 TECAMEEEATT CDEAST4ATIZST

e ) (%)

8. In the Tor control panel, stop and restart Tor to use your new settings.

Note:
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Add as many bridge addresses as you can. Additional bridges increase reliability. One bridge is
enough to reach the Tor network, however if you have only one bridge and it gets blocked or
stops operating, you will be cut off from the Tor network until you add new bridges.

To add more bridges in your network settings, repeat the steps above with the information on
the additional bridges that you got from the bridges@torproject.org e-mail message.
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25. jonpo

JonDo started as a German university project called Java Anon Proxy (JAP) and has become a
robust anonymity tool that, like Tor, sends traffic through several independent servers.

Unlike Tor, however, the JonDo network mixes servers run by volunteers with others maintained
by a parent company. The arrangement gives users a choice of speeds: 30-50 kBit/s (about the
speed of an analog modem connection) for free, >600 kBit/s for a fee. For a more detailed
comparison and price list, see: https://anonymous-proxy-servers.net/en/payment.html

GENERAL INFORMATION

Supported operating 2 .-
system ‘ .-

Localization English, German, Czech, Dutch, French and Russian
Web site https://www.jondos.de

Forum: https://anonymous-proxy-servers.net/forum
Support Wiki: https://anonymous-proxy-servers.net/wiki

Contact form: https://anonymous-proxy-servers.net/bin/contact.pl?

INSTALLATION

To use the JonDo network, called JonDonym, you'll need to download the JonDo client for your
operating system from https://www.jondos.de/en/download. Versions are available for Linux
(about 9 MB), Mac OS X (about 17 MB) and Windows (about 35 MB).

Once you have download the client, install it as you would any software for your platform. You
may be asked if you wish to install it on your PC or if you wish to create a portable version. For

our example, we will assume you are installing JonDo on a PC.

Windows users also may be invited to install the JonDoFox web browser, discussed below.
CONFIGURATION AND USAGE

When you first start JonDo, you can choose the language you want displayed.

Installation assistant : x|

‘Welcome to JAPLonDo! JAPLonDo protects you from being observed while surling the
WWW, e.g. against providers, web site operators and even the anonymizer service itself.

This assistant should help you to make your first steps with JAP/JonDo. You may control
the JAP/onD o user Interface while the assistant is shown. To do so, you may need to
mave the assistant's window:

Language English -

Deutsch
Cestina
Nederlands
Francais

VCCHMA

Next, you can choose the level of detail you wish to see when using the service. Inexperienced
users should choose "Simplified view".
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You may use JAPUonDo either in a simplified view that only contains the most
frequently used contral elements, or in an extended view that gives you full control over
the program. The simplified view is recorr for unex ced users.

® Simplified view
) Extended view

<Previous | Next> || Ccancel

On the next screen, the Installation assistant asks you to choose the Web browser that you
want to use the JonDo proxy tool. Click on the name of your browser, and follow the instructions.

Installation assistant 5[

MNow you have to register JAPJonDo in EACH of your browsers as a so-called "proxy”
Hint JAPfJonDa does only support passive FTP, that means no uploads. \We
recommend to even set proxy settings on JAPUonDo that JAP/JonDo does not support,
1o avold an accidental deanonymisation.

b Internet Explorer HTTP(S) Hostname : HTTP(S) Port
P Mozilla Fir efox (recommended) localhost : 4001
» SeaMonkey
» Opera FTP Hostname : FTP Port
» Honqueror localhost : 4001
b Safari
P Other browsers
=< Previous l Next > || Cancel

Once that is completed, JonDo asks you to test your configuration. In the control panel, switch
anonymity to Off and then try opening a Web site with the browser you have just configured.

i3 JAP / JonDo - |01 x|
Jmﬂﬁa PRIVACY NEEDS RN 0
Services: | 9 SpeedPartner-ULD | - | @ | Details |
vty Anonymity Anonymity
Number of users: 4 d:::rt?:ytued 4 on
Traffic: 1 - @) Off
Remaining credit: FErrr
Encrypted data transferred: 0 Byte Activity: [ [ [ [ [

@Visit our internet pages! {Click here)

| H || i || Help || Assistant || Config || Exit |

If JonDo shows you a warning and you have to choose "Yes" to view the Web site, everything is
configured properly and you can select "The warning is shown. Websurfing is possible after
confirmation”. If any other description applies to you, choose it and the Installation assistant will
give you more information on how to solve the problem.
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Please switch anonymity to “Off* in the JAPUonDao main window now and after that,
request a web site with your browser. JAPIJonDo should now display a wamning and
preventyou from surfing until you have chosen "Remember answer and have
confirmed with *Yes®.

) JAP/JonDo shows no warning and surfing is not possible

) No warning from JAP/JonDo. Websites are being loaded normally

7 JAP/JonDo shows the warning but websurfing is not pessible

' The JAPLJonDo warning is shown in the browser window only (not in an info-box)
() The warning is shown. Websurfing is possible after confirmation

= Previous I MNext > ” Cancel

Now take the second step to insure a proper configuration: Switch anonymity to "On" in the
control panel and open a random Web site with the browser you have configured.

R JAP / JonDo ] 1
Jmﬂﬁﬂ PRIVACY NEEDS ZWUXNEYIING AP
Services: | @ SpeedPartner-ULD I~ ® | Details |
Anomamy - 0K o high Anonymity
. ¢ g
Number of users: 1120 < il i, @ on
Traffic: EEEE - | |©or
Remaining credit: FErrr
Encrypted data transferred: 102.8 KByte Activity: B[ [ [
@Visit our internet pages! {Click here)
| H | | i | | Help | | Assistant | | Config | | Exit |

If the Web site loads, everything is fine and you can dlick "Connection established, websurfing is
fine". If another description applies to you choose that one and the Installation assistant will help
you solve the problem.

nstallation assistant __________________ x|

‘four browser is now configured properly for JAPAonDo usage,
Newt, switch anonymity in the JAPIJonDo main window to "On". Surf a little bit on the web
to test the connection to the ananymizer service.

O C cting to i ice not possibl

) Connection established but websurfing is not possible
) Connection established but websurfing is too slow

®C cti i q is fine

| < Previous I Next > | Cancel |

We're almost done. You have successfully configured your browser to connect through the JonDo
network. Now, you should also configure your browser so that it doesn't accidentally leak any
information. Click on the name of your browser to start the process.
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Installation assistant =l

Your connection to the anonymizer service is ready. You should now canfigure your
brawser in away it does not leave any "traces”, in paricular that is does not execute
active content (Java, JavaScript, ActiveX, Flash,..). Otherwise it might be possihle to
revake your anonymity via "hackdoars”.

P Internet Explorer
P Mozilla Firefox
} Sea Monkey

} Opera

» Konqueror

P Safari

P Other browsers

< Previous I Next > || Cancel |

If the standard JonDo servers are already blocked in your country, you should try the anti-
censorship option. Click "Config" in the control panel and select the Network tab. Click on
"Connect to other JAP/JonDo users in order to reach the anonymization service". Read the
warning and confirm by clicking "Yes".

i Settings =

Circurmvention of internet censorship and filtering

Userinterface

e
N:"S;T ] Connect to other JAPJonDo users in order to reach the anonymisation service.
e | T x

Semvices -l

‘z’ You only need this function if your provider blocks A

access to our services. The connection through .
antl-censorship |5 very slow and partially unstable, ed!).
Moreover, it will be more difficultto connect.

Would you like to activate anfi-censorship now?

(1o ][ ves |

“Ho=T

To make sure you configured your browser correctly, you can point it to http://what-is-my-ip-

address.anonymous-proxy-servers.net which will tell you if there is any problem.
JONDOFOX

For additional security, the JonDoNym team offers a modified Firefox Web browser called
JonDoFox. Similar to the Tor browser bundle, it prevents leaking additional information while using
the anonymization tool.

You can download the tool at https://anonymous-proxy-servers.net/en/jondofox.html.
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26 - YOUR-FREEDOM

Your-Freedom is a commercial proxy tool that also offers a free (though slower) service.

The software is available for Microsoft Windows, Linux and Mac OS and connects you to a
network of about 30 servers across ten countries. Your-Freedom also offers advanced services

like OpenVPN and SOCKS, making it a relatively sophisticated tool to bypass Internet censorship.

GENERAL INFORMATION

Supported 2 .-
operating system ‘ .-

Localization 20 languages

Web site https://www.your-freedom.net

Forum: https://www.your-freedom.net/index.php?id=2
Support User guide: https://www.your-freedom.net/ems-
dist/Your%20Freedom%20User%20Guide.pdf

PREPARING THE USE OF YOUR-FREEDOM

First, download the tool for free from https://www.your-freedom.net/index.php?id=downloads. If

you already have Java installed, you can download the small version which is about 2 MB. To
check whether Java is installed, visit http://www.java.com/en/download/testjava.jsp. If you don't
have Java installed, download the full installer, which is about 12 MB. All files are also available

from http://mediafire.com/yourfreedom.

If you live in a country where the government censors access to the Internet, Your-Freedom
may work for you with the Sesawe account (username: sesawe, password: sesawe). If that
doesn't work you have to register for a account. To get started, register a free account on the
Web site https://www.your-freedom.net/index.php?id=170&L=0.

OPENS

Click the "First visit? Click here to register" link below the two login fields.

O USER REGISTRATION

“fou need to create a user account to use the Your Freedom client and to access same parts
of this web site, The only itermns strictly required are: a username, a password, and a valid
email address, Please do not uze seh?-destrol,ling ermail addreszes; vou might not receive
iterns vou've bought if you do. Also, we will treat your details strictly confidential and will
never pass your email address to anyone -- no SPAM, guaranteed!

Username: Icship
Password: I-uu
Repeat password: I-uu

Erail address: Ifreerk@gmx.net
I have read the Acceptable Uze I3
Folicy:

On the next page, enter the required information. Only a username, password, and e-mail
address are needed. Other information is optional.
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O USER REGISTRATION

our account has now been created, but it has not been enabled yet. Please check your
ernail box for an email from us containing instructions how to enable it

Unfortunately, email delivery iz rarely immediate in today's world, Mecessary anti-SPAM
rneasures delay or hinder email delivery; it rmay well take several hours until vou receive
our email, especially if vou are with a big email provider sporting a capital ¥ and a bang
sign, If you encounter A:TiFFiculties enabling your account, just send an ermail to
support@your-freedam. net frarm the ernail address you have registered with and tell us the
username you have chosen, we'll enable vour account manually then,

You'll see a message that your registration is almost complete and within a few seconds, you
should receive an e-mail at the address you provided.

Dear Your Freedom user,

someone (likely you) has registered an account with us on
our wekh page, wyw.yvour—freedom.net, using your email
address. If it wasn't you or this was in error, please
disregard this email, we will not contact you again.

¥our account "cship®™ has not been enabled yert.
To do this now, please copy the following link into your web
browser (or click on it if you can):

http://www. your—freedom. net/ index.php?id=171fusername=cship&auth=bacScioc

Click the second link (the longer one) to confirm your registration.

0 ACCOUNT ACTIVATION

Thank you very much! Your email address has been verified and your account has now been
enabled, vou may now log in on the web page, and your newly activated account will be
ready for uze with the Your Freedom client application in a few minutes, From now an,
please use the passwaord you've chosen when you created vour accout, you don't need the
autharization code anyrnore,

When you see the "Thank you" screen, your account has been activated.

INSTALLATION

The following instructions and screenshots have been captured under Windows, but all the steps
and settings are very similar for other operating systems.

Now you are ready to install Your-Freedom.

W Favorites
Bl Desktop
& Downloads

1= Recent Places

) freedom-2011022
= Libraries 3-01

@ Documents

Click on the downloaded file. The file name may vary as new versions are released on a regular
basis.

gB Your Freedom 20110223-01 - Excelsior Installer |

- I d

to Excel for Your Fi

20110223-01

Excelsior Installer will guide you through installation of the
software on your computer. To proceed, dick Next.

<Back || MNext> | [ Cancel




Click Next in the first screen.

-
gﬁ Your Freedom 20110223-01 - Excelsior Installer L= =]

Installation type
Choose installation type

Install this application for:

() Current user only

(@ Anyone who uses this computer

r [tk Jiein ) o )

In the next screen you can choose if the program should be usable only for your account only or
for all users of your computer (common). Then click Next.

{gﬁ Your Freedom 20110223-01 - Excelsior Installer
i

Destination folder
Select destination folder

The installer will install Your Freedom 20110223-01 components to the following folder.
To install to this folder, dick Mext.

To install to a different folder, dick Browse and choose another folder,

Destination folder

C:\Program Files\Your Freedom

Space required on C: 35556 K
Space available on C: 25418952 K

[ <Back || Next> |[ Cancel ]

Choose the directory for installing Your-Freedom. Most users should accept the default selection.
Click Next.
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P:ﬁ Your Freedom 20110223-01 - Excelsior Installer L= =]
(|

Program folder
Select program folder

/

The installer will add program icons to the program folder listed below. You may type a new
folder name or select one from the list of existing folders. To continue, dick Next.

Your Freedom

7-Zip -
Accessories

[l Administrative Tools

FileZilla =
Games

Gimp Pack Mode

Irfanview

| Maintenance

Mozilla Firefox i

== Ceme ) (o)

On the next screen of the installer you can alter the name which will be used in the program
folder. You can leave the default untouched and click Next.

~
gﬁ Your Freedom 20110223-01 - Excelsior Installer

(| Shortcut icons
Select shortcuts you want to create

Create shortcut icons in the following locations:

Desktop

<Back || Next> |[ Cancel ]

Choose whether you want to create an icon on the desktop. Click Next again.

Here you can see a summary of the decisions you made. Confirm them by clicking Next, or go
back if anything needs changing.
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- ™
Your Freedom 20110223-01 - Excelsior Insl:llle‘ [ R
.

|| start installation
Wiew current settings

The installer is ready to install Your Freedom 20110223-01 on your computer, Click Next to
begin the installation or Back to change the current settings listed below.

Current settings:

Destination folder -
C:\Program Files\Your Freedom

Program folder
‘Your Freedom

Create shortcuts on the desktop

| Install [ <Back [ Hext> | [ cancel |

Now the installation takes place. This may take a few minutes, depending on your PC.

T
Your Freedom 20110223-01 - Excelsior Insl:llle‘ [ =
-

|| Installing

The installer will copy components of Your Freedom 20110223-01 to your computer, Please
wait while all components are copied...

Extracting file: C:\Program Files\Your Freedom'freedom.exe

Overall progress:

P —

I
I‘ mnstal [ <Bak | met> | [canesl ]
¢ Freedom 2011022301 - Excelsior Installer -

A

Installation completed

‘Your Freedom 20110223-01 has been successfully
installed on your computer. Click Finish to complete setup.

Start Your Freedom

I | < Back || Finish | | Cancel |

Finally the installation is ready. Quit the installation program by clicking Finish.

SETUP

137



Your-Freedom will start automatically. When you later want to start it manually click on the
Your-Freedom icon (the door) on your desktop.

When you first start Your-Freedom you need to configure it.

rlél Please select your language I L=l =
‘ Bahasa Indonesia | | Dansk | | Deutsch | | English (UK) ‘ ‘ English (US) | | Espafiol |
‘ Frangais | | Hrvatski | | Italiano | | Magyar ‘ ‘ Nederlands | | Portugués |
‘ Romani | | Tiéng Viét | | Turkge | | Pycckuit ‘ ‘ Al | | Ing |
| B3 | exem |

L =

The first step is to choose your language. Click on the language you want. You will be able to
change the settings later.

f ———
|£:| Your Freedom - Configuration Wizard ’ ' L= 1=

Welcome!

This wizard will guide you through the basic configuration. We will gather information whether or not you need to use a
proxy server and whether or not you need a username and a password on this proxy server. Then we will find a Freedom
server in your vicinity that you can use and set up your account details.

Click on the Next button to continue.

Cancel | Next

Right after the first start you will see the configuration wizard. Click Next.

-
|£:| Your Freedom - Configuration Wizard |

Proxy Server

At first we need to figure out if you are using a web proxy to view WV pages. This information can be obtained from
the web browser's configuration.

@ Internet Explorer: "Extras”, "Internet Options". Choose the "Connections" tab. If you are using the LAN
connection, click on the " Settings” button on the bottom right, otherwise choose your dialup connection and
click on the "Settings" button next to it. Find the "Proxy Server" dialog box and click on the "Advanced" button.

A window will pop up, showing your current proxy settings.
- Mozilla: "Tools", "Options”, "Advanced" tab, "Network"” sub-tab, "Connection™ panel, click on " Settings".

If you are not using a web proxy, or if you can't figure out how to use it, leave the fields empty.

Proxy Address |

Port |

(| Tryto auto-detect

Back Cancel | Next |

|
In the Proxy Server dialog the program will auto-detect the information of a proxy server you

can use. Click Next.
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-
|£| Your Freedom - Configuration Wizard I L= =

Select protocols

Choose the protocols you would like to try. If you are unsure, try them all. This is useful if you would like to avoid a
protocol because you already know that it doesn't work.

[xI

HTTPS
Try non-HTTPS ports (no proxy)
HTTP

[xI

FTP

[=]

upp

|

CGl relays

=
&l

| Back | Cancel | Next |

In the Select Protocols dialog you should keep the default values and proceed by clicking Next.

I | wi=

Looking for Freedom Servers

| will now try to locate Freedom servers near you. Please stand by...

109 searches scheduled, 18 still running
b Found 85 ways to connect
Verifying FTP reachability

| Back | Cancel | Again | Next |

Now the Your-Freedom configuration wizard will make several tests to find available servers and
check your type of connection and filtering. This may take some minutes.

You may get an warning from your firewall (here, for example the one from Windows 7). You can
allow access to Your-Freedom.

-
|£:| Your Freed ﬂ Windows Security Alert |£| —

Lookit @ Windows Firewall has blocked some features of this program

| will now try|

Windows Firewall has blocked some features of Your Freedom dient software on all public and

private networks.

Il . MName: our Freedom dient software
Publisher: resolution Reichert Network Solutions GmbH

Path: C:\program files\your freedom\freedom.exe

Allow Your Freedom dient software to communicate on these networks:
[ Private networks, such as my home or work network

[#]Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)

What are the risks of allowing a program through a firewall?

Allow access ] [ Cancel
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-
| £| Your Freedom - Configuration Wizard
5

Found Freedom Servers
A search found the following servers. Please highlight one of them and click on the Next button.
Mame Address Country Pref HITPS HITPKC_| FIP UDP
ems 19 your-reedom.de 8317017637 UK g5 CE yes yes 53 -
ems30.your-freedom.de 77.92.92 156 UK 9.3 yes yes yes 500 u
|| [ems23.your-freedom.de 77.9278.225 UK 9.1 yes yes ves 123
ems20.your-freedom.de 67.212.67.75 CA 9.1 yes yes yes 10000
‘| [ems01.your-freedom.de 204.45.135.154 us 9.1 Ves yes yes 161
| |ems26.your-freedom.de 76.73.94.195 Us 8.9 yes yes yes 10000
ems15.your-freedom.de 91.194.91.38 DE 8.7 yes yes yes 10000
ems 17 your-freedom.de 217.150.244 92 CH 8.6 yes yes yes 69
ems14.your-freedom.de 94 231.80.100 CH 8.6 yes yes yes 520 I3
ems27 your-freedom.de 85.17.22212 ML 8.6 yes yes yes 500
ems16.your-freedom.de 208.53.158.27 Us 8.6 yes yes yes 53 3
ems21 your-freedom de 202 160 120 226 5G 83 Ves Ves Ves 10000 T
ems02 your-freedom.de 193.164.133.72 DE 5.0 yes yes yes 520
ems22 your-freedom.de 123.108.109.9 HEK 7.9 yes no yes 10000
| ems31.your-freedom.de 187.45.202179 BR 35 yes yes yes 520 -
Back Cancel | Again | Next |

When the wizard is ready you see the Found Freedom Servers screen where you can choose one
server and click Next again.

-
|| Your Freedom - Configuration Wizard I L=l

Configure Freedom Account

Please fill in your Freedom username and password in the form below. Click the Next button when you are done.
To obtain a Freedom account go to http:/iwww.your-freedom.net/ and register there.

Username |sesawe |

Password |""" |

| Back | Cancel | Next |

Now enter your previously created account information. If you don't have one, you can get a
free access by sending a request to the email address: english@sesawe.net

Click Next.

-
|| Your Freedom - Configuration Wizard I El_lg

Congratulations!

All should be set up now and you are ready to free yourself from your chains. To open the door to Freedom click on the
"Start connection” button in the Status panel. To have your applications use the Freedom service configure them to use
the following SOCKS 4/5 server or web proxy server:

SOCES 4/5: localhost 1080
Web Proxy: localhost 8080

There is much more that you can configure; please check out the Configuration window and read the documentation to
learn how you can add fixed port forwards and turn your PC into a mirror image of your POP3/IMAP/SMTP mail server, or
even make your PC reachable from the Internet.

To save your new configuration now, click the "Save and Exit" button below.

| Back | Cancel | Save and Exit
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When you see the "Congratulations!" screen, the configuration wizard is ready. Click on Save and
Exit.

Your-Freedom is now running on your computer, and you can see an icon in your task bar.

% 3 Your way to Freedom

Customize..,

For additional security and better ways to bypass filters you should tweak the options by clicking
on Configure in the main Your-Freedom window and selecting the options shown in the
screenshot below. Then click Save and Exit.

-
| £| Your Freedom - Configuration - = || —

Account Information r Proxy Settings | OpenVPN Settings |
Server Connection Settings r Server Selection |

YF Server

hddress|em503.y0ur—freed0m.de |

Port|443 | :
Connection mode |[HTTPS |+ |

Tweaks|None |V|
Options
[[] Automatically switch server Minimum buffer size 1500
[] Automatically connect on startup RTT measurements
[] Reconnect after server shutdown Keepalive interval |

["] Avoid using DNS Reconnection delay
SOCKS4/5 DNS lookups on server Initial POST size
Enable encryption Minimum POST size

Enable re-keying FTP mode |both
[] Use true SSL with HTTPS S5L protocol version | TLSv1 :
Use Wizard Save and Exit | Cancel |

Now Your-Freedom is connected to a server and provides a local proxy that you can use with
your preferred software such as Internet Explorer or Firefox. To automatically configure them,
click on the Application tab in the main Your-Freedom window, select which software you want
to use and click OK. Your-Freedom will automatically configure that software so that it connects
over the encrypted Your-Freedom tunnel to the Internet.
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r
£ Your Freedom - Configuration |
g

Account Information |  Proxy Settings | OpenVPH Settings |
Server Connection IT Settings r Server Selection |

Settings

[] Start minimised Bandwidth unit |bitsisec ||

[] Do not show pop-up windows
[_] Hide system tray icon

Use Wizard Save and Exit | Cancel |

To make sure you are using Your-Freedom correctly go to the https://www.your-freedom.net
Web site and check the Your Footprint section on the left. If the country detected is not where

you are, you are successfully using the encrypted Your-Freedom tunnel to access the Internet.

ADVANCED TECHNIQUES
27. Domains and DNS
28. HTTP Proxies

29. The Command Line
30. OpenVPN

31. SSH Tunnelling

32. SOCKS Proxies
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27 DOMAINS AND DNS

If you have identified, suspect or were told that the main censorship technique on your network
is based on DNS filtering and spoofing, you should consider these techniques.

USING ALTERNATIVE DOMAIN SERVERS OR NAMES

Simply speaking, a DNS server translates a human-friendly Internet address such as google.com
into the IP address, such as 72.14.207.19, that identifies the specific server or servers on the
Internet associated with that name. This service is most often accessed through DNS servers
maintained by your Internet Service Provider (ISP). Simple DNS blocking is implemented by giving
an incorrect or invalid response to a DNS request, in order to prevent users from locating the
servers they're looking for. This method is very easy to implement on the censor side, so it is
widely used. Keep in mind that often there are several censorship methods are combined, so

DNS blocking may not be the only problem.

You can potentially bypass this type of blocking in two ways: by changing your computer's DNS
settings to use alternative DNS servers, or by editing your hosts file.

ALTERNATIVE DNS SERVERS

You can bypass the DNS servers of your local ISP, using third-party servers to let your computer
find the addresses of domains that may be blocked by the ISP's DNS servers. There are a
number of free, internationally available DNS services that you can try. OpenDNS
(https://www.opendns.com) provides one such service and also maintains guides on how to
change the DNS server that your computer uses
(https://www.opendns.com/smb/start/computer). There is also an updated list of available DNS
servers from around the world at http://www.dnsserverlist.org.

Here is a list of publicly-available DNS services, via the Internet Censorship Wiki at
http://en.cship.org/wiki/DNS. (Some of these services may themselves block a limited number of
sites; consult the providers' sites to learn more about their policies.)

Publicly-available DNS servers

Address Provider
8.8.8.8 Google

8.8.4.4 Google
208.67.222.222 OpenDNS
208.67.220.220 OpenDNS
216.146.35.35 DynDNS
216.146.36.36 DynDNS
74.50.55.161 Visizone
74.50.55.162 Visizone
198.153.192.1 NortonDNS
198.153.194.1 NortonDNS
156.154.70.1 DNS Advantage
156.154.71.1 DNS Advantage
205.210.42.205 DNSResolvers
64.68.200.200 DNSResolvers
4222 Level 3

141.1.11

Cable & Wireless

Once you've chosen a DNS server to use, you need to enter your selection into your operating

system's DNS settings.
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Change your DNS settings in Windows
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1. Open your control panel under the Start menu.

?ff Paint
—
‘jr Getting Started 3

| g ocuments
- Connect to a Projector

Pictures

Calculator
Music
% Snipping Tool
Computer
Sticky Notes

ontrol Panel

1‘ XPS Viewer
&j Windows Fax and Scan
Default Programs

)
% Remote Desktop Connection
Help and Support

ﬂ Notepad

» Al Programs

Devices and Printers

| |Sear\:h programs and files

2. Under Network and Internet, click on "View network status and stats".

53 » Control Panel » v | #1 [ |5=arch Control Pane! e

Adjust your computer’s settings Viewby: Category ~

gl  System and Security
" Review your computer's status
Back up your computer

Find and fix problems

User Accounts and Family Safety
@) Add or remove user accounts
@ Set up parental controls for any user

| Appearance and Personalization
" Network and Internet w Changethe theme
ﬁl View network status and tasks Change desktop background

S==.,  Choose homegroup and sharing options Adjust screen resolution

4 Hardware and Sound Clock, Language, and Region
= View devices and printers I

Add 3 device Change keyboards or other input methods

Connect to & projector Ease of Access
Adjust commonly used mobility settings Let Windows suggest settings

Optimize visusl displa
“=2  Programs i ples
k‘ Uninstall a program

3. Click on your wireless connection at the right side of the window.
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it » Control Panel » NetworkandInternet » Network and Sharing Center | 43 || Search Controt Panet £
Control Panel Home - . - . - @
View your basic network information and set up connections
Manage wireless networks A = e Seefull map
Change adapter settings
geadap! 9 BOOKSPRINT booksprint Internet
Change advanced sharing (This computer)
settings
View your active networks Connect or disconnect
booksprint »:::ess type:  Internet —
Public network \H:i e
Change your networking settings
< Set up a new connection or network
" Set up a wireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access point.
W Connecttoa netwerk
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
o Choosehomegroup and sharing sptins
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Seealso = s
Diagnose and repair network problems, o get troubleshooting information.
HomeGroup
Internet Options.
‘Windows Firewall

4. The Wireless Network Connection Status window will open. Click on Properties.

5.
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F B
ol Wireless Metwork Connection Status u
General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled Al
SSID: B fl
Duration: 00:07:19
Speed: 54,0 Mbps
Signal Quality: !!!!!
Details. .. ] [ ‘Wireless Properties ]
i
Activity
Sent —— k! ——  Received
il |
Bytes: 3,208,355 | 236,275
B H i
| |g‘ﬁroperﬁes | [ '@'gisable ] [ Diagnose ]
Close W

In the Wireless Network Connection Properties window
(TCP/IPv4), and click on Properties.

select Internet Protocol Version 4



F ™y
[0 Wireless Metwork Connection Properties M

Networking | Sharing

Connect using:
¥ Atheros ARS285 Wirsless Network Adapter

This connection uses the following items:

% Cliert for Microsoft Networks

.Q Hotspot Shield Helper Driver

QOOS Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks
<& Intemet Protocol Version 6 (TCP/IPvE) |

Y Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper /0 Driver

& Link-Layer Topology Discovery Responder fl
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cancel |

You should now be in the Internet Protocol Version 4 (TCP/IPv4) Properties window, where
you are going to specify your alternate DNS address (for example: Google Public DNS)

-
Internet Protocol Version 4 (TCP/IPvd) Properties

General | Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically

() Use the following IP address:
IP address:
Subnet mask:

Default gateway:

Dbtain DNS server address automatical

() Use the following DNS server addresses:
Preferred DMNS server:

Alternate DMNS server:

Validate settings upon exit

[ OK ] [ Cancel

7. At the bottom of the window, click on "Use the following DNS server addresses" and
complete the fields with your preferred and alternate DNS server IP information. When you
are done, click OK. By default the first DNS server will be used. The alternate DNS server
can be from another company.

(@) Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .8

Alternate DMS server: 8 .8 .4 .4

Change your DNS settings in Ubuntu
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1. In the System menu go to Preferences > Network Connections.

0 System [ A ] |

Preferences » || g About Me

Administration [ Lﬁ Dppearaice
) Assistive Technologies

Help and Support =
@ Bluetooth

About GNOME

\a/ ' Broadcast Preferences
About Ubuntu

|4 1Bus Preferences

Keyboard

BP Keyboard Shortcuts

[=# Main Menu

@® Messaging and VoIP Accounts
X Monitors

[*) Mouse

ET%? Network Connections N
— Bannmn ~ns

2. Select the connection for which you want to configure Google Public DNS. If you want to
change the settings for an Ethernet connection (cable), select the Wired tab, then select
your network interface in the list. If you want to change the settings for a wireless
connection instead, select the Wireless tab, then select the appropriate wireless network.

& Wired |1;.|| Wireless |;,.|| Mobile Broadband ||j| VPN

& DsL

Name |Last Used
Auto Ethemmet 1 year ago
Auto eth0 never

3. Click Edit, and in the window that appears, select the IPv4 Settings tab
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4. If the selected method is Automatic (DHCP), open the dropdown menu and select
"Automatic (DHCP) addresses only" instead. If the method is set to something else, do not

5.

6. Click Apply to save the changes. If you are prompted for a password or confirmation, type
the password or confirm that you want to make the changes.

Connection name: [Auto Ethermet

Connect automatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |
3
MAC address: I| I
MTU: [automatic j bytes
[J Available to all users Cancel | | Apply

change it.

Connection name: [Auto Ethermet ]

Connect automatically
Wired | 802.1x Security | IPv4 Settings |IPv6 Settings

Method: | Automatic (DHCP)

Automatic (DHCP) addresses onl
Address _ Q—

Manual

Addres

| Link-Local Only

Shared to other computers

[J Available to all users | Cancel || Apply |

In the DNS servers field, enter your alternate DNS IP information, separated by a space.
For example, if you want to add Google DNS write: 8.8.8.8 8.8.4.4

DNSservers: | 8.8.8.88.8.4.4) N '

Search domains: [ ]

DHCP client ID: [ ]
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Connection name: | Auto Ethermnet ]

Connect automatically

Wired | 802.1x Security | IPv4 Settings |IPv6 Settings

Method: |Automatic (DHCP) addresses only | v |

DNS servers: 8.8.8.8 8.8.4.4

Search domains: | ]

DHCP client ID: | l
[J Available to all users Cancel | | Apply '\L

7. Repeat steps 1-6 for every network connection you want to modify.

EDIT YOUR HOSTS FILE

If you know the IP address of one particular web site or other Internet service that is blocked by
your ISP's DNS servers, you can list this site in your own computer's hosts file, which is a local
list of name-to-IP address equivalents that your computer will use before checking external DNS
servers. The hosts file is a text file with an extremely simple format; its contents look like:

208.80.152.134 secure.wikimedia.org

where each line contains an IP address, then a space, and then a name. You can add any number
of sites to your hosts file (but note that if you use the wrong address for a site, it could prevent
you from accessing that site by name until you fix it or remove it from the list).

If you can't find a site's IP address because of your ISP's DNS blocking, there are hundreds of
services that will help you do an uncensored DNS lookup. For example, you could use any of the

tools at http://www.dnsstuff.com/tools.

You could also consider using the tools at http://www.traceroute.org, which are sophisticated
network diagnostic tools provided by various ISPs. They were originally intended for diagnosing
accidental network outages rather than intentional censorship, but they can be useful for
diagnosing censorship too. These tools also include the ability to look up the IP address of a
particular server.

Edit your hosts file in Windows Vista / 7

You will need to use a simple text editor, such as Notepad, to edit your hosts file. In Windows
Vista and 7, your hosts file is usually located at C:\Windows\system32\drivers\etc\hosts.
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1. Click on the Start button.

,:@ Paint
e
\j’ Getting Started »

| - Documents
Connect to a Projector

Pictures
Calculator
? Music
% Snipping Tool
Computer
Sticky Motes

Control Panel

« KPS Viewer
g Windows Fax and Scan
Default Programs

% Remote Desktop Connection
Help and Support

‘;‘ Dropbox

Devices and Printers

» Al Programs

P [Shitdown | > |

| |Search programs and files | |

2. Type "notepad" at the search box.

| |notepad ® | |Shu‘(dmn | 3 | I

3. Once you found the program, right-click on it and select "Run as administrator"

Programs (1)
| Notep

——— Open

Retoucher avec Gimp
Open file location
'@' Run as administrator
7-Zip 3
Pin to Taskbar
Pin to Start Menu

7-Zip »
Open with...
Share with 3

Restore previous versions
Send to 3

Cut

Copy

p See more
Delete

notepad Properties

4. Windows will ask for your permission to make changes to files. Click Yes.
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qm Do you want to allow the following program to make
¥/ changes to this computer?

j; Program name:  Motepad
Verified publisher: Microsoft Windows

(%) Show details [y |

Change when these notifications appear

5. Under the File menu, select Open.

Page Setyp.
print. ctisp

it

6. Browse to C:\Windows\System32\Drivers\etc\. You may notice that the folder seems
initially empty.

[ open . =

@O-h « Windows » System32 b drivers » et ~ 43 [ Search et P

Organize v New folder = - 0 @

o Music ~  Name i Date modified Type
=) Pictures
B8 videos No items match your search

18 Computer
& wr )
1\ Hotspot Shield
) Intel L
| Perflogs 1
Program Files
Python2?

Users

Windows
= XP )

- ] [0 ] »

File name: = |Text Documents (".tx) A

Encoding: | ANSE | [ Open |v|[ Cancel ]

7. At the bottom right of the open dialog, select All Files.

8. Select the file "hosts" and click Open.
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-

) open =
=[] « Windows » System32 v arvers » etc BB B
Organize v New folder 0 @

& Music “ MName Date modified Type
=] Pictures
[ hosts 6/10/200911:39 PM_File
B videos - =
|| Imhosts.sam 6/10/200911:39 M SAM File
[ networks 6/10/200911:39 PM  File
18 Computer - N
a [ protocel 6/10/200911:39 PM  File
&we :
| senvices 6/10/200911:38 P File
1 Hotspot Shield
| Intel L
|| Perflogs
|1 Program Files
|| Python27
li Users
|| Windows
= XP ) o i ] v
File neme: hosts ~ [auFiles -
Encoding: | ANSE - [ Open |v] [ Cancel ]

Add for example the line "69.63.181.12 www.facebook.com" at the end of the file and save

it by pressing Ctri+S or by selecting File > Save from the menu.

E Format_View Help
# Copyright (c) 1993-2009 Hicrosoft Corp.
-

7 this s 2 sanple rosTS File used by Wicrosoft TCR/Te for windons.

H

2 his File contains the mappings of Ir addresses to host nanes. Each

£ ohtey shaufa be Kapt on s ndividual Tine: fhe Th daress hould
fated i the 7Tt cSTunn 1ol loneq oy the corfespond o host nane.

T T Sdaress Snd the host nane Should be' Sepsrated by st 16ast one

2 agaicionally, comencs (such as these) may be fnserced on individual
" el

ines or following the machine name denoted by a ‘#' symbol.
i

% For exanple:

i

# 102.54.94.97  rhino. acme. con # source server
H 38.25.63.10  x.acne. com ¥ x client host
# localhost name resolution is handled within Dhs itself.

i 127.0.0.1 Tocalhost

* H Tocalhost

59.632.181.12 wnw. Facebook. com

Edit your hosts file in Ubuntu

In Ubuntu, your hosts file is located in /etc/hosts. To edit it, you will need to have some
knowledge of the command line. Please refer to the chapter "The Command Line" in this book

for a brief tutorial on this feature.
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1

. Open the terminal by going to Accessories > Terminal under your Applications menu.

Applications @El

%» Accessories E Adobe AIR Application Installer
Games 5 g Calculator

A4 Graphics » | [iY €D/DVD Creator

O Internet > | [&] Character Map

m Office > | (D Disk Usage Analyzer

B sound & video > | |S# gedit Text Editor

o7 System Tools > gp GNU Privacy Assistant

¥ Wine > E)@ KeePassX

@ Ubuntu Software Center tﬁ.i Manage Print Jobs

'\J-Q Passwords and Encryption Keys
Q Search for Files...
[i&)] Take Screenshot
B Terminal

:z Tomboy Notes

E TrueCrypt
¥ TweetDeck

5 Use the command line

(&) virtualBox OSE

2. Use the following command line to automatically add a line to your hosts file:

5.
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echo 69.63.181.12 www.facebook.com | sudo tee -a /etc/hosts

. You may be prompted for your password in order to modify the file. Once authorized, the

command will append "69.63.181.12 www.facebook.com" to the the last line of the hosts
file.

genghis@ubuntu-laptop:~$ echo 69.63.181.12 www.facebook.com | sudo tee -a /etc/hosts
[sude] password for genghis:

69.63.181.12 www.Tacebook.com

genghis@ubuntu-laptop:~$

Optional: if you feel more comfortable working in a graphical interface, open the terminal
and use the following command line to launch a text editor:

sudo gedit /etc/hosts
You may be prompted for your password in order to modify the file. Once the window has

opened, simply add the line "69.63.181.12 www.facebook.com" at the end of the file, and
save it by pressing Ctrl+S or selecting File > Save from the menu.


http://www.facebook.com
http://www.facebook.com
http://www.facebook.com

[ hosts

127.0.0.1 localhost
127.0.1.1 ubuntu-laptop

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

::0 ip6-localnet

ip6-mcastprefix

ip6-allnodes

ip6-allrouters

£102::3 ip6-allhosts

69.63.181.12 www.facebook.com

PlainText v Tab Width: 8 ¥ Ln1, Col 1 INS
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2 8 - HTTP PROXIES

Software called an application proxy enables one computer on the Internet to process requests
from another computer. The most common kinds of application proxies are HTTP proxies, which
handle requests for Web sites, and SOCKS proxies, which handle connection requests from a
wide variety of applications. In this chapter we will look at HTTP proxies and how they work.

GOOD PROXIES AND BAD PROXIES

Application proxies can be used by network operators to censor the Internet or to monitor and
control what users do. However, application proxies are also a tool for users to get around
censorship and other network restrictions.

Proxies that restrict access

A network operator may force users to access the Internet (or at least Web pages) only through
a certain proxy. The network operator can program this proxy to keep records of what users
access and also to deny access to certain sites or services (IP blocking or port blocking). In this
case, the network operator may use a firewall to block connections that do not go through the
restrictive proxy. This configuration is sometimes called a forced proxy, because users are
required to use it.

Proxies for circumvention

However, an application proxy can also be helpful for circumventing restrictions. If you can
communicate with a computer in an unrestricted location that is running an application proxy,
you can benefit from its unrestricted connectivity. Sometimes a proxy is available for the public
to use; in that case, it's called an open proxy. Many open proxies are blocked in Internet-
restricting countries if the people administering the network restrictions know about them.

WHERE TO FIND AN APPLICATION PROXY

There are many Web sites with lists of open application proxies. An overview of such sites is

available at http://www.dmoz.org/Computers/Internet/Proxying and_Filtering
[Hosted Proxy_ Services/Free/Proxy_Lists.

Please note that many open application proxies only exist for a few hours, so it is important to
get a proxy from a list which was very recently updated.

HTTP PROXY SETTINGS

To use an application proxy, you must configure the proxy settings for your operating system or
within individual applications. Once you have selected a proxy in an application's proxy settings,
the application tries to use that proxy for all of its Internet access.

Be sure you make note of the original settings so that you can restore them. If the proxy
becomes unavailable or unreachable for some reason, the software that is set to use it generally
stops working. In that case, you may need to reset to the original settings.

On Mac OS X and some Linux systems, these settings can be configured in the operating system,
and will automatically be applied to applications such as the web browser or instant messaging
applications. On Windows and some Linux systems, there is no central place to configure proxy
settings, and each application must be configured locally. Bear in mind that, even if the proxy
settings are configured centrally, there is no guarantee that applications will support these
settings, so it is always a good idea to check the settings of each individual application.

Typically only Web browsers can directly use an HTTP proxy.
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The steps below describe how to configure Microsoft Internet Explorer, Mozilla Firefox, Google
Chrome and the free and open source instant messaging client Pidgin to use a proxy. If you use
Firefox for Web browsing, it may be simpler to use the FoxyProxy software; it is an alternative
to the steps below. If you use Tor, it is safest to use the TorButton software (which is provided
as part of the Tor Bundle download) to configure your browser to use Tor.

While e-mail clients such as Microsoft Outlook and Mozilla Thunderbird can also be configured to
use HTTP proxies, actual e-mail traffic when sending and fetching e-mail uses other protocols
such as POP3, IMAP and SMTP; this traffic will not pass through the HTTP proxy.

Mozilla Firefox

To configure Firefox to use an HTTP proxy:
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1. Select Tools > Options:

) Mozilla Firefox Star| age - Mozilla Firefox 4.0 Beta 11

File Edit Wiew History Bookmarks Help
| 18 Mazilla Firefox Start Page ‘Weh Search Chrl+
w about:home Downloads Ctrl+1
| Add-ans Chrl4+5hift+4
(2] Most Wisited | | Getting Started 5 Lal Feedback 3
Sek Up Sync...
Error Console Crl+5Shift+1
Adblock Plus Preferences... Ctrl+Shift+E
wieh Console Chel+Shift+HK
Page Info
Start Private Browsing Chrl+5Shift+P
Clear Recent History .. Crrl+35hift+Del

2. The Options window appears:

Sy B ‘

2

b
General Tahs Content  Applications  Privacy  Security  Advanced Sync
Startup
when Firefox skarts: |Sh0w my home page N |
Hormne Page: | |

l Use Current Page ] [ Use Bookmark ] [&astnre to Default ]

Downloads

Show the Downloads window when downloading a file

[ clase it when all downloads are finished

(%) save files ko |@ Downloads | [ Erowse... ]

() Always ask me where ko save files

Add-ons

Change options for your add-ons Manage Add-ons...

[ oK 1 [ Cancel ] [ Help

3. In the toolbar at the top of the window, click Advanced:
WY I

stions  Privacy  Security Advanced,\ Sync

33

Internet

4. Click the Network tab:

U [__:l B

Main Tabs Content

éGeneraI-l Metwork |-Update En

- Connection -

5. Click Settings. Firefox displays the Connection Settings window:
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Connection Settings le

- Configure Proxies to Access the Internet

@ Mo proxy.
() Auto-detect proxy settings for this network

() Manual proxy configuration:

O Automatic proxy configuration URL:

[_ OF ] [ Cancel ] [ Help ]

6. Select "Manual proxy configuration". The fields below that option become available.

(%) Manual proxy configuration:

LTTA R | Lo

7. Enter the HTTP proxy address and port number, and then click OK.

Connection Settings f'>_<|

- Configure Proxies to Access the Internet
() Mo proxy.
() Auto-detect proxy settings far this network

(%) Manual proxy configuration:

HTTP Procy: | example,com | Part: g0s0 :

[#]: Use this prowy server For all protocols:

Io Proxy For: | localhost, 127.0.0.1 |
Example: .mozila,org, .net.nz, 192,168.1.0024

O Automatic proxy configuration URL:

[_ OF ] [ Cancel ] [ Help ]

If you click "Use this proxy server for all protocols”, Firefox will attempt to send HTTPS (secure
HTTP) and FTP traffic through the proxy. This may not work if you are using a public application
proxy, since many of these do not support HTTPS and FTP traffic. If, on the other hand your
HTTPS and/or FTP traffic is being blocked, you can try to find a public application proxy with
HTTPS and/or FTP support, and use the "Use this proxy server for all protocols" setting in
Firefox.

Now Firefox is configured to use an HTTP proxy.
Microsoft Internet Explorer

To configure Internet Explorer to use an HTTP proxy:
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1. Select Tools > Internet Options:

} - B = géa ~ Page - SaFetyv| |®v

=t
- ™

E Pop-up Blacker 4
[E] Manage Add-ons

>

e wiork: OFfline

®
Compatibility Wiew Settings
Full Screen F11
Toolbars L4
Explorer Bars 4
b Developer Tools F12

Suggested Sites

‘Windows Messenger
Diagnose Connection Problems. ..

Send ko OneMote

2. Internet Explorer displays the Internet Options window:

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced |

Home page
% “r'ou can change which page to uze far your home page.
Address: fisapifredir. dli?prd=i

[ Usge Current ] [ Usge Default ] [ Usze Blank ]

Temporary Intemet files

< Pages you view on the Intemet are stored in a special folder
@ Y\ for quick viewing later.

[Delete Eookies...] [ Delete Files... ] [ Settings...

History

The History folder containg links to pages you've visited, for
quick access to recently viewed pages.

D ays to keep pages in history: |2D > Clear Hizgtory

[ Colars... ] [ Fonts... ] [ Languages... ] [Accessibility...]

[ Ok J[ Cancel ]

3. Click the Connections tab.

Internet Options

| General | Security | Privacy | Content| Connections [Pra

i To set up an Internet connection, click [
Setup.

Dial-up and Virtual Private Metwork. settings

4. Click LAN Settings. The Local Area Network (LAN) Settings window appears.
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Local Area Metwork (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[ automatically detect ssttings

|:| Use automatic configuration script

Prowy server

Use a proxy server For your LAN (These settings will not apply to
dial-up or ¥PN connections).

| | Pt | HAdvanced...]

Bypass proxy server for local addresses

[ oK ] [ Cancel

]

5. Select "Use a proxy server for your LAN".
6. Click Advanced. The Proxy Settings window appears.

7. Enter the proxy address and port number in the first row of fields.

If you click "Use the same proxy server for all protocols”, Internet Explorer will attempt to
send HTTPS (secure HTTP) and FTP traffic through the proxy. This may not work if you are
using a public application proxy, since many of these do not support HTTPS and FTP traffic.
If, on the other hand your HTTPS and/or FTP traffic is being blocked, you can try to find a
public application proxy with HTTPS and/or FTP support, and use the "Use this proxy

8.

Proxy Settings

Servers

!~_. Type Prozy address to use Port

Q=
wrte: | |+ ] |
Secure: | | 8 | |
R ]
Socks: | | g | |

[ Use the same prosy server For all protocols

Exceptions

& Donotuse proxy server for addresses beginning with:

e

* local

Use semicolons § ; ) to separate entries.

[ Ok ] [ Canicel

server for all protocols" setting in Internet Explorer.
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Proxy Settings rz|

Servers

& Type Proxy address to use Part
HTTP: | prozy example,com | | 5030 |
Secure: | | 8 | |
ETP: | | 8 | |
Socks: | | : | |
Use the same proxy server for all protocols

Exceptions

& Donot use proxy server for addresses beginning with:

G =

* local
Use semicolons § ; ) to separate entries.
0K | [ Cancel

Now Internet Explorer is configured to use an HTTP proxy.

Google Chrome

Google Chrome uses the same connection and proxy settings as the Windows operating system.
Changing these settings affects Google Chrome as well as Internet Explorer and other Windows
programs. If you configured your HTTP proxy through Internet Explorer then you don't need to

take this steps to configure Chrome.

Follow these steps to configure your HTTP proxy:
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1. Click on the "Customize and control Google Chrome" menu (the little wrench next to the

2.

3.

4.

URL address bar):

al x

=%

|Cust0mize and control Google Chromei

Click on Options:

Mew tab
e window

Mew incognito window

= | X
Chrl+T
Chrl+r

Chrl+Shift+

Edit Cut Copy  Paste
Zoom -+ [
Save page as... Chrl+5
Find... Chrl+F
Print... Chrl+P
Tools 3
Bookmark manager

History Chrl+H
Downloads Chrl+3

Options

About Google Chrome
Help

Fi

Exit

In the Google Chrome Options window, select the Under the Hood tab:

Google Chrome Options |

Basics | Personal Stuff | Under the Hooa
b

On startup: @ open the home page
© Reopen the pages that were open last
(9] ©pen the fFollowing pages:
Add...
Remave
Use Current:
Home page: @ Use the New Tab page
© openthis page: [fitp: /fusw congle.com/
[T Show Home button on the toalbar
Search:

| Google v| [ Monage

[T Enabie Instant for faster searching and browsing
Omribox input may be logged  Learn mors

Default browser:

Google Chrome is not currently your default browser.

[ Make Google Chrome my defaulk browser

In the Network section, click the "Change proxy settings" button:
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Basics | Persanal Stuff | Under the Hood |

¥ USE & Predictian SEPVIce 1o NElp COmpIEte SEarcres and URLS Typed I e
address bar

13

Use DNS pre-fetching to improve page load performance
Enable phishing and malware protection
[ Help make Google Chrome better by automatically sending usage statistics
and crash repatts to Google
Network

Set up a proxy ta connect b the netwark,

Change proxy setting: \

Translate

Offer ko translake pages that aren't in a language I read

Downloads

Download location:

(= | Crrowse...

[[] ask where to save each file before downloading

Clear auto-opening settings 2

Reset to defaults

5. The Internet Options window will open. Follow steps 2-8 from "How to configure the HTTP
Proxy under Internet Explorer" (above) to finish setting up your HTTP proxy.

Internet Options

General | Sec:urity- I-:'rivac:y.if Content. tonnections.if Programs.if Advance&é

Home page
% “r'ou can change which page to uze far your home page.
Address: fisapifredir,difprd= r=msnhome

[ Usze Current ] [ Usze Default ] [ Usze Blank ]

Temporary Intemet files

Pages you view on the Intermet are stored in a special folder
for quick viewing later.

[Delete Eookies...] [ Delete Files... ] [ Settings...

History

quick access to recently viewed pages.

D ays to keep pages in history: !20 > Clear Hizgtory

% The History folder containg links to pages you've visited, for

[ Colars... ] [ Fonts... ] [ Languages... ] [Accessibility...]

[ Ok J[ Cancel ]

Chrome is now configured to use HTTP proxy.
Pidgin instant messaging client
Some Internet applications other than Web browsers can also use a HTTP proxy to connect to

the Internet, potentially bypassing blocking. Here is an example with the instant messaging
software Pidgin.
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B Buddy List

Buddies  Accounts

= ¥Yenner

@ e

= services
O jaku

@ T
@ “u@jabber.o|

= Buddies

@ e s L

T Help
Buddy Pounces
Certificates

| {} Flugins Chrl+U

Privacy
© smiley Chrl+¥

g File Transfers  Ctrl+T
Room List
Systern Log

Mute Sounds

< http i ..

l@ Available

1. Select Tools > Preferences:

Pidgin displays the Preferences window:

Preferences

nterface | Caonversations : Smiley Themes : Sounds I: Metwork :, Loggin

X

| Status / Idle

System Tray Icon

Show system tray icon: Always

Conversation Window Hiding

Hide new IM conversations: | Newver w

Tabs
Show IMs and chats in tabbed windows

Show close button on tabs

Flacement: Top W

o

Mew conversations: | Last created window

Keyboard Shortcuts

[ ¢lose conversations with the Escape key

2. Click the Network tab:
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X

[ Preferences

| Interface | Conversations ' Smiley Themes || Sound: |L0gging | Status J Idle

1P Address

STUN server:

Evampia; stunserver.org
Autodetect IP address

Ports

Enable automatic router port Forwarding

[ Manually specify range of ports ko lisken on

Proxy Server

Prozy bype: | Mo proxy w

3. For Proxy type, select HTTP. Additional fields appear under that option.

Proxy Server

Proxy type: NG

SOCKS S
HTTP
Use Environmental Settings |

4. Enter the Host address and port number of your HTTP proxy.

Proxy Server

Proxy type: | HTTP A |

Hosk: |example.com | Pork: 58080| |

User: | |Pa§sw0rd: | |
5. Click Close.

Pidgin is now configured to use the HTTP proxy.

When you're done with the proxy

When you are done using a proxy, particularly on a shared computer, return the settings you've
changed to their previous values. Otherwise, those applications will continue to try to use the
proxy. This could be a problem if you don't want people to know that you were using the proxy
or if you were using a local proxy provided by a particular circumvention application that isn't
running all the time.
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29 THE COMMAND LINE

Before continuing with the rest of the book it is good to know something about how the
command line works. If you are not familiar with the command line the following is intended to
get you uptodate in the basics quickly.

THE BASICS

Although interactions on a computer happen so fast you don't think about it, each click or
keystroke is a command to the computer, which it reacts to. Using the command line is the
same thing, but more deliberate. You type a command and press the Return or Enter key. For
instance, in my terminal | type:

date

And the computer replies with:

Fri Feb 25 14:28:09 CET 2011

That's pretty computerish. In later chapters we'll explain how to request the date and time in a
more congenial format. We'll also explain how working in different countries and with different
languages changes the output. The idea for now is that you've just had an interaction.

THE COMMAND LINE CAN DO MUCH BETTER

The date command, as seen so far, compares poorly with the alternative of glancing at a
calendar or clock. The main problem is not the unappetizing appearance of the output,
mentioned already, but the inability to do anything of value with the output. For instance, if I'm
looking at the date in order to insert it into a document I'm writing or update an event on my
online calendar, | have to do some retyping. The command line can do much better than this.

After you learn basic commands and some useful ways to save yourself time, you'll find out
more in this book about feeding the output of commands into other commands, automating
activities, and saving commands for later use.

WHAT DO WE MEAN BY A COMMAND?

At the beginning of this chapter we used the word command very generally to refer to any way
of telling the computer what to do. But in the context of this book, a command has a very
specific meaning. It's a file on your computer that can be executed, or in some cases an action
that is built into the shell program. Except for the built-in commands, the computer runs each
command by finding the file that bears its name and executing that file. We'll give you more
details as they become useful.

WAYS TO ENTER COMMANDS

To follow along on this book, you need to open a command-line interpreter or command-line
interface (called a shell or terminal in GNU/Linux) on your computer. Pre-graphical computer
screens presented people with this interpreter as soon as they logged in. Nowadays almost
everybody except professional system administrators uses a graphical interface, although the
pre-graphical one is still easier and quicker to use for many purposes. So we'll show you how to
pull up a shell.

FINDING A TERMINAL

You can get a terminal interface from the desktop, but it may be easier to leave the desktop
and use the original text-only terminal. To do that, use the < ctrl + alt + F1 > key combination.
You get a nearly blank screen with an invitation to log in. Give it your username and password.
You can go to other terminals with < alt + F2 > and so on, and set up sessions with different (or
the same) users for whatever tasks you want to do. At any time, switch from one to another by
using the < alt + F# > keystroke for the one you want. One of these, probably F7 or F8, will get
you back to the desktop. In text terminals you can use the mouse (assuming your system has
gpm running) to select a word, line or range of lines. You can then paste that text somewhere
else in that or any other terminal.
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GNU/Linux distributions come with different graphical user interfaces (GUI) offering different
aesthetics and semantic metaphors. Those running on top of the operating system are known as
desktop environments. GNOME, KDE and Xfce are among the most widely used. Virtually every
desktop environment provides a program that mimics the old text-only terminals that
computers used to offer as interfaces. On your desktop, try looking through the menus of
applications for a program called Terminal. Often it's on a menu named something such as
Accessories, which is not really appropriate because once you read this book you'll be spending a
lot of time in the terminal every day.

In GNOME you select Applications > Accessories > Terminal.

Places System @eﬁ_}:_

Games E] Character Map

[;EJ Dictionary

&) Disk Usage Analyzer
Emacs 22 (client)
Emacs 22 (GTK)

& Manage Print Jobs
é’? Passwords and Encryption Keys

i &

Y
[l

-

Graphics

-

Internet

Office

-

Other

-

EEr& ©

Sound & Video

-

[8ll Take Screenshot

[~# Text Editor
In KDE, select K Menu -> System -> Terminal.
In Xfce, select Xfce Menu -> System -> Terminal.

Wherever it's located, you can almost certainly find a terminal program.

When you run the terminal program, it just shows a blank window; there's not much in the way
of help. You're expected to know what to do — and we'll show you.

The following figure shows the Terminal window opened on the desktop in GNOME.

¥ Applications Places System &y @2 fsfmember - [T @ UsA & Thu Apr 8, 2:51Pm

168



RUNNING AN INDIVIDUAL COMMAND

Many graphical interfaces also provide a small dialog box called something like "Run command". It
presents a small text area where you can type in a command and press the Return or Enter
key.

Run Application

o |

[ Run in terminal

[» Show list of known applications

To invoke this dialog box, try typing the < alt + F2 > key combination, or searching through the
menus of applications. You can use this box as a shortcut to quickly start up a terminal program,
as long as you know the name of a terminal program installed on your computer. If you are
working on an unfamiliar computer and don't know the name of the default terminal program,
try typing xterm to start up a no-frills terminal program (no fancy menus allowing choice of color
themes or fonts). If you desperately need these fancy menus,

e in GNOME the default terminal program should be gnome-terminal

e in KDE it should be konsole

e in Xfce try Terminal or version specific terminal names, for example in Xfce 4 you should
find xfce4-terminal.
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3 O - OPENVPN

OpenVPN is a well-respected, free, open source Virtual Private Network (VPN) solution. It works
on most versions of Windows (Windows Vista support is expected soon), Mac OS X and Linux.
OpenVPN is SSL-based, which means it uses the same type of encryption that is used when
visiting secure Web sites where the URL starts with https.

GENERAL INFORMATION

’
Supported operating system & ' ==

Localization English, German, Italian, French and Spanish
Web site https://openvpn.net/index.php/open-source.html
Support Forum: https://forums.openvpn.net

OpenVPN is not suitable for temporary use in Internet cafés or elsewhere on shared computers
where you can't install additional software.

For a more general presentation of VPNs and ready-to-use VPN services, read the "VPN
Services" chapter in this manual.

In an OpenVPN system, there is one computer set up as a server (in an unrestricted location),
and one or more clients. The server must be set up to be accessible from the Internet, not
blocked by a firewall and with a publicly routable IP address (in some places, the person
establishing the server may have to request this from their ISP). Each client connects to the
server and creates a VPN tunnel through which traffic from the client can pass.

There are commercial OpenVPN providers such as WiTopia (http://witopia.net/personalmore.html

where you can purchase access to an OpenVPN server for a fee of about 5-10 US dollars a
month. These providers will also help you install and configure OpenVPN on your computer. A list
of such commercial providers is available at http://en.cship.org/wiki/VPN.

OpenVPN also can be used by a trusted contact in an unfiltered location, providing an OpenVPN
server to one or more clients and passing their traffic to his/her computer before continuing on
to the Internet. Setting this up correctly is somewhat complicated, however.

TIPS FOR SETTING UP OPENVPN

To setup your own OpenVPN server and client, follow the documentation provided by OpenVPN

(http://openvpn.net/index.php/documentation/howto.html). If you want to use OpenVPN to visit

blocked Web sites, the following notes are important:

Client

There is a graphical user interface (GUI) available for Windows which will make it easy to start
and stop OpenVPN as required, and also enables you to configure OpenVPN to use an HTTP
proxy to get onto the Internet. To download the GUI go to http://openvpn.se.

To configure OpenVPN to use a proxy server in Linux or Mac OS X, read the relevant section on

the Web site (http://openvpn.net/index.php/documentation/howto.html#http).

Server
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e When choosing between routing and bridging, there is no additional advantage in configuring
bridging when your clients just want to use it to bypass Internet censorship. Choose
routing.

e Pay special attention to the section of the guide that explains how to ensure that all traffic
from the client is passed through the server. Without this configuration the system will not
help you to visit blocked Web pages
http://openvpn.net/index.php/documentation/howto.html#redirect).

o [f the client computer is behind a very restrictive firewall, and the default OpenVPN port is
blocked, it is possible to change the port that OpenVPN uses. One option is to use port
443, which is normally used for secure websites (HTTPS), and to switch to TCP protocol
instead of UDP. In this configuration, it is difficult for firewall operators to differentiate
between OpenVPN traffic and normal secure Web traffic. To do this, near the top of the
configuration files on both the client and server, replace "proto udp" with "proto tcp" and
"port 194" with "port 443".

ADVANTAGES AND RISKS

Once it is set up and configured correctly, OpenVPN can provide an effective way to bypass
Internet filters. Since all traffic is encrypted between the client and the server, and can pass
through a single port, it is very difficult to distinguish from any other secure Web traffic, such as
data going to an online shopping site or other encrypted services.

OpenVPN can be used for all Internet traffic, including Web traffic, e-mail, instant messaging and
VolP.

OpenVPN also provides a degree of protection against surveillance, as long as you can trust the
owner of the OpenVPN server, and you have followed the instructions in the OpenVPN
documentation on how to handle the certificates and keys used. Remember that traffic is only
encrypted as far as the OpenVPN server, after which it passes unencrypted onto the Internet.

The primary disadvantage of OpenVPN is the difficulty of installation and configuration. It also
requires access to a server in an unrestricted location. OpenVPN also does not reliably provide
anonymity.
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31 - SSH TUNNELLING

SSH, the Secure Shell, is a standard protocol that encrypts communications between your
computer and a server. The encryption prevents these communications from being viewed or
modified by network operators. SSH can be used for a wide variety of secure communications
applications, where secure log-in to a server and secure file transfers (scp or SFTP) are the most
common.

SSH is especially useful for censorship circumvention because it can provide encrypted tunnels
and work as a generic proxy client. Censors may be reluctant to block SSH entirely because it is
used for many purposes other than circumventing censorship; for example, it is used by system
administrators to administer their servers over the Internet.

Using SSH requires an account on a server machine, generally a Unix or Linux server. For
censorship circumvention, this server needs to have unrestricted Internet access and, ideally, is
operated by a trusted contact. Some companies also sell accounts on their servers, and many
Web hosting plans provide SSH access. There is a list of shell account providers at:
http://www.google.com/Top/Computers/Internet/Access_Providers/Unix_Shell_Providers which sell
accounts for about 2-10 US dollars a month.

An SSH program called OpenSSH is already installed on most Unix, Linux, and Mac OS computers
as a command-line program run from a terminal as "ssh". For Windows, you can also get a free
SSH implementation called PuTTY.

All recent versions of SSH support creating a SOCKS proxy that allows a Web browser and a
wide variety of other software to use the encrypted SSH connection to communicate with the
unfiltered Internet. In this example, we will describe only this use of SSH. The steps below will set
up a SOCKS proxy on local port 1080 of your computer.

LINUX/UNIX AND MACOS COMMAND LINE (WITH OPENSSH)

OpenSSH is available from http://www.openssh.com/, but it comes pre-installed on Linux/Unix
and Mac OS computers.

The ssh command you'll run contains a local port number (typically 1080), a server name, and a
username (account name). It looks like this:

ssh -D localportnumber accountname@servername

For example:

(@ By Hach =
fle Edit View Terminal Tabs Help

user@mymachine:~$ |
user@mymachine:~$ ssh -D 1080 accountname@example.com
Password:

Welcome to example.com!

accountname@example:~$ I

You'll be prompted for your password and then you'll be logged into the server. With the use of
the -D option, a local SOCKS proxy will be created and will exist as long as you're connected to
the server. Important: you should now verify the host key and configure your applications,
otherwise you are not using the tunnel you have created!

WINDOWS GRAPHICAL USER INTERFACE (WITH PUTTY)

PuTTY is available from :
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html.

You can save the putty.exe program on your hard drive for future use, or run it directly from
the Web site (often, this is possible on a shared or public-access computer, such as a computer
in a library or Internet café).
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When you start PuTTY, a session configuration dialog appears. First enter the host name
(address) of the SSH server you are going to connect to (here, example.com). If you only know
the IP address or if DNS blocking is preventing you from using the host name, you can use the IP
address instead. If you will perform these steps frequently, you can create a PuTTY profile that
saves these options as well as the options described below so they will be used every time.

PuTTY Configuration
Fateg_ory: ]

- Session i Biasic options for your PUT T session

T L.oglglng Specify the destination you want to connect to

(= Termina

Host Mame [or IP address) Part
Keyboard e O
Bell | example.com 122
Features Connection type:

= Window O Raw (O Telnet O Rlogin G)SSH (O Serial
A

PRegiance Load, save or delete a stored session

Behaviour
Translation Saved Sessions
Selection

Colours : e =
| Default Settings Load
= Connection

Prosy
Telnet
FRilogin
#-55H
Serial

Close window on exit:
O dlways O Newver (%) Only on clean exit

o [ o

Next, in the Category list, select Connection > SSH > Tunnels.

Enter 1080 for the Source port, and check the Dynamic and IPv4 boxes.

PuTTY Configuration

Optionz controlling SSH port forwarding
ge‘;';boa[d Fart fonwarding
F:atures [ Local ports accept conmections from ather hosts
I findow [[] Remate ports do the same [S5H-2 orly]
Appearance Forwarded ports;
Behaviour
Translation
Selection
= Colo.urs Add new forwarded port:
(= Connection rails
Data Source port 1080 Add
Prosy . =
Telnet Destination |
Rlagin ) Local ) Remote () Dynamic
= 55H O Auto @) IPvd O IPvE
[4=H]
Auth
LANS
K11
Tunnels
| Bugs |
Open ] [ Cancel

Now click Add, and then Open. A connection is established to the server, and a new window
opens, prompting you for your username and password.
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Enter this information and you will be logged into the server and receive a command line prompt
from the server. The SOCKS proxy is then established. Important: you should now verify the
host key and configure your applications, otherwise you are not using the tunnel you have
created.

HOST KEY VERIFICATION

The first time you connect to a server, you should be prompted to confirm the host key
fingerprint for that server. The host key fingerprint is a long sequence of letters and numbers
(hexadecimal) like 57:ff:c9:60:10:17:67:bc:5c:00:85:37:20:95:36:dd that securely identifies a
particular server. Checking the host key fingerprint is a security measure to confirm that you
are communicating with the server you think you are, and that the encrypted connection cannot
be intercepted.

SSH does not provide a means of verifying this automatically. To get the benefit of this security
mechanism, you should try to check the value of the host key fingerprint with the administrator
of the server you're using, or ask a trusted contact to try connecting to the same server to see
if they see the same fingerprint.

Verifying host key fingerprints is important for ensuring that SSH protects the privacy of your
communications against eavesdropping, but it isn't necessary if you only want to circumvent
censorship and don't care if network operators can see the contents of your communications.

CONFIGURING APPLICATIONS TO USE THE PROXY

The proxy created by the steps above should work until you close the SSH program. However, if
your connection to the server is interrupted, you will need to repeat the same steps to
reactivate the proxy.

Once the proxy is up and running, you need to configure software applications to use it. Using
the steps above, the proxy will be a SOCKS proxy located on localhost, port 1080 (also known as
127.0.0.1, port 1080). You should try to ensure that your applications are configured in a way that
prevents DNS leaks, which could make SSH less effective both for privacy protection and
censorship circumvention.

MORE OPTIONS

So far, all these commands display a command line on the remote machine from which you can
then execute whatever commands that machine provides to you. Sometimes you may want to
execute a single command on a remote machine, returning afterward to the command line on
your local machine. This can be achieved by placing the command to be executed by the remote
machine in single quotes.

$ ssh remoteusername@othermachine.domain.org 'mkdir /home/myname/newdir’

Sometimes what you need is to execute time consuming commands on a remote machine, but
you aren't sure to have sufficient time during your current ssh session. If you close the remote
connection before a command execution has been completed, that command will be aborted. To
avoid losing your work, you may start via ssh a remote screen session and then detach it and
reconnect to it whenever you want. To detach a remote screen session, simply close the ssh
connection: a detached screen session will remain running on the remote machine.

ssh offers many other options. You can also set up your favorite systems to allow you to log in
or run commands without specifying your password each time. The setup is complicated but can
save you a lot of typing; try doing some Web searches for "ssh-keygen", "ssh-add", and
"authorized_keys".

SCP: FILE COPYING
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The SSH protocol extends beyond the basic ssh command. A particularly useful command based
on the SSH protocol is scp, the secure copy command. The following example copies a file from
the current directory on your local machine to the directory /home/me/stuff on a remote
machine.

$ scp myprog.py me@Rothermachine.domain.org:/home/me/stuff

Be warned that the command will overwrite any file that's already present with the name
/home/me/stuff/myprog.py. (Or you'll get an error message if there's a file of that name and you
don't have the privilege to overwrite it.) If /home/me is your home directory, the target directory
can be abbreviated.

$ scp myprog.py me@othermachine.domain.org:stuff

You can just as easily copy in the other direction: from the remote machine to your local one.

$ scp me@othermachine.domain.org:docs/interview.txt yesterday-interview.txt

The file on the remote machine is interview.txt in the docs subdirectory of your home directory.
The file will be copied to yesterday-interview.txt in the home directory of your local system

scp can be used to copy a file from one remote machine to another.

$ scp userl@hostl:filel user2@host2:otherdir

To recursively copy all of the files and subdirectories in a directory, use the -r option.

$ scp -r userl@hostl:dirl user2@host2:dir2

See the scp man page for more options.

RSYNC: AUTOMATED BULK TRANSFERS AND BACKUPS

rsync is a very useful command that keeps a remote directory in sync with a local directory. We
mention it here because it's a useful command-line way to do networking, like ssh, and because
the SSH protocol is recommended as the underlying transmission for rsync.

The following is a simple and useful example. It copies files from your local /home/myname/docs
directory to a directory named backup/ in your home directory on the system
quantum.example.edu. rsync actually minimizes the amount of copying necessary through various
sophisticated checks.

$ rsync -e ssh -a /home/myname/docs me@quantum.example.edu:backup/

The -e option to ssh uses the SSH protocol underneath for transmission, as recommended. The -
a option (which stands for "archive") copies everything within the specified directory. If you want
to delete the files on the local system as they're copied, include a --delete option.

MAKING LIFE EASIER WHEN YOU USE SSH OFTEN

If you use SSH to connect to a lot of different servers, you will often make mistakes by
mistyping usernames or even host names (imagine trying to remember 20 different
username/host combinations). Thankfully, SSH offers a simple method to manage session
information through a configuration file.

The configuration file is hidden in your home directory under the directory .ssh (the full path
would be something like /home/jsmith/.ssh/config - if this file does not exist you can create it).
Use your favorite editor to open this file and specify hosts like this:

Host dev
HostName example.com
User fc

You can set up multiple hosts like this in your configuration file, and after you have saved it,
connect to the host you called "dev" by running the following command:

$ ssh dev

Remember, the more often you use these commands the more time you save.
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3 2 - SOCKS PROXIES

SOCKS is an Internet protocol which presents a special kind of proxy server. The default port
for SOCKS proxies is 1080, but they may also be available on other ports. The practical
difference to normal HTTP proxies is that SOCKS proxies work not only for Web browsing, but
also for other applications like video games, file transfer or instant messenger clients. Similar to
a VPN, they work as a secure tunnel.

Common SOCKS versions include 4, 4a and 5. The version 4 always needs the IP address to
create a connection, so the DNS resolution still has to take place on the client. This make it
useless for many circumvention needs. Version 4a usually uses hostnames. Version 5 includes
newer techniques such as authentication, UDP and IPv6, but it often uses IP addresses, so it
might also not be the perfect solution. See also the section "DNS leaks" at the end of this
chapter.

A variety of software can take advantage of a SOCKS proxy to bypass filters or other
restrictions not only Web browsers, but also other Internet software like instant messaging and
e-mail applications.

Bk

Although public SOCKS proxies do exist, in many cases SOCKS proxies will run locally on your
computer, and will be provided by a software application. Because SOCKS tunnels are so flexible,
some censorship circumvention software creates a local proxy running on your own computer
(which is usually referred to by the name localhost or the IP address 127.0.0.1). This local proxy is
a way to let applications such as a Web browser take advantage of the circumvention software.
Tools that can work in this way include Tor, Your-Freedom and SSH tunnels set up with PuTTY.

Local proxy enthusiast T-shirt (get it?)

There's no place
Tike 127.0.0.1
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In order to use an application proxy for circumventing censorship, you must tell software on your
computer that you want to use that proxy when communicating with other systems on the
Internet.

Some Internet applications don't ordinarily work with a proxy because their developers didn't
create them with proxy support. However, many of these applications can be made to work with
a SOCKS proxy using socksifier software. Some examples of such software include:

e tsocks (http://tsocks.sourceforge.net) on Unix/Linux
o WideCap (http://www.widecap.com) on Windows

e ProxyCap (http://www.proxycap.com) on Windows

CONFIGURING YOUR APPLICATIONS

In most cases configuring applications to use a SOCKS proxy is done in much the same way as
configuring them to use HTTP proxies. Applications that support SOCKS proxies will have a
separate entry in the menu or configuration dialog where HTTP proxies are configured which let
you configure a SOCKS proxy. Some applications will ask you to choose between SOCKS 4 and
SOCKS 5 proxy settings; in most cases SOCKS 5 is the better option, although some SOCKS
proxies may only work with SOCKS 4.

Some applications, such as Mozilla Firefox, will allow you to configure both an HTTP proxy and a

SOCKS proxy at the same time. In this case, normal web-browsing will happen through the HTTP
proxy, and Firefox may use the SOCKS proxy for other traffic such as streaming video.

Mozilla Firefox

To configure Mozilla Firefox to use a SOCKS proxy:
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1. Select Tools > Options:

2} Mozilla Firefox Start Page - Mozilla Firefox

File  Edit Miew History  Bookmarks BGEES Help
1 Web Search Chrl+k -

R c fat | 3 -3
= | Downloads Chrl+l |
2] Most visited 4 Getting Started 5/ Lal  add-ons Hat
Web |mages Maps Mews 3Sho gyq Console Ctrl+5hife+3

Page Info

Clear Private Data...  Chrl+5Shift+Del

Googler

2. The Options window appears:

Options
ey — P
J I— Sn = L,
IMain Tabs Content  Applications  Privacy  Security  Advanced
.~ Startup
‘When FireFox starts: !Show my home page W |

Home Page: | http: fien-Us, start2 mozilla, comyfirefox?client=firefox-arls=org.moz |

[Use Current Page ] [ Use Bookmark. ] [R_estore to Default ]

- Downloads

Show the Downloads window when downloading a file

[ close it when all dowrloads are finished

(®) Save files ta |@ Deskhop | ’ Browse. ..

() Always ask me where ta save files

#Add-ons

Change options for your add-ons Manags Add-ons...

oK l [ Cancel ] [ Help ]

3. In the toolbar at the top of the window, click Advanced:

i %

ions P.r.i-\:'acy Security  Advanced

=l

direct or reload the page

4. Click the Network tab:

d B3 ==

Main Tabs Content

General | Metwark |-Update_?s En|

Connection -

5. Click Settings. The Connection Settings window opens:
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Connection Settings

- Configure Proxies to Access the Internst —

@ Mo proxy.

() Auto-detect proxy settings for this network

() Manual proxy configuration:

O Automatic proxy configuration URL:

[ OF ] [ Cancel ] [ Help

6. Select "Manual proxy configuration”. The fields below that option become available.

(%) Manual proxy configuration:

LrTnn [ -

7. Enter the SOCKS proxy address and port number, choose SOCKS v5, then click OK.

3

Connection Settings

- Configure Proxies ko Access the Internet —
() Mo proxy
() Auto-detect proxy settings far this network

(%) Manual proxy configuration:

HTTR Proxy: | | Bart:

[] Use this proxy server For all protocals

() SOCKS w4 (3) SOCKS ¥S

.

Mo Prosey For: | localhost, 127.0.0.1

S5l Proxy: | | Part: Y=
ETR Proxy: | | Part: 0s
Gopher Praxy: | | Port: E
SOCKS Host: | 127.0.0.1 | Port: @
|

Example: .mozila.org, .net.nz, 192,168.1.0/24
O Automatic proxy configuration URL:

[ OF ] [ Cancel ] [ Help

Now Firefox is configured to use a SOCKS proxy.
Microsoft Internet Explorer

To configure Internet Explorer to use a SOCKS proxy:
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1. Select Tools > Internet Options:

FLOSS Manuals (en) - Microsoft Internet Explorer

File  Edit  View Favorites Help

. T | Mail and Mews »
@ Back - J @ Pop-up Blocker y 'E_‘
&%, .. . | Manage Add-ons...
Address I@ hittp:ffen.flossmanu <yhichrerize. ..
‘Windows Update I

Windows Messenger
Diagnose Connection Problems. ..

2. Internet Explorer displays the Internet Options window:

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced |

Home page
% “You can change which page to uze for pour home page.
Address: isapifredir.di?prd=i msnhome |

[ Usze Current ] [ Usze Default ] [ Usze Blank ]

Temporary Intemet files

< Pages you view on the Intemet are stored in a special folder
@ Y\ for quick viewing later.

[Delete Eookies...] [ Delete Files... ] [ Settings...

History

The History folder containg links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in history: |2D > Clear History

[ Colars.... ] [ Fontz... ] [ Languages... ] [Accessibility...]

[ 0k J[ Cancel ] Apply

3. Click the Connections tab:

=
Internet Options

| General | Security | Privacy | Eontent| Cannections | Pro|

E To sek up an Internet connection, click I

Setup,

Dial-up and Virtual Private Metwork. settings

4. Click LAN Settings. Internet Explorer displays the Local Area Network (LAN) Settings
window:
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cal Area Network (LAN) Setti

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[ automatically detect ssttings

|:| Use automatic configuration script

Prowy server

Use a proxy server For your LAN (These settings will not apply to
dial-up or ¥PN connections).

Bypass proxy server for local addresses

| | [ Advanced... ]

[ Ok ][ Cancel ]

5. Select "Use a proxy server for your LAN" and click Advanced.
Internet Explorer displays the Proxy Settings window:

Type Prozy address to use Port

HTTP: | example,com

Secure: |

FTP:

|
Gopher: |
|

Socks:

[use the same prosy server For all protocols

Exceptions
Do ok use proxy server for addresses beginning with:

Use semicolons { ;) ko separate entries,

[ Ok H Cancel ]

6. Clear "Use the same proxy server for all protocols” if it is selected:

Proxy Settings

Servers

[ Type Proxy address to use
Gl

HTTP: | example,com

Secure: | Examn

FTP:

Socks:

| .
Gopher: | ‘
|

Exceptions
Do ok use proxy server for addresses beginning with:

Use semicolons § ; ) to separate entries,

[ Ok H Cancel ]

7. Enter the proxy address to use and port number in the Socks row and click OK:
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Proxy Settings

Servers

(i Tvpe Proxy address to use Part

E_% HTTF: [l [+ |
Secure: | | 8 | |
| ]
Gopher: | | 8 | |
Socks: [1z7.0,0.1 || 1080 |

[use the same prowxy server for all protocols

Exceptions
(o] Do ok use proxy server for addresses beginning with:

‘ ‘

Use semicolons § ; ) to separate entries,

[ OF H Cancel ]

Now Internet Explorer is configured to use a SOCKS proxy.

Configuring a SOCKS proxy for other applications

Many Internet applications other than Web browsers can use a SOCKS proxy to connect to the
Internet, potentially bypassing blocking. Here is an example with the instant messaging software

Pidgin. This is a typical example, but the exact sequence of steps to configure some other
application to use a SOCKS proxy would be slightly different.
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1. Select Tools > Preferences:

@ Buddy List

Buddies  Accounts Help
= ¥Yenner ' Buddy Pounces
Certificates
@ ree
| {} Plugins Chrl+U
= services
O jaku Privacy

| @) smiley Chrl+y

@ pin_g.Fm
A o File Transfers  Chr+T

@ ww@ijabber.o| Rioormn List
System Log
= Buddies

| Mute Sounds
@ ™=oe o —
s hitplfe..,

[I@ Available . - l

2. Pidgin displays the Preferences window:

Preferences

Smiley Themes | Sounds I: Mebwor

X]

| Logging '! Skatus [ Idle

System Tray Icon

Show system tray icon: Always w |

Conversation Window Hiding

Hide new IM conversations: | Mever L

Tabs
Show IMs and chats in tabbed windows

Show close button on tabs

Flacement: Top W

Mew conversations: | Last created window b

Keyboard Shortcuts
[ ¢lose conversations with the Escape key

3. Click the Network tab:
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[ Preferences @

Interface | Canversations | Smiley Themes | Sounds : | Logging || status 1 Idle

1P Address

STUM server: | |

Exampla; sfunserver. org
Autodetect IP address

Ports

Enable automatic router port Forwarding

[ Manually specify range of ports ko lisken on

dd

il

Proxy Server

Proxy tvpe: | No proxy v

4. For Proxy type, select SOCKS 5. Additional fields appear under that option.

Proxy Server

Proxy bype: b |

SOCKS 4

SOCKS S

HTTP

Use Environmental Settings |

5. Enter the host address and port number of your SOCKS proxy:

Proxy Server
Proxy bype: ! SOCKS 5 b |
Host: |127.0.0.1 | port: 1080 |
= — -
User: | iPagsword: | |
6. Click Close.

Pidgin is now configured to use a SOCKS proxy.
When you're done with the proxy

When you are done using a proxy, particularly on a shared computer, return the settings you've
changed to their previous values. Otherwise, those applications will continue to try to use the
proxy. This could be a problem if you don't want people to know that you were using the proxy
or if you were using a local proxy provided by a particular circumvention application that isn't
running all the time.

DNS LEAKS

One important problem with SOCKS proxies is that some applications that support the use of
SOCKS proxies may not use the proxy for all their network communications. The most common
problem is that Domain Name System (DNS) requests may be made without going through the
proxy. This DNS leak can be a privacy problem and can also leave you vulnerable to DNS
blocking, which a proxy could otherwise have circumvented. Whether an application is vulnerable
to DNS leaks may vary from version to version. Mozilla Firefox is currently vulnerable to DNS
leaks in its default configuration, but you can avoid these by making a permanent configuration
change to prevent DNS leaks:
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1. In the Firefox address bar, enter about:config as if it were a URL (you may see a warning
about changing advanced settings):

S e Tl COMOON TN 1035 e FITSTETOanT. T T7-37 I ATCKEnd. T o7 I == TTEW T

[ @I about:config

.3 Io FLOSS Manuals (en) x| ‘ @ about:config ]

This might void your warranty!

"~ Changing these advanced settings can be harmful to the stability, security, and performance
of this application. You should only continue if you are sure of what you are doing.

[#] Show this warning next time

I'll be careful, | promise!

2. If necessary, click "Il be careful, | promise!" to confirm that you want to modify your
browser settings. The browser displays a list of configuration settings information.
3. In the Filter field, enter network.proxy.socks_remote_dns. Only that setting is displayed:

@

File Edit Wiew History Bookmarks Teols Help =i London: Th

e @ [ @I about:config

Io write : Circu... & [0 write : Circu... & [ [©] about:config (XN

Filter: [ network.proxy.socks_remote_dns

Preference Mame > | Status Type Value

network.proxy.socks_remote_dns  default boclean false

4. If this setting has the value false, double-click it to change its value to true.

Firefox is now configured to avoid DNS leaks. Once the value is displayed as true, this setting is
automatically saved permanently.

There is no documented way to prevent DNS leaks within Microsoft Internet Explorer, without
using an external program.

At the time of this writing there are no known DNS leaks in Pidgin when configured to use a
SOCKS 5 proxy.
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33 - RESEARCHING AND DOCUMENTING
CENSORSHIP

In many countries, it is no secret that government censorship of the Internet exists. The scope
and methods of censorship have been documented for example in the books Access Denied: The
Practice and Policy of Global Internet Filtering and Access Controlled: The Shaping of Power, Rights,
and Rule in Cyberspace, both edited by Ronald Delbert, John Palfrey, Rafal Rohozinski, and

Jonathan Zittrain (http://opennet.net/accessdenied and http://www.access-controlled.net).

When a popular site is widely blocked, that fact tends to become widely known within the
country. However, some governments (including some rather active censors) officially deny the
existence of censorship or try to disguise it as random technical errors. If you're subject to
censorship, you can use your situation to help others (including the international academic and
activist community that studies censorship) understand it and potentially publicize it.

Of course, you need to be cautious about this; governments that deny their network censorship
practice may not appreciate your participation in efforts to expose them.

RESEARCH CENSORSHIP KNOWLEDGE DATABASES

Some censorship knowledge databases have been made public in the last couple of years. Some
of them are crowd-sourced but they are all validated by field experts. They are being constantly
updated to keep information and blocked sites lists as accurate as possible. Some databases are
available at the following URLs:

e Herdict Web: https://www.herdict.org
o Alkasir Map: https://www.alkasir.com/map

On a more macro-geographic level, OpenNet Initiative and Reporters without Borders release a
"State of Internet" for every country on a regular basis. You can access them online:

o OpenNet Initiative research report: http://opennet.net/research
e Reporters Without Borders Internet Enemies: http://www.rsf.org/ennemis.html

REPORTING BLOCKED SITES USING HERDICT

Herdict (https://www.herdict.org) is a Web site which aggregates reports of inaccessible sites. It's
run by researchers at the Berkman Center For Internet and Society at Harvard University in the
United States who study how the Internet is being censored.

The data in Herdict isn't perfect — for example, many users can't distinguish a site that is not
available because of a technical glitch or because they mistyped the address from actual
censorship - but the data is collected from all over the world and is constantly updated.
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Site Report : www.facebook.com

This site has been reported inaccessible 2,577 times around the world.
This site has been reported accessible 3,523 times around the world.
This site ranks 2 out of 5,046 reported sites.

Some pages on this site appear to be down

LTI

COUNTRY » E - E REPORTS *
All Countries 2577 3523

China 837 441

United States 354 836

Vietnam 271 110

Egypt 148 59

Iran 102 104

Syria 93 40

Above is an overview of the Facebook report.
You can help these researchers by submitting your own reports to Herdict through their web

site. It is free, easy to use and you don't even have to register. You can also register to get
updates on future block notifications about a website.

Add an alert

Sign up to receive e-mail updates on the countries and/or sites that interest you.

ALERT SETTINGS

Select criteria below to describe the alerts you are interested in receiving. You can leave other fields
blank to receive all reports for a particular setting (e.g. leave the "site" and "type" settings blank to
receive all reports for a particular country).

Country: | Choose a country j|
Site: | |
Type:  |:inaccessible i~

s
all Ly

lggers an alert and sends you an e-mail.

© send me an alert when Herdict receives IZJ report(s) per
© send me an alert when Herdict receives D percent more reports per

E-MAIL NOTIFICATION

E-mail address: | |

| previewalert || Addalert |

Herdict also offers add-ons for the Firefox and Internet Explorer Web browsers to make it easier
to report whether particular Web sites are blocked or not as you browse the web.

REPORTING BLOCKED SITES USING ALKASIR

Alkasir is a censorship circumvention tool with a build in research part which allows its users to
report a blocked Web site with a simple click on the "Report Blocked URLs" button. Alkasir
maintains a relevant list of blocked sites per country and may automatically check other related
URLs for availability. By using the report feature you can easily contribute to this research.

You can find more details about how to use the tool in the chapter "Using Alkasir".
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ENABLING REMOTE ACCESS FOR OTHERS

You can also help censorship research by giving researchers remote access to your computer so
that they can use it to carry out their own tests. You should only do this if you trust the
researchers in question with the kind of access you're offering them, since they may get full
control over your computer and everything they do on your machine will look like your own
actions to your ISP or government.

For GNU/Linux operating systems a shell account is the best option; you can find help in setting

this up at http://ubuntuforums.org and other sites.

For Windows operating systems the build-in remote desktop feature should be used. You can find
instructions for this at http://www.howtogeek.com/howto/windows-vista/turn-on-remote-
desktop-in-windows-vista. You may also have to change port forwarding settings on the router
box you use to connect to the Internet; this is explained on http://portforward.com.

Another solution for remote access is the free tool TeamViewer (http://www.teamviewer.com
which is available for all operating systems.

COMPARING NOTES

The basic technique for documenting network censorship is to try to access a huge number of
network resources, such as a long list of URLs, from various places on the Internet and then
compare the results. Did some of the URLs fail to load in one place but not in another? Are
these differences ongoing and systematic? If you have a reliable circumvention technology such
as a VPN, you can do some of these experiments by yourself, by comparing how the net looks
with and without circumvention. For example, in the United States, this was the method used to
document how ISPs were disrupting the use of peer-to-peer filesharing software.

These comparisons can be done with automated software or by hand.

PACKET SNIFFING

If you become familiar with the technical details of how Internet protocols work, a packet sniffer
like Wireshark (http://www.wireshark.com/) will let you record the actual network packets that
your computer transmits and receives.
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34 DEALING WITH PORT BLOCKING

Network firewalls can be used to block all communications that are directed to a particular port
number. This can be used to try to prevent the use of a particular protocol or kind of network
software. To try to circumvent these restrictions, ISPs and users could arrange access to

services at non standard port numbers. This allows software to circumvent simple port blocking.

Many software applications can easily be made to use non standard port numbers. URLs for web
pages have a particularly convenient way of doing this right inside the URL. For example, the URL
http://www. example.com: 8000/foo/ would tell a web browser to make an HTTP request to
example.com on port 8000, rather than the default http port 80. Of course, this will only work if
the web server software on www.example.com is already expecting requests on port 8000.

TESTING FOR PORT BLOCKING

You can test which ports (if any) are blocked on your connection using Telnet. Just open a
command line, type "telnet login.icq.com 5555" or "telnet login.oscar.aol.com 5555" and press
Enter. The number is the port you want to test. If you get some strange symbols in return, the
connection succeeded.

= ISEr@example: EEEE
File Edit Wiew Terminal Tabs Help
user@example:~$ telnet login.icg.com 5555 (]

Trying 64.12.161.153...
Connected to login.messaging.aol.com.
Escape character is '~]"'.

* b

If, on the other hand, the computer reports that the connection failed, timed out, or was
interrupted, disconnected, or reset, that port is probably being blocked. (Keep in mind that some
ports could be blocked only in conjunction with certain IP addresses.)
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35 INSTALLING WEB PROXIES

If you have access to a Web server in a country which is not censoring access to the Internet,
you can install a Web proxy, which is a small software written in the programming languages
PHP, Perl, Python or ASP. Installation of Web-based circumvention software requires some
technical expertise and resources (a compatible Web hosting and sufficient bandwidth).

If you want to install your own Web proxy, you need one of the following:

e a Web hosting space with PHP support (which can be purchased for a few US dollars a year
from hosting companies such as https://www.dreamhost.com or http://www.hostgator.com
or provided by your school or university)

e a virtual (VPS) or dedicated server (which are more expensive and more complicated to
use)

e a PC connected to a broadband connection (with a publicly routable IP address).

PUBLIC AND PRIVATE WEB PROXIES

Public Web proxies are available to anyone able to search them, on search engines such as
Google for example. Public Web proxies and anonymity services may be found by users and
those authorities implementing filtering, so they are more vulnerable to blacklisting.

The locations of Private Web proxies are only known to the intended users. Therefore, private
Web proxies are best suited for users who require stable circumvention services for Web traffic
and have trusted contacts in non-filtered locations with sufficient technical skills and available
bandwidth to set up and maintain the Web proxy. The chances of private Web proxies being
detected and blocked are lower than those of public circumvention services. This is also the
most flexible circumvention option available for simple Web traffic and is less likely to be
discovered and blocked than a public Web proxy, particularly if it is used with SSL encryption.

FEATURES OF WEB PROXIES

Web proxies can be set up with some level of customization tailored to the specific needs of the
end user. Common customizations would include changing the port number that the Web server
runs on and implementing encryption such as SSL. Since some blacklists may block keywords
associated with popular proxy software, changing items like the default URL, the name of the
script, or elements of the user interface can also reduce the risk of automated detection and
blocking of the proxy. It is possible to protect the use of the Web proxy by enabling .htaccess
with a username and a password.

When using SSL, it's also useful to create an innocuous Web page at the root of the Web server
and conceal the Web proxy with a random path and file name. Although intermediaries may be
able to determine the server you are connecting to, they will not be able to determine the
requested path because that part of the request is encrypted. For example, if a user connects
to https://example.com/secretproxy/, an intermediary will be able to determine that the user
connected to example.com but they will not know that the user requested the Web proxy. If the
Web proxy operator places an innocuous page at example.com, then the Web proxy is less likely
to be discovered by monitoring network transmissions. A valid SSL certificate which is trusted in
all popular Web browsers is available for free at https://www.startcom.org/.

There are several free open source Web proxies available on the Internet. The main differences
are the programming languages they are written in, since not every Web server supports every
programming language. The other big difference is the compatibility of the script with modern
Web sites with technologies like AJAX (used by GMail or Facebook) or streaming Flash video (used
by YouTube).

Popular free Web proxy programs include:
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e CGIProxy ( http://www.jmarshall.com/tools/cgiproxy): a CGl script written in the Perl

programming language that acts as both an HTTP and an FTP proxy.

e Peacefire's Circumventor (http://www.peacefire.org/circumventor/simple-circumventor-
instructions.html): an automated installer program that makes it much easier for non-
technical users to install and configure CGIProxy on a Windows machine.

e SabzProxy (http://sabzproxy.com): both an HTTP and an FTP proxy. It is based on the
legacy code of PHProxy written in PHP with new features, such as random encoding of the
URL, to make it harder to block.

o Glype Proxy (http://www.glype.com): another free-to-use, web-based proxy script, also
written in PHP.

The sites of these Web proxies provide instructions on how to set them up. Basically, this
involves downloading the script, extracting it on the local hard disk, uploading the script via FTP
or SCP to your Web server, setting permissions and testing the script. The following example is
for the installation of SabzProxy, but the steps are similar for other Web proxies.

INSTALLING SABZPROXY

SabzProxy is only available in Persian, but the GUI is simple and is still easy to understand.

These instructions describe the most common case: using FTP to transfer SabzProxy to a Web
space account that already supports PHP. For this technique, you will also need an FTP client

program such as FileZilla (http://filezilla-project.org).

Although this method is the most common, it isn't applicable to every situation (for example if
you're setting up your own server through the comand line), but the steps should be similar.
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1. The first step is to download the SabzProxy archive file from http://www.sabzproxy.com.
2. Next, extract the contents of the .zip file by clicking with the right mouse button on the
file and choosing Extract All.

= Sabzproxy_Ver1
File Edit View Go Bookmarks

@& Back v | v
| WwWw | ISabzproxy_Veﬂ ]
<! DOE
/ zh;!\l
o
images config.php help.html
/ / /
index.inc.php index.php Snoopy.class.php
@char body
f* 5 font-
.clea font-
clear color
sp01_style.css style.css
8 items, Free space: 5.1 GB ‘

3. Open the config.php file with a basic text editor (e.g. Notepad for Windows, Gedit or Nano
for Linux systems, Texteditor for MacOS)

4. Edit line 8, starting with $config_key. Type a random string between "". This string will be
used to randomize the URL encoding, so make it as random as possible.

<?php

* Config Key --------mmmmmmmmrmreee e
* Inja bayad yek kelid 5 ta 10 characteri vared konid

I

$config key = "Type here a random string";

fEE
/!

* Bookmarks -----------------miiooiiiiaon
* Linkdoonie shoma
* Mitavanid be har tedad link ezafe konid. kafi ast ke az yek
* va on ra edit konid.
* f

!
$linkbox = array(

L M/http://wwe . balatarin.com” == ", YL/ );

5. You can also configure a couple of options, such as the welcoming text and links.

6. Open FileZilla, enter the server (host), username and password of your Web space and
click on Quickconnect (or similar if you are using a different FTP client).

7. The left part of the FTP client window represents your local PC, so you can locate the
SabzProxy files that you have just extracted here.
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File Edit View Transfer Server Bookmarks

g Bula peoxr [F
|host: | Username: I Password: I Port: | E

F PUTBE. 237 JTIOTIIE 153 YUUI LUITETILTULALIUTT
Command: PASV
Response: 227 Entering Passive Mode (188,121,47,1,198,114)

Local site: Help/Sabzproxy_Ver1/ : Remntesitm“home

ww| ]| aws)

Filename ~ £ cgi
= P = home
£3 images =
snoopy.class.php Filename ~

config.php
help.html
index.inc.php
index.php

23 images
snoopy.class.php
config.php

sp01_style.css help.html
style.css index.inc.php
index.php
sp01_style.css
style.css
= — w < =

|7 files and 1 directory. Total size: 107,6| |7 files and 1 directory. Total size: 107,359 bytes (2 objects Filtere

‘ Server/Local file ‘ Directic
[

Queued files | Failed transfers | Successful transfers

% Queue:empty @@

8. Drag-and-drop the files from the left part of the FTP client window to the right part, which
represents the remote FTP server (your Web space).

9. You can now access SabzProxy by browsing to the domain of your Web space and the
directory to which you uploaded PHProxy. (In this example http://kahkeshan-e-
sabz.info/home.)

If this doesn't work, your server account may not support PHP, or support for PHP may be
disabled or may require additional steps. Please refer to the documentation for your account or
the Web server software in use. You can also look for an appropriate support forum or ask your
web server operator for additional help.
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36 SETTING UP A TOR RELAY

If you live in an area with little or no Internet censorship, you may want to run a Tor relay or a
Tor bridge relay to help other Tor users access an uncensored Internet.

The Tor network relies on volunteers to donate bandwidth. The more people run relays, the
faster and more secure the Tor network will be. To help people using Tor bypass Internet
censorship, set up a bridge relay rather than an ordinary relay.

Bridge relays (or bridges for short) are Tor relays that are not listed in the main (and public) Tor
directory. Even if an ISP is filtering connections to all the known Tor relays, it probably will not be
able to block all the bridges.

RISKS OF OPERATING A TOR NODE (TOR RELAY)

A Tor node is a kind of public proxy, so running one can have the general risks of running a proxy
mentioned in the "Risks of Operating a Proxy" chapter of this manual. However, a Tor node is
typically set up in one of two ways: as an exit node or as a middleman node (sometimes
called a non-exit node). A middleman node forwards encrypted traffic only to other Tor nodes,
and does not allow anonymous users to communicate directly with sites outside of the Tor
network. Running either kind of node is helpful to the Tor network as a whole. Running an exit
node is particularly helpful because exit nodes are comparatively scarce. Running a middleman
node is comparatively less risky because the middleman node is unlikely to draw the kinds of
complaints that a public proxy might, since the IP address of a middleman node will never appear
on log files.

Since a bridge is not an exit node, you are unlikely to receive complaints about the use of a
bridge node by others.

Even though it is unlikely to draw specific complaints, operating a middleman or bridge node may
cause your ISP to object for more general reasons. For example, the ISP may disapprove of the
Tor network or may forbid subscribers from operating any sort of public service. You can find
more best practices on how to safety run a Tor exit node on https://blog.torproject.org/blog/tips-
running-exit-node-minimal-harassment.

WHAT DO | NEED TO RUN A RELAY OR A BRIDGE RELAY?

There are only a few prerequisites for running a Tor relay:

e Your Internet connection needs to have a bandwidth of at least 20 kilobytes/second in
both directions (and it needs to be OK for your connection to be constantly in use when
your computer is on).

e You need an Internet connection with an IP address that is publicly routable.

e |f your computer is behind a network address translation (NAT) firewall and doesn't have
access to its public (or external) IP address, you'll need to set up a port forwarding rule on
your router. You can do this via the Tor Universal Plug and Play facility, or manually, by
following the instructions in your router manual or at portforward.com
http://portforward.com/english/applications,

port_forwarding/HTTPS/HTTPSindex.htm).

What is not required:
e Your computer does not have to be always on and online (the Tor directory will figure out

when it is).
e You do not need to have a static IP address.

DOWNLOADING TOR

To download Tor, go to the https://www.torproject.org/ Web site and click Download in the
navigation menu.

On the Available Tor Bundles page, select the stable version that fits your operating system.
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INSTALLING TOR ON GNU/LINUX

You can find detailed instructions on how to set up a Tor relay or bridge on

https://www.torproject.org/docs/tor-doc-relay.html.en.
INSTALLING TOR ON MICROSOFT WINDOWS

Launch the installer and click Next when asked.

If you are using Firefox, install all the components proposed in the dialog shown below:

Chosan Composnaly
‘Chems which Fratures of Wik Burele o mart b2 ratal.

ek the congon
rutal, Clek Rarst b k.
et e D 8|
o, smectth el P
S M 1] = E w020l 5
&[] Privoay 0.6

&[] Toebatton 120
S racpar: 7.8

oo gy ] [Cmen )

If you do not have Firefox installed, deselect Torbutton (you will have the option to install Firefox
and Torbutton afterwards).

When the installation is completed, launch Tor by clicking Finish with the "Run installed
components now" box selected, as in the dialog shown below:

Complating the Vidaka Bundle
Satup Wizard

Trarson s oot

[
ootk et

[F1Fun iretaad corpanants now

Tor etalion aswntain

CONFIGURING TOR TO BE A BRIDGE

To activate your bridge:
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1. Open the Vidalia control panel.
2. In the Vidalia control panel, click Settings:

3.

In the Settings window, click Sharing:

% @ o

Tt

General MNetwork Sharing Services  Appearance  Advanced

(@ Run as a client anly
(1 Relay traffic For the Tar netwark

(! Help censored users reach the Tor network (Tar 0.2,0.8-alpha or newer)

4. To create the bridge, click "Help censored users reach the Tor network":

X OLTIF B o o

General  Metwork | Sharing

Services  Appearance  Advanced Help

Run as a clent onky

Relay traffic For the Tor network.
# Help censored usars reach the Tor retwork (Tor 0.2.0.8-alpha of rever)
Gasc Settogs | Bandmcth umts [ £.x poces |

Cortact Infu | <yourgemal.com

Ry Fort: 443

[ parrce the Relay Dkectory  Diactary Port: | 9030

T e

Let cthers acoess your bridge bry ghing them s ire
‘four bridge relsy = not rumning,

Xow |[ o]

5.

If you are using a NAT IP address on a local network, you will need to create a port
forwarding rule in your router. You can ask Tor to try to configure port forwarding for you.
To do so, click "Attempt to automatically configure port forwarding":
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Your bridge relay Is nat nning

Xeos | & ]

Click Test to see if Tor has correctly created a setting for port forwarding in the router:

! Settings

g oo F

A @ T

General  Network | Shaeing | Services  Appeararce  Advanced Help
Run as a chent onky

Relay traffic For the Tor netwerk.

® Help cengored Lsers reach the Tor retwork (Tor 0.2.0.8-akpha or newer )

Rl — Testing LPnP Support

Cortad hife E Discovrig LIPrP-aabled dinices
vinsrer | PPIIIIIIIITTID
| Mirece tha Ry

slp Cose.
| Attempt to of e &

Let cthers access your bridge by chving them trs line:

four bridge relay s rot rumring,

e 5]

If Tor could not configure port forwarding, please read the Tor FAQ entry on this
topic:

https://trac.torproject.org/projects/tor/wiki/TheOnionRouter/TorFAQ#ServerForFirewalledClient

Congratulations. If all has gone well, your bridge is up and running. Your bridge information will be
added to the hidden bridge directory and made available to users who request it.

SHARING YOUR BRIDGE WITH FRIENDS

If you specifically established your bridge to help a friend access the Tor network, you can copy
the information at the bottom of the Settings window and send it to her:
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Let pthwers access your bridge by ghing them this kne:

7,15,
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37 RISKS OF OPERATING A PROXY

When you run a Web proxy or application proxy on your computer to help others, requests and
connections forwarded through that proxy will appear to originate from your computer. Your
computer is acting on behalf of other Internet users, so their activity could be attributed to you,
as if you had done it yourself. So if someone uses the proxy to send or receive material that a
third party objects to, you could receive complaints that assume that you are responsible and
may ask you to stop that activity. In some cases, activities using your proxy could attract legal
action or the attention of law enforcement agencies in your own or another country.

In some countries, proxy operators have received legal complaints, and, in some cases, law
enforcement agents have even seized computers that were functioning as proxies. This could
happen for several reasons:

e Someone may (incorrectly) assume that the operator of the proxy computer was
personally involved in activity passing through the proxy.

e Someone may assert that the operator of the proxy has a legal duty to stop certain uses,
even if the uses are being made by third parties.

e Someone may hope to examine the proxy to find evidence (e.g. logfiles) of who was
responsible for some activity.

If you think this could be a risk for your proxy in your area, it may be safer to operate the proxy
on a dedicated computer in a data center. That way it won't attract attention to your home
Internet connection.

National laws may vary in the way and extent they protect proxy operators from liability. For
details about your situation, you should consult a lawyer or qualified legal expert in your
jurisdiction.

RISKS OF OPERATING A PUBLIC PROXY

Internet service providers may complain about your operation of a proxy, especially if they
receive complaints about abuse of the proxy. Some ISPs may assert that running a public proxy
violates their terms of service, or that they simply do not wish to permit users to run public
proxies. These ISPs may disconnect you or threaten to disconnect you in the future.

A public proxy may be used by many people all over the world and may use huge amounts of
bandwidth and traffic, so when using ISPs that charge on a non-flat-rate tariff, one should take
precautions to avoid a large traffic bill at the end of the month.

RISKS OF OPERATING A PRIVATE PROXY

These risks still exist if you operate a proxy for your own benefit or for the use of a small
number of individuals, but operating a non-public proxy is much less risky than operating a public

proxy.

If the user of your non-public proxy is detected and monitored, whoever is doing the monitoring
may realize or speculate that there is a connection between you and the user and that you are
trying to help that person circumvent filtering.

Although your own ISP is much more likely to object to your running a public proxy than a private
proxy, some ISPs may have such comprehensive anti-proxy policies that they object even to the
operation of a private proxy on their networks.

DATA RETENTION LAWS MIGHT REGULATE PROXY
OPERATION

In some countries, data retention laws or similar laws meant to restrict anonymity might be
interpreted to regulate the operation of proxy services. For more information about data
retention, see https://secure.wikimedia.org/wikipedia/en/wiki/Telecommunications_data_retention.
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38 BEST PRACTICES FOR WEBMASTERS

Running a Web site, exposed to a wide audience or not, is not always easy. It is important to
think about your personal safety as well as the safety of the visitors. Often, Webmasters are
surprised when their Web sites are unexpectedly blocked in a certain country. If a large number
of visitors are unable to access the site, the site operator may also face economic problems.
Losing your Web site content or server, or having to set up a new server can also be disturbing
and frustrating.

This chapter intends to gather a checklist of good practices and advice to have in mind when
running your Web site.

PROTECT YOUR WEBSITE

e Always schedule automated backups (files and database) on at least one another
physical machine. Be sure to know how to restore it.

e Monitor your traffic to learn something about the countries your visitors come from. You
can use geo location databases to make a guess about which country an IP address is
located in. If you notice a major drop in traffic from a specific country, your Web site may
have been blocked. You can share this with geographical blocked Web sites databases, like
Herdict (https://www.herdict.org/web).

e Secure your Web site, especially if you use a CMS (Content Management System). Always
install the latest stable updates to fix security flaws.

e Secure your Web server software with high level security settings (you can find plenty
of online resources about how to secure Linux Web servers).

e Register (or transfer) your domain name to another DNS provider which is not your
hosting provider. In case of attack on your current provider, you will be able to easily point
your domain name to a new hosting provider.

e You may also want to create a mirror server running as a standby to which you can
switch easily. Learn how to switch your DNS entries to the mirror server.

o Consider hosting your website in a foreign country, where the content is less
controversial and clearly legally protected. This may imply only a small additional delay in
page load time (usually a few milliseconds) for your visitors and may save you a lot of
trouble if you are located in a country where you web site's content is considered very
controversial.

e Test and optimize your website with the main circumvention tools your visitors are
likely to use. Check and fix any broken pages or features. Ideally, make your website
usable to visitors without JavaScript or plugins, since these may be unavailable or broken
when people are using proxies.

e Avoid using FTP to upload your files. FTP sends your password over the Internet
unencrypted, making it easy for eavesdroppers to steal your login credentials. Consider
using SFTP (File Transfer Protocol over SSH), SCP, or secure WebDAV (over HTTPS) instead.

e Use alternative ports to access your back-end. Hackers usually run automatic scans on
standard ports to detect vulnerabilities. Consider changing your ports to non-standard
values (such as SSH) to minimize the risks of these attacks.

e Protect your server against brute-force attacks by installing a tool such as DenyHosts

on your server (http://denyhosts.sourceforge.net) to protect your server by blacklisting IPs

that attempt unsuccessful logins more than a certain amount of times.

PROTECT YOURSELF

Here are some tips to prevent potential personal harm, if staying anonymous as a webmaster is
important for you.

e Use an anonymous e-mail address and name which is never associated with your real
identity.

e |f you own a dedicated domain name, you can record dummy entries in the WHOIS public
database by using a service often called "WHOIS proxy", "WHOIS protect" or "domain
privacy".

e Use a service like Tor to stay anonymous when updating your Web site.

PROTECT YOUR VISITORS
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Apart from protecting your Web site and yourself, it is also important to protect the visitors
from potential third party monitoring, especially if they submit content to your website.

e Deploy HTTPS so your users can access your site over an encrypted connection, to make
it more difficult to look automatically at the content which is being transferred and to
assure your identity. Ensure that your HTTPS configuration covers your entire site and
that you use other best practices for HTTPS configuration. You can find information on
how to deploy it correctly on https://www.eff.org/pages/how-deploy-https-correctly and also
try the automated tests at https://www.ssllabs.com/ for many technical parameters.

e Minimize retained data in your logs. Avoid saving IP addresses or any personal data
related to your visitors longer than necessary.

e Encrypt critical user data such as passwords, for example using salted hashes.

e External services like Google Analytics or other third-party content like ad networks are
difficult to control. Avoid them.

e Create a light and secure version of your Web site, without any Flash or Javascript
embedded code, compliant with Tor and low-bandwidth connections.

EDUCATE YOUR VISITORS

e Teach your users how to use circumvention tools, and be able to improve their online
security.

e Make a digital safety checklist available so your visitors can be sure they are not being
monitored or attacked.

SHARE CIRCUMVENTION TOOLS WITH YOUR VISITORS

e Host Web proxy instances (such as SabzProxy or Glype Proxy). Share them with your
visitors, by email, through your social networks.

e Send out psiphon invitations if you have an account on a private node

e Install other kinds of Web and application proxies if you own a dedicated server and
share it.

e Link to this manual or relevant circumvention tools from your website.

MULTIPLY CHANNELS OF DISTRIBUTION

Webmasters can and should take different actions in order to spread their content as much as
possible, to prevent being shut down or blocked.

e Set up a newsletter, and send regular updates of new content by e-mail. You will still be
able to reach users when they are not able to visit your Web site anymore.

e Set up a RSS feed and make sure it contains full articles and not only excerpts (snippets).
This way your content can be parsed very easily by third party websites and applications
such as Google Reader, which can be used to read your content where direct access is
blocked.

e Share your content on popular social networking platforms, such as Facebook or
Twitter, which may be hard to block.

e Spread the content as much as possible. Make your content available for download.
Wikipedia, for example distributes its entire content freely as a database dump which can
used to easily create new mirror Web sites with the same content elsewhere.

o Consider publishing your articles under an open license (like GPL or Creative
Commons) which allows everyone to reuse your content and create mirrors.

e Mirror your files on free sharehosting services like Rapidshare.com or Megaupload.com
and peer-to-peer filesharing software like Bittorrent.

e Configure your Web server to also serve content on different ports than the standard
ports 80 (http) and 443 (https).

e Offer an API (application programming interface) which allows others to access your
content automatically via third-party software such as Twitter or Wikipedia does.

REDUCE YOUR PAGE LOAD TIME

Reducing your page load time not only will save you some bandwidth and money, but will also
help your visitors coming from developing countries to access your information better. A good
list of best practices for speeding up your website can be found at

http://developer.yahoo.com/performance/rules.html and https://code.google.com/speed/page-
speed/.
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Adopt a minimalist style. Consider keeping images to a minimum, and use CSS to style
your layout. A good introduction to CSS can be found at
http://www.w3schools.com/css/css_intro.asp.

Optimize your images. Use programs like OptiPNG (http://optipng.sourceforge.net/) to
make your pictures load faster by optimizing them for the Web. Also, never scale images

with HTML if you don't need to (i.e. if you need a 60x60 image then resize it directly,
rather than using HTML).

Reduce Java, JavaScript, Flash and other content that runs in the client's computer to a
minimum. Remember that some Internet cafés disable this kind of content for security
reasons. Make sure that the information you want to convey is displayed in pure HTML.
Use external files for your CSS and JavaScript. If you have a certain CSS style or
JavaScript that is recurrent in your Web site, consider saving it in a separate file and calling
it in the header of your Web page. This will allow your client's browser to cache the files,
and they will not have to download all this content each time they visit a Web page on
your site.

Minify your code. Remove any unnecessary break lines and spaces. Some tools that do
this automatically can be found at http://javascriptcompressor.com

Reduce the number of server requests to a minimum. If you have a dynamic Web site
but the content doesn't change really frequently, you may want to install some cache
extensions that will provide your users with a static version of your content, thus
significantly reducing the number of requests to your database.

APPENDICES

39. Glossary

40. Ten things

41. Further Resources
42. License
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3 9 - GLOSSARY

Much of this content is based on http://en.cship.org/wiki/Special:Allpages
AGGREGATOR

An aggregator is a service that gathers syndicated information from one or many sites and
makes it available at a different address. Sometimes called an RSS aggregator, a feed
aggregator, a feed reader, or a news reader. (Not to be confused with a Usenet News reader.)

ANONYMITY

(Not be confused with privacy, pseudonymity, security, or confidentiality.)

Anonymity on the Internet is the ability to use services without leaving clues to one's identity.

The level of protection depends on the anonymity techniques used and the extent of monitoring.

The strongest techniques in use to protect anonymity involve creating a chain of communication
using a random process to select some of the links, in which each link has access to only partial
information about the process. The first knows the user's IP address but not the content,
destination, or purpose of the communication, because the message contents and destination
information are encrypted. The last knows the identity of the site being contacted, but not the
source of the session. One or more steps in between prevents the first and last links from
sharing their partial knowledge in order to connect the user and the target site.

ANONYMOUS REMAILER

An anonymous remailer is a service that accepts e-mail messages containing instructions for
delivery, and sends them out without revealing their sources. Since the remailer has access to
the user's address, the content of the message, and the destination of the message, remailers
should be used as part of a chain of multiple remailers so that no one remailer knows all this
information.

ASP (APPLICATION SERVICE PROVIDER)

An ASP is an organization that offers software services over the Internet, allowing the software
to be upgraded and maintained centrally.

BACKBONE

A backbone is one of the high-bandwidth communications links that tie together networks in
different countries and organizations around the world to form the Internet.

BADWARE

See malware.

BANDWIDTH

The bandwidth of a connection is the maximum rate of data transfer on that connection, limited
by its capacity and the capabilities of the computers at both ends of the connection.

BASH (BOURNE-AGAIN SHELL)

The bash shell is a command-line interface for Linux/Unix operating systems, based on the
Bourne shell.

BITTORRENT

BitTorrent is a peer-to-peer file-sharing protocol invented by Bram Cohen in 2001. It allows
individuals to cheaply and effectively distribute large files, such as CD images, video, or music
files.
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BLACKLIST

A blacklist is a list of forbidden persons or things. In Internet censorship, lists of forbidden Web
sites may be used as blacklists; censorware may allow access to all sites except for those
specifically listed on its blacklist. An alternative to a blacklist is a whitelist, or a list of permitted
things. A whitelist system blocks access to all sites except for those specifically listed on the
whitelist. This is a less common approach to Internet censorship. It is possible to combine both
approaches, using string matching or other conditional techniques on URLs that do not match
either list.

BLUEBAR

The blue URL bar (called the Bluebar in Psiphon lingo) is the form at the top of your Psiphon node
browser window, which allows you to access blocked site by typing its URL inside.

See also Psiphon node

BLOCK

To block is to prevent access to an Internet resource, using any number of methods.

BOOKMARK

A bookmark is a placeholder within software that contains a reference to an external resource.
In a browser, a bookmark is a reference to a Web page - by choosing the bookmark you can
quickly load the Web site without needing to type in the full URL.

BRIDGE

See Tor bridge.

BRUTE-FORCE ATTACK

A brute force attack consists of trying every possible code, combination, or password until you
find the right one. These are some of the most trivial hacking attacks.

CACHE

A cache is a part of an information-processing system used to store recently used or frequently
used data to speed up repeated access to it. A Web cache holds copies of Web page files.

CENSOR

To censor is to prevent publication or retrieval of information, or take action, legal or otherwise,
against publishers and readers.

CENSORWARE

Censorware is software used to filter or block access to the Internet. This term is most often
used to refer to Internet filtering or blocking software installed on the client machine (the PC
which is used to access the Internet). Most such client-side censorware is used for parental
control purposes.

Sometimes the term censorware is also used to refer to software used for the same purpose
installed on a network server or router.

CGI (COMMON GATEWAY INTERFACE)

CGl is a common standard used to let programs on a Web server run as Web applications. Many
Web-based proxies use CGl and thus are also called "CGl proxies". (One popular CGI proxy
application written by James Marshall using the Perl programming language is called CGIProxy.)

CHAT
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Chat, also called instant messaging, is a common method of communication among two or
more people in which each line typed by a participant in a session is echoed to all of the others.
There are numerous chat protocols, including those created by specific companies (AOL, Yahoo!,
Microsoft, Google, and others) and publicly defined protocols. Some chat client software uses only
one of these protocols, while others use a range of popular protocols.

CIRCUMVENTION

Circumvention is publishing or accessing content in spite of attempts at censorship.

COMMON GATEWAY INTERFACE

See CGl.

COMMAND-LINE INTERFACE

A method of controlling the execution of software using commands entered on a keyboard, such
as a Unix shell or the Windows command line.

COOKIE

A cookie is a text string sent by a Web server to the user's browser to store on the user's
computer, containing information needed to maintain continuity in sessions across multiple Web
pages, or across multiple sessions. Some Web sites cannot be used without accepting and storing
a cookie. Some people consider this an invasion of privacy or a security risk.

COUNTRY CODE TOP-LEVEL DOMAIN (CCTLD)

Each country has a two-letter country code, and a TLD (top-level domain) based on it, such as
.ca for Canada; this domain is called a country code top-level domain. Each such ccTLD has a
DNS server that lists all second-level domains within the TLD. The Internet root servers point to
all TLDs, and cache frequently-used information on lower-level domains.

DARPA (DEFENSE ADVANCED PROJECTS RESEARCH
AGENCY)

DARPA is the successor to ARPA, which funded the Internet and its predecessor, the ARPAnet.

DECRYPTION

Decryption is recovering plain text or other messages from encrypted data with the use of a
key.

See also encryption.

DOMAIN

A domain can be a Top-Level Domain (TLD) or secondary domain on the Internet.

See also Top-Level Domain, country code Top-Level Domain and secondary domain.

DNS (DOMAIN NAME SYSTEM)

The Domain Name System (DNS) converts domain names, made up of easy-to-remember
combinations of letters, to IP addresses, which are hard-to-remember strings of numbers. Every
computer on the Internet has a unique address (a little bit like an area code+telephone number).

DNS LEAK

A DNS leak occurs when a computer configured to use a proxy for its Internet connection
nonetheless makes DNS queries without using the proxy, thus exposing the user's attempts to
connect with blocked sites. Some Web browsers have configuration options to force the use of
the proxy.
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DNS SERVER

A DNS server, or name server, is a server that provides the look-up function of the Domain
Name System. It does this either by accessing an existing cached record of the IP address of a
specific domain, or by sending a request for information to another name server.

DNS TUNNEL

A DNS tunnel is a way to tunnel almost everything over DNS/Nameservers.

Because you "abuse" the DNS system for an unintended purpose, it only allows a very slow
connection of about 3 kb/s which is even less than the speed of an analog modem. That is not
enough for YouTube or file sharing, but should be sufficient for instant messengers like ICQ or
MSN Messenger and also for plain text e-mail.

On the connection you want to use a DNS tunnel, you only need port 53 to be open; therefore it
even works on many commercial Wi-Fi providers without the need to pay.

The main problem is that there are no public modified nameservers that you can use. You have
to set up your own. You need a server with a permanent connection to the Internet running
Linux. There you can install the free software OzymanDNS and in combination with SSH and a
proxy like Squid you can use the tunnel. More Information on this on http://www.dnstunnel.de.

EAVESDROPPING

Eavesdropping is listening to voice traffic or reading or filtering data traffic on a telephone line or
digital data connection, usually to detect or prevent illegal or unwanted activities or to control or
monitor what people are talking about.

E-MAIL

E-mail, short for electronic mail, is a method to send and receive messages over the Internet. It
is possible to use a Web mail service or to send e-mails with the SMTP protocol and receive
them with the POP3 protocol by using an e-mail client such as Outlook Express or Thunderbird. It
is comparatively rare for a government to block e-mail, but e-mail surveillance is common. If e-
mail is not encrypted, it could be read easily by a network operator or government.

EMBEDDED SCRIPT

An embedded script is a piece of software code.

ENCRYPTION

Encryption is any method for recoding and scrambling data or transforming it mathematically to
make it unreadable to a third party who doesn't know the secret key to decrypt it. It is possible
to encrypt data on your local hard drive using software like TrueCrypt (http://www.truecrypt.or
or to encrypt Internet traffic with SSL or SSH.

See also decryption.

EXIT NODE

An exit node is a Tor node that forwards data outside the Tor network.

See also middleman node.

FILE SHARING

File sharing refers to any computer system where multiple people can use the same information,
but often refers to making music, films or other materials available to others free of charge over
the Internet.

FILE SPREADING ENGINE
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A file spreading engine is a Web site a publisher can use to get around censorship. A user only
has to upload a file to publish once and the file spreading engine uploads that file to some set of
sharehosting services (like Rapidshare or Megaupload).

FILTER

To filter is to search in various ways for specific data patterns to block or permit
communications.

FIREFOX

Firefox is the most popular free and open source Web browser, developed by the Mozilla
Foundation.

FORUM

On a Web site, a forum is a place for discussion, where users can post messages and comment
on previously posted messages. It is distinguished from a mailing list or a Usenet newsgroup by
the persistence of the pages containing the message threads. Newsgroup and mailing list
archives, in contrast, typically display messages one per page, with navigation pages listing only
the headers of the messages in a thread.

FRAME

A frame is a portion of a Web page with its own separate URL. For example, frames are
frequently used to place a static menu next to a scrolling text window.

FTP (FILE TRANSFER PROTOCOL)

The FTP protocol is used for file transfers. Many people use it mostly for downloads; it can also
be used to upload Web pages and scripts to some Web servers. It normally uses ports 20 and 21,
which are sometimes blocked. Some FTP servers listen to an uncommon port, which can evade
port-based blocking.

A popular free and open source FTP client for Windows and Mac OS is FileZilla. There are also
some Web-based FTP clients that you can use with a normal Web browser like Firefox.

GATEWAY

A gateway is a node connecting two networks on the Internet. An important example is a
national gateway that requires all incoming or outgoing traffic to go through it.

HONEYPOT

A honeypot is a site that pretends to offer a service in order to entice potential users to use it,
and to capture information about them or their activities.

HOP

A hop is a link in a chain of packet transfers from one computer to another, or any computer
along the route. The number of hops between computers can give a rough measure of the delay
(latency) in communications between them. Each individual hop is also an entity that has the
ability to eavesdrop on, block, or tamper with communications.

HTTP (HYPERTEXT TRANSFER PROTOCOL)

HTTP is the fundamental protocol of the World Wide Web, providing methods for requesting and
serving Web pages, querying and generating answers to queries, and accessing a wide range of
services.

HTTPS (SECURE HTTP)
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Secure HTTP is a protocol for secure communication using encrypted HTTP messages.
Messages between client and server are encrypted in both directions, using keys generated when
the connection is requested and exchanged securely. Source and destination IP addresses are in
the headers of every packet, so HTTPS cannot hide the fact of the communication, just the
contents of the data transmitted and received.

IANA (INTERNET ASSIGNED NUMBERS AUTHORITY)

IANA is the organization responsible for technical work in managing the infrastructure of the
Internet, including assigning blocks of IP addresses for top-level domains and licensing domain
registrars for ccTLDs and for the generic TLDs, running the root name servers of the Internet,
and other duties.

ICANN (INTERNET CORPORATION FOR ASSIGNED NAMES
AND NUMBERS)

ICANN is a corporation created by the US Department of Commerce to manage the highest
levels of the Internet. Its technical work is performed by IANA.

INSTANT MESSAGING (IM)

Instant messaging is either certain proprietary forms of chat using proprietary protocols, or chat
in general. Common instant messaging clients include MSN Messenger, ICQ, AIM or Yahoo!
Messenger.

INTERMEDIARY

See man in the middle.

INTERNET

The Internet is a network of networks interconnected using TCP/IP and other communication
protocols.

IP (INTERNET PROTOCOL) ADDRESS

An IP address is a number identifying a particular computer on the Internet. In the previous
version 4 of the Internet Protocol an IP address consisted of four bytes (32 bits), often
represented as four integers in the range 0-255 separated by dots, such as 74.54.30.85. In IPv6,
which the Net is currently switching to, an IP address is four times longer, and consists of 16

bytes (128 bits). It can be written as 8 groups of 4 hex digits separated by colons, such as
2001:0db8:85a3:0000:0000: 8a2e:0370:7334.

IRC (INTERNET RELAY CHAT)

IRC is a more than 20-year-old Internet protocol used for real-time text conversations (chat or
instant messaging). There exist several IRC networks -- the largest have more than 50 000
users.

ISP (INTERNET SERVICE PROVIDER)

An ISP (Internet service provider) is a business or organization that provides access to the
Internet for its customers.

JAVASCRIPT

JavaScript is a scripting language, commonly used in Web pages to provide interactive functions.

KEYWORD FILTER

A keyword filter scans all Internet traffic going through a server for forbidden words or terms to
block.
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LATENCY

Latency is a measure of time delay experienced in a system, here in a computer network. It is
measured by the time between the start of packet transmission to the start of packet reception,
between one network end (e.g. you) to the other end (e.g. the Web server). One very powerful
way of Web filtering is maintaining a very high latency, which makes lots of circumvention tools
very difficult to use.

LOG FILE

A log file is a file that records a sequence of messages from a software process, which can be an
application or a component of the operating system. For example, Web servers or proxies may
keep log files containing records about which IP addresses used these services when and what
pages were accessed.

LOW-BANDWIDTH FILTER

A low-bandwidth filter is a Web service that removes extraneous elements such as advertising
and images from a Web page and otherwise compresses it, making page download much quicker.

MALWARE

Malware is a general term for malicious software, including viruses, that may be installed or
executed without your knowledge. Malware may take control of your computer for purposes
such as sending spam. (Malware is also sometimes called badware.)

MAN IN THE MIDDLE

A man in the middle or man-in-the-middle is a person or computer capturing traffic on a
communication channel, especially to selectively change or block content in a way that
undermines cryptographic security. Generally the man-in-the-middle attack involves
impersonating a Web site, service, or individual in order to record or alter communications.
Governments can run man-in-the-middle attacks at country gateways where all traffic entering
or leaving the country must pass.

MIDDLEMAN NODE

A middleman node is a Tor node that is not an exit node. Running a middleman node can be
safer than running an exit node because a middleman node will not show up in third parties' log
files. (A middleman node is sometimes called a non-exit node.)

MONITOR

To monitor is to check a data stream continuously for unwanted activity.

NETWORK ADDRESS TRANSLATION (NAT)

NAT is a router function for hiding an address space by remapping. All traffic going out from the
router then uses the router's IP address, and the router knows how to route incoming traffic to
the requestor. NAT is frequently implemented by firewalls. Because incoming connections are
normally forbidden by NAT, NAT makes it difficult to offer a service to the general public, such
as a Web site or public proxy. On a network where NAT is in use, offering such a service
requires some kind of firewall configuration or NAT traversal method.

NETWORK OPERATOR

A network operator is a person or organization who runs or controls a network and thus is in a
position to monitor, block, or alter communications passing through that network.

NODE

A node is an active device on a network. A router is an example of a node. In the Psiphon and
Tor networks, a server is referred to as a node.
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NON-EXIT NODE

See middleman node.

OBFUSCATION

Obfuscation means obscuring text using easily-understood and easily-reversed transformation
techniques that will withstand casual inspection but not cryptanalysis, or making minor changes
in text strings to prevent simple matches. Web proxies often use obfuscation to hide certain
names and addresses from simple text filters that might be fooled by the obfuscation. As
another example, any domain name can optionally contain a final dot, as in "somewhere.com.",
but some filters might search only for "somewhere.com" (without the final dot).

OPEN NODE

An open node is a specific Psiphon node which can be used without logging in. It automatically
loads a particular homepage, and presents itself in a particular language, but can then be used to
browse elsewhere.

See also Psiphon node.

PACKET

A packet is a data structure defined by a communication protocol to contain specific
information in specific forms, together with arbitrary data to be communicated from one point to
another. Messages are broken into pieces that will fit in a packet for transmission, and
reassembled at the other end of the link.

PEER-TO-PEER

A peer-to-peer (or P2P) network is a computer network between equal peers. Unlike client-
server networks there is no central server and so the traffic is distributed only among the
clients.This technology is mostly applied to file sharing programs like BitTorrent, eMule and
Gnutella. But also the very old Usenet technology or the VolP program Skype can be
categorized as peer-to-peer systems.

See also file sharing.

PHP

PHP is a scripting language designed to create dynamic Web sites and web applications. It is
installed on a Web server. For example, the popular Web proxy PHProxy uses this technology.

PLAIN TEXT

Plain text is unformatted text consisting of a sequence of character codes, as in ASCIl plain text
or Unicode plain text.

PLAINTEXT

Plaintext is unencrypted text, or decrypted text.

See also encryption, SSL, SSH.

PRIVACY

Protection of personal privacy means preventing disclosure of personal information without the
permission of the person concerned. In the context of circumvention, it means preventing
observers from finding out that a person has sought or received information that has been
blocked or is illegal in the country where that person is at the time.

POP3
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Post Office Protocol version 3 is used to receive mail from a server, by default on port 110 with
an e-mail program such as Outlook Express or Thunderbird.

PORT

A hardware port on a computer is a physical connector for a specific purpose, using a particular
hardware protocol. Examples are a VGA display port or a USB connector.

Software ports also connect computers and other devices over networks using various protocols,
but they exist in software only as numbers. Ports are somewhat like numbered doors into
different rooms, each for a special service on a server or PC. They are identified by numbers
from 0 to 65535.

PROTOCOL

A formal definition of a method of communication, and the form of data to be transmitted to
accomplish it. Also, the purpose of such a method of communication. For example, Internet
Protocol (IP) for transmitting data packets on the Internet, or Hypertext Transfer Protocol for
interactions on the World Wide Web.

PROXY SERVER

A proxy server is a server, a computer system or an application program which acts as a
gateway between a client and a Web server. A client connects to the proxy server to request a
Web page from a different server. Then the proxy server accesses the resource by connecting
to the specified server, and returns the information to the requesting site. Proxy servers can
serve many different purposes, including restricting Web access or helping users route around
obstacles.

PSIPHON NODE

A Psiphon node is a secured web proxy designed to evade Internet censorship. It is developed by
Psiphon inc. Psiphon nodes can be open or private.

PRIVATE NODE

A private node is a Psiphon node working with authentication, which means that you have to
register before you can use it. Once registered, you will be able to send invitations to your
friends and relatives to use this specific node.

See also Psiphon node.

PUBLICLY ROUTABLE IP ADDRESS

Publicly routable IP addresses (sometimes called public IP addresses) are those reachable in the
normal way on the Internet, through a chain of routers. Some IP addresses are private, such as
the 192.168.x.x block, and many are unassigned.

REGULAR EXPRESSION

A regular expression (also called a regexp or RE) is a text pattern that specifies a set of text
strings in a particular regular expression implementation such as the UNIX grep utility. A text
string "matches" a regular expression if the string conforms to the pattern, as defined by the
regular expression syntax. In each RE syntax, some characters have special meanings, to allow
one pattern to match multiple other strings. For example, the regular expression lo+se matches

Lose, 1oose, @Nd 1ooose.

REMAILER

An anonymous remailer is a service which allows users to send e-mails anonymously. The
remailer receives messages via e-mail and forwards them to their intended recipient after
removing information that would identify the original sender. Some also provide an anonymous
return address that can be used to reply to the original sender without disclosing her identity.
Well-known Remailer services include Cypherpunk, Mixmaster and Nym.
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ROUTER

A router is a computer that determines the route for forwarding packets. It uses address
information in the packet header and cached information on the server to match address
numbers with hardware connections.

ROOT NAME SERVER

A root name server or root server is any of thirteen server clusters run by IANA to direct
traffic to all of the TLDs, as the core of the DNS system.

RSS (REAL SIMPLE SYNDICATION)

RSS is a method and protocol for allowing Internet users to subscribe to content from a Web
page, and receive updates as soon as they are posted.

SCHEME

On the Web, a scheme is a mapping from a name to a protocol. Thus the HTTP scheme maps
URLs that begin with HTTP: to the Hypertext Transfer Protocol. The protocol determines the
interpretation of the rest of the URL, so that http://www.example.com/dir/content.html identifies
a Web site and a specific file in a specific directory, and mailto:user@somewhere.com is an e-
mail address of a specific person or group at a specific domain.

SHELL

A UNIX shell is the traditional command line user interface for the UNIX/Linux operating
systems. The most common shells are sh and bash.

SOCKS

A SOCKS proxy is a special kind of proxy server. In the ISO/OSI model it operates between the
application layer and the transport layer. The standard port for SOCKS proxies is 1080, but they
can also run on different ports. Many programs support a connection through a SOCKS proxy. If
not you can install a SOCKS client like FreeCap, ProxyCap or SocksCap which can force programs
to run through the Socks proxy using dynamic port forwarding. It is also possible to use SSH
tools such as OpenSSH as a SOCKS proxy server.

SCREENLOGGER

A screenlogger is software able to record everything your computer displays on the screen. The

main feature of a screenlogger is to capture the screen and log it into files to view at any time in
the future. Screen loggers can be used as powerful monitoring tool. You should be aware of any
screen logger running on any computer you are using, anytime.

SCRIPT

A script is a program, usually written in an interpreted, non-compiled language such as
JavaScript, Java, or a command interpreter language such as bash. Many Web pages include
scripts to manage user interaction with a Web page, so that the server does not have to send a
new page for each change.

SMARTPHONE

A smartphone is a mobile phone that offers more advanced computing ability and connectivity
than a contemporary feature phone, such as Web access, ability to run elaborated operating
systems and run built-in applications.

SPAM
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Spam is messages that overwhelm a communications channel used by people, most notably
commercial advertising sent to large numbers of individuals or discussion groups. Most spam
advertises products or services that are illegal in one or more ways, almost always including
fraud. Content filtering of e-mail to block spam, with the permission of the recipient, is almost
universally approved of.

SSH (SECURE SHELL)

SSH or Secure Shell is a network protocol that allows encrypted communication between
computers. It was invented as a successor of the unencrypted Telnet protocol and is also used
to access a shell on a remote server.

The standard SSH port is 22. It can be used to bypass Internet censorship with port forwarding
or it can be used to tunnel other programs like VNC.

SSL (SECURE SOCKETS LAYER)

SSL (or Secure Sockets Layer), is one of several cryptographic standards used to make Internet
transactions secure. It is was used as the basis for the creation of the related Transport Layer
Security (TLS). You can easily see if you are using SSL/TLS by looking at the URL in your
Browser (like Firefox or Internet Explorer): If it starts with https instead of http, your connection
is encrypted.

STEGANOGRAPHY

Steganography, from the Greek for hidden writing, refers to a variety of methods of sending
hidden messages where not only the content of the message is hidden but the very fact that
something covert is being sent is also concealed. Usually this is done by concealing something
within something else, like a picture or a text about something innocent or completely unrelated.
Unlike cryptography, where it is clear that a secret message is being transmitted, steganography
does not attract attention to the fact that someone is trying to conceal or encrypt a message.

SUBDOMAIN

A subdomain is part of a larger domain. If for example "wikipedia.org" is the domain for the
Wikipedia, "en.wikipedia.org" is the subdomain for the English version of the Wikipedia.

THREAT ANALYSIS

A security threat analysis is properly a detailed, formal study of all known ways of attacking the
security of servers or protocols, or of methods for using them for a particular purpose such as
circumvention. Threats can be technical, such as code-breaking or exploiting software bugs, or
social, such as stealing passwords or bribing someone who has special knowledge. Few companies
or individuals have the knowledge and skill to do a comprehensive threat analysis, but everybody
involved in circumvention has to make some estimate of the issues.

TOP-LEVEL DOMAIN (TLD)

In Internet names, the TLD is the last component of the domain name. There are several
generic TLDs, most notably .com, .org, .edu, .net, .gov, .mil, .int, and one two-letter country code
(ccTLD) for each country in the system, such as .ca for Canada. The European Union also has
the two-letter code .eu.

TLS (TRANSPORT LAYER SECURITY)

TLS or Transport Layer Security is a cryptographic standard based on SSL, used to make
Internet transactions secure.

TCP/IP (TRANSMISSION CONTROL PROTOCOL OVER
INTERNET PROTOCOL)

TCP and IP are the fundamental protocols of the Internet, handling packet transmission and
routing. There are a few alternative protocols that are used at this level of Internet structure,
such as UDP.
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TOR BRIDGE

A bridge is a middleman Tor node that is not listed in the main public Tor directory, and so is
possibly useful in countries where the public relays are blocked. Unlike the case of exit nodes,
IP addresses of bridge nodes never appear in server log files and never pass through monitoring
nodes in a way that can be connected with circumvention.

TRAFFIC ANALYSIS

Traffic analysis is statistical analysis of encrypted communications. In some circumstances
traffic analysis can reveal information about the people communicating and the information being
communicated.

TUNNEL

A tunnel is an alternate route from one computer to another, usually including a protocol that
specifies encryption of messages.

UDP (USER DATAGRAM PACKET)

UDP is an alternate protocol used with IP. Most Internet services can be accessed using either
TCP or UDP, but there are some that are defined to use only one of these alternatives. UDP is
especially useful for real-time multimedia applications like Internet phone calls (VolP).

URL (UNIFORM RESOURCE LOCATOR)

The URL (Uniform Resource Locator) is the address of a Web site. For example, the URL for the
World News section of the NY Times is http://www.nytimes.com/pages/world/index.html. Many
censoring systems can block a single URL. Sometimes an easy way to bypass the block is to
obscure the URL. It is for example possible to add a dot after the site name, so the URL

http://en.cship.org/wiki/URL becomes http://en.cship.org./wiki/URL. If you are lucky with this little

trick you can access blocked Web sites.

USENET

Usenet is a more than 20-year-old discussion forum system accessed using the NNTP protocol.
The messages are not stored on one server but on many servers which distribute their content
constantly. Because of that it is impossible to censor Usenet as a whole, however access to
Usenet can and is often blocked, and any particular server is likely to carry only a subset of
locally-acceptable Usenet newsgroups. Google archives the entire available history of Usenet
messages for searching.

VOIP (VOICE OVER INTERNET PROTOCOL)

VolP refers to any of several protocols for real-time two-way voice communication on the
Internet, which is usually much less expensive than calling over telephone company voice
networks. It is not subject to the kinds of wiretapping practiced on telephone networks, but can
be monitored using digital technology. Many companies produce software and equipment to
eavesdrop on VolP calls; securely encrypted VolP technologies have only recently begun to
emerge.

VPN (VIRTUAL PRIVATE NETWORK)

A VPN (virtual private network) is a private communication network used by many companies
and organizations to connect securely over a public network. Usually on the Internet it is
encrypted and so nobody except the endpoints of the communication can look at the data
traffic. There are various standards like IPSec, SSL, TLS or PPTP. The use of a VPN provider is a
very fast secure and convenient method to bypass Internet censorship with little risks but it
generally costs money every month.

WHITELIST
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A whitelist is a list of sites specifically authorized for a particular form of communication. Filtering
traffic can be done either by a whitelist (block everything but the sites on the list), a blacklist
(allow everything but the sites on the list), a combination of the two, or by other policies based
on specific rules and conditions.

WORLD WIDE WEB (WWW)

The World Wide Web is the network of hyperlinked domains and content pages accessible using
the Hypertext Transfer Protocol and its numerous extensions. The World Wide Web is the most
famous part of the Internet.

WEBMAIL

Webmail is e-mail service through a Web site. The service sends and receives mail messages for
users in the usual way, but provides a Web interface for reading and managing messages, as an
alternative to running a mail client such as Outlook Express or Thunderbird on the user's
computer. For example a popular and free webmail service is https://mail.google.com/

WEB PROXY

A Web proxy is a script running on a Web server which acts as a proxy/gateway. Users can
access such a Web proxy with their normal Web browser (like Firefox) and enter any URL in the
form located on that Web site. Then the Web proxy program on the server receives that Web
content and displays it to the user. This way the ISP only sees a connection to the server with
the Web proxy since there is no direct connection.

WHOIS

WHOIS (who is) is the aptly named Internet function that allows one to query remote WHOIS
databases for domain registration information. By performing a simple WHOIS search you can
discover when and by whom a domain was registered, contact information, and more.

A WHOIS search can also reveal the name or network mapped to a numerical IP address
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40 - TEN THINGS

by Roger Dingledine, project leader for The Tor Project

As more countries crack down on Internet use, people around the world are turning to anti-
censorship software that lets them reach blocked websites. Many types of software, also known
as circumvention tools, have been created to answer the threat to freedom online. These tools
provide different features and levels of security, and it's important for users to understand the
trade-offs.

This article lays out ten features you should consider when evaluating a circumvention tool. The
goal isn't to advocate for any specific tool, but to point out what kind of tools are useful for
different situations. I've chosen the order of features based on ease of presentation; so you
shouldn't conclude the first feature is the most critical.

Internet-based circumvention software consists of two components: a relaying component and a
discovery component. The relaying component is what establishes a connection to some server
or proxy, handles encryption, and sends traffic back and forth. The discovery component is the
step before that the process of finding one or more reachable addresses.

Some tools have a simple relaying component. For example, if you're using an open proxy, the
process of using the proxy is straightforward: you configure your web browser or other
application to use the proxy. The big challenge for open proxy users is finding an open proxy
that's reliable and fast. On the other hand, some tools have much more sophisticated relaying
components, made up of multiple proxies, multiple layers of encryption, and so on.

One caveat to start out: I'm an inventor and developer of a tool called Tor that is used both for

privacy and for circumvention. While my bias for more secure tools like Tor shows through here

based on which features I've picked (meaning | raise issues that highlight Tor's strengths and that
some other tool developers may not care about), | have also tried to include features that other
tool developers consider important.

1. Has a diverse set of users

One of the simplest questions you can ask when looking at a circumvention tool is who else uses
it. A wide variety of users means that if somebody finds out you are using the software, they
can't conclude much about why you're using it. A privacy tool like Tor has many different classes
of users around the world (ranging from ordinary people and human rights activists to
corporations, law enforcement, and militaries) so the fact that you have Tor installed doesn't
give people much additional information about who you are or what sorts of sites you might visit.
On the other hand, imagine a group of Iranian bloggers using a circumvention tool created just for
them. If anybody discovers that one of them is using it, they can easily guess why.

Beyond technical features that make a given tool useful to a few people in one country or people
all over the world, marketing plays a big role in which users show up. A lot of tools spread
through word of mouth, so if the first few users are in Vietnam and they find it useful, the next
users will tend to be from Vietnam too. Whether a tool is translated into some languages but not
others can also direct (or hamper) which users it will attract.

2. Works in your country

The next question to consider is whether the tool operator artificially restricts which countries
can use it. For several years, the commercial Anonymizer.com made its service free to people in
Iran. Thus connections coming from Anonymizer's servers were either paying customers (mostly
in America) or people in Iran trying to get around their country's filters.

For more recent examples,

Your-Freedom restricts free usage to a few countries such as Burma, while at times systems
like Freegate and UltraSurf outright block connections from all but the few countries that they
care to serve (China and, in the case of Ultrasurf recently, Iran). On the one hand, this strategy
makes sense in terms of limiting the bandwidth costs. But on the other hand, if you're in Saudi
Arabia and need a circumvention tool, some otherwise useful tools are not an option for you.

3. Has a sustainable network and software development strategy
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If you're going to invest the time to figure out how to use a given tool, you want to make sure
it's going to be around for a while. There are several ways that different tools ensure their long-
term existence. The main three approaches are the use of volunteers, making a profit, and
getting funds from sponsors.

Networks like Tor rely on volunteers to provide the relays that make up the network.
Thousands of people around the world have computers with good network connections and want
to help make the world a better place. By joining them into one big network, Tor ensures that
the network is independent from the organization writing the software; so the network will be
around down the road even if The Tor Project as an entity ceases to exist. Psiphon takes the
second approach: collecting money for service. They reason that if they can create a profitable
company, then that company will be able to fund the network on an ongoing basis. The third
approach is to rely on sponsors to pay for the bandwidth costs. The Java Anon Proxy or JAP
project relied on government grants to fund its bandwidth; now that the grant has finished
they're investigating the for-profit approach. Ultrareach and Freegate use the sponsor model to
good effect, though they are constantly hunting for more sponsors to keep their network
operational.

After asking about the long-term survival of the network, the next question to ask is about
sustainability of the software itself. The same three approaches apply here, but the examples
change. While Tor's network is operated by volunteers, Tor relies on sponsors (governments and
NGOs) to fund new features and software maintenance. Ultrareach and Freegate, on the other
hand, are in a more sustainable position with respect to software updates: they have a team of
individuals around the world, mostly volunteers, devoted to making sure the tools are one step
ahead of censors.

Each of the three approaches can work, but understanding the approach a tool uses can help
you predict what problems it might encounter in the future.

4. Has an open design

The first step to transparency and reusability of the tool's software and design is to distribute
the software (not just the client-side software, but also the server-side software) under an open
source license. Open source licenses mean that you can examine the software to see how it
really operates, and you have the right to modify the program. Even if not every user takes
advantage of this opportunity (many people just want to use the tool as-is), providing the option
makes it much more likely that the tool will remain safe and useful. Otherwise, you are forced to
trust that a small number of developers have thought of and addressed every possible problem.

Just having an open source licence is not enough. Trustworthy circumvention tools need to
provide clear, complete documentation for other security experts not just about how it's built
but what features and goals its developers aimed for. Do they intend for it to provide privacy?
What kind and against what attackers? In what way does it use encryption? Do they intend for it
to stand up to attacks from censors? What kind of attacks do they expect to resist and why will
their tool resist them? Without seeing the source code and knowing what the developers meant
for it to do, it's harder to decide whether there are security problems in the tool, or to evaluate
whether it will reach its goals.

In the field of cryptography, Kerckhoffs' principle explains that you should design your system so
the amount you need to keep secret is as small and well-understood as possible. That's why
crypto algorithms have keys (the secret part) and the rest can be explained in public to anybody.
Historically, any crypto design that has a lot of secret parts has turned out to be less safe than
its designers thought. Similarly, in the case of secret designs for circumvention tools, the only
groups examining the tool are its original developers and its attackers; other developers and
users who could help to make it better and more sustainable are left out.

Ideas from one project could be reusable beyond that project's lifetime. Too many circumvention
tools keep their designs secret, hoping that government censors will have a harder time figuring
out how the system works, but the result is that few projects can learn from other projects and
the field of circumvention development as a whole moves forward too slowly.

5. Has a decentralized architecture

Another feature to look for in a circumvention tool is whether its network is centralized or
decentralized. A centralized tool puts all of its users' requests through one or a few servers that
the tool operator controls. A decentralized design like Tor or JAP sends the traffic through
multiple different locations, so there is no single location or entity that gets to watch what
websites each user is accessing.
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Another way to look at this division is based on whether the trust is centralized or decentralized.
If you have to put all your trust in one entity, then the best you can hope for is "privacy by
policy” meaning they have all your data and they promise not to look at it, lose it, or sell it. The
alternative is what the Ontario Privacy Commissioner calls "privacy by design" meaning the
design of the system itself ensures that users get their privacy. The openness of the design in
turn lets everybody evaluate the level of privacy provided.

This concern isn't just theoretical. In early 2009 Hal Roberts from the Berkman Center ran
across a FAQ entry for a circumvention tool that offered to sell its users' clicklogs. | later talked
to a different circumvention tool provider who explained that they had all the logs of every
request ever made through their system "because you never know when you might want them."

I've left out the names of the tools here because the point is not that some tool providers may
have shared user data; the point is that any tool with a centralized trust architecture could
share user data, and its users have no way to tell whether it's happening. Worse, even if the tool
provider means well, the fact that all the data flows through one location creates an attractive
target for other attackers to come snooping.

Many of these tools see circumvention and user privacy as totally unrelated goals. This
separation isn't necessarily bad, as long as you know what you're getting into for example, we
hear from many people in censoring countries that just reading a news website isn't going to get
you locked up. But as we've been learning in many other contexts over the past few years, large
databases of personal information tend to end up more public than we'd like.

6. Keeps you safe from websites too

Privacy isn't only about whether the tool operator can log your requests. It's also about whether
the websites you visit can recognize or track you. Remember the case of Yahoo turning over
information about one of its Chinese webmail users? What if a blog aggregator wants to find out
who's posting to a blog, or who added the latest comment, or what other websites a particular
blogger reads? Using a safer tool to reach the website means the website won't have as much to
hand over.

Some circumvention tools are safer than others. At one extreme are open proxies. They often
pass along the address of the client with their web request, so it's easy for the website to learn
exactly where the request is coming from. At the other extreme are tools like Tor that include
client-side browser extensions to hide your browser version, language preference, browser
window size, time zone, and so on; segregate cookies, history, and cache; and prevent plugins
like Flash from leaking information about you.

This level of application-level protection comes at a cost though: some websites don't work
correctly. As more websites move to the latest "web 2.0" fads, they require more and more
invasive features with respect to browser behavior. The safest answer is to disable the
dangerous behaviors but if somebody in Turkey is trying to reach YouTube and Tor disables his
Flash plugin to keep him safe, his videos won't work.

No tools have solved this trade-off well yet. Psiphon manually evaluates each website, and
programs its central proxy to rewrite each page. Mostly they do this rewriting not for privacy
but to make sure all links on the page lead back to their proxy service, but the result is that if
they haven't manually vetted your destination site yet, it probably won't work for you. As an
example, they seem to be in a constant battle to keep up with Facebook's changing front page.
Tor currently disables some content that is probably safe in practice, because we haven't figured
out a good interface to let the user decide in an informed way. Still other tools just let through
any active content, meaning it's trivial to unmask their users.

7. Doesn't promise to magically encrypt the entire Internet

| should draw a distinction here between encryption and privacy. Most circumvention tools (all
but the really simple ones like open proxies) encrypt the traffic between the user and the
circumvention provider. They need this encryption to avoid the keyword filtering done by such
censors as China's firewall. But none of the tools can encrypt the traffic between the provider
and the destination websites if a destination website doesn't support encryption; there's no
magic way to make the traffic encrypted.
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The ideal answer would be for everybody to use https (also known as SSL) when accessing
websites, and for all websites to support https connections. When used correctly, https provides
encryption between your web browser and the website. This "end-to-end" encryption means
nobody on the network (not your ISP, not the backbone Internet providers, and not your
circumvention provider) can listen in on the contents of your communication. But for a wide
variety of reasons, pervasive encryption hasn't taken off. If the destination website doesn't
support encryption, the best you can do is 1) not send identifying or sensitive information, such
as a real name in a blog post or a password you don't want other people to learn, and then 2)
use a circumvention tool that doesn't have any trust bottlenecks that allow somebody to link
you to your destinations despite the precautions in step 1.

Alas, things get messy when you can't avoid sending sensitive info. Some people have expressed
concern over Tor's volunteer-run network design, reasoning that at least with the centralized
designs you know who runs the infrastructure. But in practice it's going to be strangers reading
your traffic either way. The trade-off is between volunteer strangers who don't know it's you
(meaning they can't target you), or dedicated strangers who get to see your entire traffic profile
(and link you to it). Anybody who promises "100% security" is selling something.

8. Provides consistently good latency and throughput

The next feature you might look for in a circumvention tool is speed. Some tools tend to be
consistently fast, some consistently slow, and some provide wildly unpredictable performance.
Speed is based on many factors, including how many users the system has, what the users are
doing, how much capacity there is, and whether the load is spread evenly over the network.

The centralized-trust designs have two advantages here. First, they can see all their users and
what they're doing, meaning they have a head start at spreading them out evenly and at
discouraging behaviors that tax the system. Second, they can buy more capacity as needed, so
the more they pay the faster the tool is. The distributed-trust designs on the other hand have a
harder time tracking their users, and if they rely on volunteers to provide capacity, then getting
more volunteers is a more complex process than just paying for more bandwidth.

The flip side of the performance question is flexibility. Many systems ensure good speed by
limiting what their users can do. While Psiphon prevents you from reaching sites that they
haven't manually vetted, Ultrareach and Freegate actually actively censor which destination
websites you're allowed to reach so they can keep their bandwidth costs down. Tor, by contrast,
lets you access any protocol and destination, meaning for example you can instant message
through it too; but the downside is that the network is often overwhelmed by users doing bulk
transfer.

9. Makes it easy to get the software and updates

Once a circumvention tool becomes well-known, its website is going to get blocked. If it's
impossible to get a copy of the tool itself, who cares how good it is? The best answer here is to
not require any specialized client software. Psiphon, for example, relies on a normal web
browser, so it doesn't matter if the censors block their website. Another approach is a tiny
program like Ultrareach or Freegate that you can instant message to your friends. Option three
is Tor's Browser Bundle: it comes with all the software you need preconfigured, but since it
includes large programs like Firefox it's harder to pass around online. In that case distribution
tends to be done through social networks and USB sticks, or using our e-mail autoresponder that
lets you download Tor via Gmail.

Then you need to consider the trade-offs that come with each approach. First, which operating
systems are supported? Psiphon does well here too by not requiring any extra client software.
Ultrareach and Freegate are so specialized that they only work on Windows, whereas Tor and its
accompanying software can run pretty much everywhere. Next, consider that client-side
software can automatically handle failover from one proxy to the next, so you don't need to
manually type in a new address if your current address disappears or gets blocked.
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Last, does the tool have a track record for responding to blocking? For example, UltraSurf and
Freegate have a history of releasing quick updates when the current version of their tool stops
working. They have a lot of experience at this particular cat-and-mouse game, so it's reasonable
to assume they're ready for the next round. Along these lines, Tor prepared for its eventual
blocking by streamlining its network communications to look more like encrypted web browsing,
and introducing unpublished "bridge relays" that are harder for an attacker to find and block than
Tor's public relays. Tor tries to separate software updates from proxy address updates. If the
bridge relay you're using gets blocked, you can stick with the same software and just configure it
to use a new bridge address. Our bridge design was put to the test in China in September of
2009, and tens of thousands of users seamlessly moved from the public relays to bridges.

10. Doesn't promote itself as a circumvention tool

Many circumvention tools launch with a huge media splash. The media loves this approach, and
they end up with front page articles like "American hackers declare war on China!" But while this
attention helps attract support (volunteers, profit, sponsors), the publicity also attracts the
attention of the censors.

Censors generally block two categories of tools: 1) the ones that are working really well, meaning
they have hundreds of thousands of users, and 2) the ones that make a lot of noise. In many
cases censorship is less about blocking all sensitive content and more about creating an
atmosphere of repression so people end up self-censoring. Articles in the press threaten the
censors' appearance of control, so they are forced to respond.

The lesson here is that we can control the pace of the arms race. Counterintuitively, even if a
tool has many users, as long as nobody talks about it much it tends not to get blocked. But if
nobody talks about it, how do users learn about it? One way out of the paradox is to spread
through word of mouth and social networks rather than the more traditional media. Another
approach is to position the tool in a different context; for example, we present Tor primarily as a
privacy and civil liberties tool rather than a circumvention tool. Alas, this balancing act is tough
to maintain in the face of increasing popularity.

Conclusion

This article explains some of the issues you should consider when evaluating the strengths and
weaknesses of circumvention tools. I've intentionally avoided drawing up a table of different tools
and scoring them on each category. No doubt somebody will do that eventually and sum up how
many checkmarks each tool gets, but the point here is not to find the "best" tool. Having a
diversity of circumvention tools in wide use increases robustness for all the tools, since censors
have to tackle every strategy at once.

Last, we should keep in mind that technology won't solve the whole problem. After all, firewalls
are socially very successful in these countries. As long as many people in censored countries are
saying "I'm so glad my government keeps me safe on the Internet," the social challenges are at
least as important. But at the same time, there are people in all of these countries who want to
learn and spread information online, and a strong technical solution remains a critical piece of the
puzzle.

Roger Dingledine is project leader for The Tor Project, a US non-profit working on anonymity
research and development for such diverse organizations as the US Navy, the Electronic Frontier
Foundation, and Voice of America. In addition to all the hats he wears for Tor, Roger organizes
academic conferences on anonymity, speaks at a wide variety of industry and hacker
conferences, and also does tutorials on anonymity for national and foreign law enforcement.

This article is licensed under the Creative Commons Attribution 3.0 United States License.
Originally prepared for the March 2010 "Index on Censorship”, then adapted for the July 2010
"China Rights Forum” (Chinese translation). Last updated 25 May 2010.
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41 . FURTHER RESOURCES

Bypassing Internet censorship is a big topic, with dozens of tools and services available. There
are also lots of things to consider if you want your circumvention activities to be harder to
detect or to block in the future, if you want to achieve anonymity in your Internet use, or if you
want to help other people circumvent censorship. Here are some recommended resources for
further study about related matters. (Some of these resources may be unavailable or blocked in
some places.)

MANUALS AND GUIDES

Circumventing Internet censorship

e Reporters Without Borders, Handbook for Bloggers and Cyber-Dissidents,
http://www.rsf.org/article.php3?id_article=26187
e The Internet Censorship Wiki, http://en.cship.org/wiki

Computer security advice for activists

e NGO-in-a-Box, a collection of free portable applications, https://security.ngoinabox.org

e Digital Security and Privacy for Human Rights Defenders,
https://www.frontlinedefenders.org/esecman

e Surveillance Self-Defense International, https://www.eff.org/wp/surveillance-self-defense-

international
Studies on Internet censorship

e Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, Access Denied: The Practice
and Policy of Global Internet Filtering (Cambridge, MA: MIT Press, 2008), ISBN 0-262-54196-
3
http://www.opennet.net/accessdenied

e Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, Access Controlled: The
Shaping of Power, Rights, and Rule in Cyberspace (Cambridge, MA: MIT Press, 2010), ISBN 0-
262-51435-4
http://www.access-controlled.net

e Hal Roberts, Ethan Zuckerman, Jillian York, Rob Faris, John Palfrey, 2010 Circumvention Tool
Usage Report (Berkman Center for Internet & Society)
http://cyber.law.harvard.edu/publications/2010/Circumvention_Tool_Usage

e More resources on Internet censorship:
http://bailiwick.lib.uiowa.edu/journalism/medialLaw/cyber_censors.html

ORGANIZATIONS THAT WORK ON DOCUMENTING,
FIGHTING OR CIRCUMVENTING INTERNET RESTRICTIONS

Citizen Lab (http://www.citizenlab.org

Committee to Protect Bloggers (http://www.committeetoprotectbloggers.org
Committee to Project Journalists (https://www.cpj.org

Berkman Center for Internet and Society (http://cyber.law.harvard.edu)
Electronic Frontier Foundation (https://www.eff.org

FrontLine (https://www.frontlinedefenders.org)

Global Internet Freedom Consortium (http://www.internetfreedom.org)
The Herdict (https://www.herdict.org/web)

OpenNet Initiative (http://opennet.net

Peacefire (http://www.peacefire.org)

Reporters Sans Frontiéres/Reporters Without Borders (http://www.rsf.org)
Sesawe (https://sesawe.net

Tactical Tech Collective (https://www.tacticaltech.org

OPEN WEB PROXIES AND APPLICATION PROXIES
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e Proxy.org, a list of thousands of open Web Proxies: http://www.proxy.org
e Peacefire, a mailing list which sends out new web proxies:
http://www.peacefire.org/circumventor/,
e Application proxies:
o http://www.dmoz.org/Computers/Internet/
Proxying_and_Filtering/Hosted Proxy Services/Free/Proxy_Lists,
o http://www.publicproxyservers.com

CIRCUMVENTION SOLUTIONS AND SERVICE OPERATORS

Access Flickr!: https://addons.mozilla.org/en-US/firefox/addon/4286
Alkasir: https://www.alkasir.com/

CECID: http://cecid.labyrinthdata.net.au/

Circumventor CGIProxy: http://peacefire.org/circumventor/
Codeen: http://codeen.cs.princeton.edu

Coral: http://www.coralcdn.org/

CProxy: http://www.cproxy.com/

Dynaweb FreeGate: http://www.dit-inc.us/freegate
FirePhoenix: http://firephoenix.edoors.com/

FoxyProxy: http://foxyproxy.mozdev.org/

Glype: http://www.glype.com

GPass: http://gpassl.com/gpass/

GProxy: http://gpassl.com

Gtunnel: http://gardennetworks.org/products

Guardster: http://www.guardster.com/

Hamachi LogMeln: https://secure.logmein.com/products/hamachi/vpn.asp
hopster: http://www.hopster.com/

HotSpotVPN: http://hotspotvpn.com/

HTTPS Everywhere: https://www.eff.org/https-everywhere

httpTunnel: http://www.http-tunnel.com/

JAP / JonDo: http://www.jondos.de/en

Megaproxy: http://www.megaproxy.com/

OpenVPN: http://www.openvpn.net/

PHProxy: http://sourceforge.net/projects/pox
Picidae: http://www.picidae.net

Proxify: http://proxify.com/

psiphon: http://www.psiphon.ca/

PublicVPN: http://www.publicvpn.com/
SabzProxy: http://www.sabzproxy.com/
Simurgh: https://simurghesabz.net/

SmartHide: http://www.smarthide.com/

Tor: https://www.torproject.org/
TrafficCompressor: http://www.tcompressor.ru/
UltraReach UltraSurf: http://www.ultrareach.com/
Your-Freedom: http://www.your-freedom.net/

® O O o o ¢ o ©°o o o 0o o O 0 O 0o 0O O o O o o o 0o o o 0o o 0o 0o 0O 0o o o o

A list of commercial VPN providers

e http://en.cship.org/wiki/VPN

Socksification software (to make non-proxy aware software work with a
SOCKS proxy)

tsocks: http://tsocks.sourceforge.net/
WideCap: http://www.widecap.com/

ProxyCap: http://www.proxycap.com

FreeCap: http://www.freecap.ru/eng/

Proxifier: http://www.proxifier.com/

SocksCap: http://soft.softoogle.com/ap/sockscap-download-5157.shtml

e e o o o o
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manual licensed with GNU General Public License version 2.

This documentation is free documentation; you can redistribute it and/or modify it under the
terms of the GNU General Public License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version.

This documentation is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this

documentation; if not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor,

Boston, MA 02110-1301, USA.
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GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it.
By contrast, the GNU General Public License is intended to guarantee your freedom to share and
change free software--to make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation's software and to any other program
whose authors commit to using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish), that you receive source code or can get it if
you want it, that you can change the software or use pieces of it in new free programs; and that
you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights
or to ask you to surrender the rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must
give the recipients all the rights that you have. You must make sure that they, too, receive or
can get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands
that there is no warranty for this free software. If the software is modified by someone else and
passed on, we want its recipients to know that what they have is not the original, so that any
problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the
danger that redistributors of a free program will individually obtain patent licenses, in effect
making the program proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
"Program", below, refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term
"modification”.) Each licensee is addressed as "you".
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Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of
having been made by running the Program). Whether that is true depends on what the Program
does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it,
in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed
the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the Program or any part thereof, to be licensed as a whole at
no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to print
or display an announcement including an appropriate copyright notice and a notice that
there is no warranty (or else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy of
this License. (Exception: if the Program itself is interactive but does not normally print such
an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a
whole which is a work based on the Program, the distribution of the whole must be on the terms
of this License, whose permissions for other licensees extend to the entire whole, and thus to
each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or
with a work based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also do
one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a
complete machine-readable copy of the corresponding source code, to be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

c) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for noncommercial distribution
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and only if you received the program in object code or executable form with such an offer,
in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to
it. For an executable work, complete source code means all the source code for all modules it
contains, plus any associated interface definition files, plus the scripts used to control compilation
and installation of the executable. However, as a special exception, the source code distributed
need not include anything that is normally distributed (in either source or binary form) with the
major components (compiler, kernel, and so on) of the operating system on which the executable
runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under this License. However, parties who
have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the Program), you indicate your acceptance of
this License to do so, and all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not impose any further restrictions on
the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit royalty-
free redistribution of the Program by all those who receive copies directly or indirectly through
you, then the only way you could satisfy both it and this License would be to refrain entirely
from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply and the section as a whole is intended to apply in
other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Program under
this License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.
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Each version is given a distinguishing version number. If the Program specifies a version number
of this License which applies to it and "any later version", you have the option of following the
terms and conditions either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of this License, you may
choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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